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SVAM OVERVIEW

Insights,
Intelligence
& Innovation

30+

Years of experience

SVAM is here to deliver
meaningful business
value to our customers
through digital
acceleration. Our
expertise is in improving
your access to critical
data, automating your
business processes, and
enabling your teams to
collaborate effectively.

800+

Employees

With our entrusted global
network of highly
experienced and knowledgeable
technology consultants, we
are committed to exceeding
our clients’ technology needs
with the highest quality,
value-driven software
solutions and customized
cybersecurity advisory
services.

25,000+

Network of consultants
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SVAM SOLUTIONS

Our Solutions

@ Cybersecurity

(%) Digital Transformation
= Enterprise Platforms

'Iil' Business Automation with Al

Data Modernization

N Staff Augmentation
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Service

Cybersecurity

Intentional safeguarding of your digital
systems, networks, and data from malicious
threats and unauthorized access. SVAM's
cybersecurity practice encompasses a wide
range of technologies, processes,

and practices to protect against
cyberattacks, ensuring the confidentiality,
integrity, and availability of sensitive
information.

CYBESECURITY OVERVIEW

B8 Microsoft €% rubrik  4schellman

ninjaOne SentinelOne  Acronis

~‘2.~ Blumira >US




) o o o
-~ Results Driven Cybersecurity Services

||||||||||||||||||

Identify gaps in your cybersecurity practices, offering
a precise analysis and actionable steps to align with
NIST standards and strengthen your defenses.

Evaluate vulnerabilities across critical IT assets and
obtain targeted recommendations that provide

measurable results safeguarding your assets from
regulatory and cyber risks.

Simulate real world cyber-attacks and gain a 360-
degree understanding of the security issues and
underlying solutions about your existing
and emerging technologies across business verticals.

Cybersecurity

) . SVAM

S INTERNATIGNAL, NG Design and Implement actionable incident response
plans tailored to your organization that will provide
autonomy with step-by-step procedures
to detect, respond to, and mitigate cyber threats.

CYBESECURITY SERVICES

Take control of your external threat landscape by
ensuring your vendors meet your security standards
and do not threaten your organization's security
5 posture.
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Transition to a continuous compliance approach with
automated testing and monitoring of controls in a
dynamic environment

Our virtual CISO (vCISO) provides oversight,
governance, and strategic plan and defines your
cybersecurity strategic objectives aligned with the
business objectives and goals.

Build an ecosystem of continuous authentication and
authorization, enhancing security in a dynamic
environment.

Cybersecurity

CYBESECURITY SERVICES

) . SVAM
J INTERNATIONAL, INC.

Technical screening supported by global teams
within SVAM’s Cybersecurity practice. Flexible
models including contract, contract-to-hire, try and
buy, full-time

Improve operations, remove costly problems, and
optimize how your staff spends their time.
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NIST CSF Alignment
[

Based on our review, Client has multiple improvement opportunities in order to be aligned with the NIST CSF controls. Various

gaps identified are shared observ ations for multiple controls w hich will significantly elev ate the alignment once as they are

remediated. The following is an illustration of the number of controls that need to be mitigated for each cybersecurity domain:

: : : See table on right
# NIST CSF Domains High Ris TC FI PI NI (TC. FL PI, NI)
CSF FUNCHON ey IDENTIFY 280/0 4— % Implemented

ﬂ Total #0f controls —mgp (29 controls)
[ad Domain Ref. #
O
(a8
W RECOVER
W (6 controls)
—
[a
>
<
wn

Anomalies and Events (DE.AE) PROTECT

Security Continuous Monitoring (DE.CM)
Detection Processes (DE.DP

(39 controls)

RESPOND

(16 controls)

DETECT

(18 controls)
©2021 SVAM International Inc proprietary, confidential. All rights reserved.
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SVAM
High Level Summary of Opportunities for Improvement
Resulting from this assessment, the following areas of opportunities will significantly improve the organization's Cybersecurity Risk
Management program:
Policies & Procedures f Training Optimize Resource Requirement
Enfhanced core policies and procedwres related to L i
Security Operations Assat Managament, Incident Respanse program, Governance ;ﬂ::?:;ii zziimzp:fﬁ::;he
Centralized Security Operations Vulnerability Management, Security peration Enharnced govemance, internal & remllrewnt;mfurfnllﬂema-nﬂ&Ir'qu-r-es-
Centes [W0C] 1o mondtes and manags Canter |{50C) & ldentiny and Access Managemsant extarnal, inclisding 3rd party vendors from varicus prouns
ﬂ security incidents, identity and acoess Frogram (1AM] and nartlnerﬂ ITSDs, schaods, e, ]
o management, and remediate Continued infarmation security tralning and
e} identified vulnerabilities across the awareness programs forall usars, inchding
o OrganIZation’s emarcnment stusdents, parants, emplogecs, & schoots
w
o
w
. fom i
o
z S—
; ¢ [ )
92] ’-"

Rated Cyber Risk secure 3DLC
Identified, risk rated, and prioritized Critical & Dependent IT functions Desian, busikd, and run with security Third-party Risk Management

reguiremeents and controls sarker
Establishe=d critical and foundational processes throughout the life cycle of Improved Third-party risk management
{ssmatimness ok ownsed by Ehe SIS0 arganization) apalication dewelopmesnt and progran by integrating and allgrang
that are highly depandent on capahility and production supgort, wvarious functions, establishing processes
dedrary of sarvices by the crganization for wendor due diligence and manitoring
Ew. IT Asset Management, apnlication )/ data and defining risk ratings for all vendor
myentony and classification categorses

cybsar risk mitigation programs alignad
with cybhersecurity roadmap and ITSD

risk profile results, ncleding tactical
and immeadiste ar=as of foous

DMzl SYAM miematicral Inc proprieiary, tonfidendial & rightsresersed,




N

-
SVAM

INTERNATIONAL, INC.

Recommended Roadmap Timeline
|

Task / Phase Risk Levell 0-6 Months| 6-18months

Establish a formal security aw areness training program* X

Review all user access in Dropbox and remov e all accounts that are not registered through the
Enterprise licensing or purchase additional licenses for users w ho require access*

Establish an access management program including a remote user access policy and a control
such as formal access reviews in all systems and applications on a regular basis *

SAMPLE REPORTS

Review ,update and document firew all rules

» *Each task may be related to more than one control, including shared controls against NIST
*  **While not specifically assessed, it is expected that organizations continuously perform vulnerability scanning and penetra tion testing exercises regularly

* Proposed Phase 2 v CISO Activ ities
@ Potential Need for Tech Investment

©2021 SVAM International Inc proprietary, confidential. All rights reserved.
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Recommended Roadmap Timeline
]
QOB CELIGIUELTENT  Finding ImpactHigh
XX does not have a cybersecurity risk management function 1. Management should consider adopting an industry framework, suc
established in place tddentify, quantify, prioritize and remediatall as the National Institutes of Standardization and Technology (NIST)
cybersecurity risks within the organization. Additionally, XX has ng 800-30 Risk Management Guide for Information Technology
ﬂ adopted a cybersecurity risk management framework to support Systems, to establish a cybersecurity risk management function.
o their existing enterprise risk management program in order to » A cybersecurity risk management policy should be
) conduct ongoing cybersecurity risk assessments. documented with requirements and processes for identifying,
& » Risk: Without a formal risk management function, there is prioritizing, analyzing, escalating and remediating
a4 limited visibility into identifying, measuring, mitigating and cybersecurity risks.
w monitoring IT risk. This may result in inadequate decision » To support the development of creating a risk management
— making regarding the implementation of appropriate controls. function, XX should maintain a centralized inventory of all
a cybersecurity risks and prioritize them based on their level of
<§[ risk to the organization (i.eRisk Register).
n
Key Finding is Mapped to the Following Risk(s): N N " N
— Complexity: ' ' "1| Level of Effort: '
Risk Definition InitiaRisk ResiduaRisk 2 4 0

Register #

A

IT Risk Management High (25) Medium (12)

©2021 SVAM International Inc proprietary, confidential. All rights reserved.
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SAMPLE REPORTS

11

» 7% Setaled

25-75% Salsdwg

-‘MS.IM

RECOVER

(€& controls)

{15 conmros)

D

(48 coatrols)

IDENTIFY

NIST Cybersecurity Framework

(39 contsuis)

Leved 1 Initad

The deswed Maturty Level i dependent on the nak appetite of the organizaton and compliance needs.

D077 SVAM mterrationsl e progoetery, cordsdensisl Allrgttrrererved
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SAMPLE REPORTS

12

Matrix

Integrity

ConfidertiallSensitive
datais improperly
modified

ConfidentiallSensitive
data iz disclosed

Potential Vulnerabilities

People

Attack through a third party hosting
partner

Staff Falling victim ta a social
engineering attack

Improper assignment of user{
device access permissions

Someone inkentionally or
unintentionally performing some
ather tupe of harmful action

Sustem or staff unavailability due to
capacity issue

Process

Poor practices due to lack of
effective policy

Unauthorized phusical accessto
restricted lacation

Improper configuration of required
semices or applications

CorfidentialiSensitive
data iz unavailable or
last

Potential Events

Access ta critical asset
iz unavailable or last

Insufficient staff are
available to perform
critical duties

Inability to recowver from a significant
event due to a response planning
Failure

Technology

Internal breach dus tainadequate
network segmentation

Improperly tested andlor wulnerable
web service or zoftw are application

Compliance

Dizruption of supplies

Mon-compliance
[Education Law 208
CIPA] causes
significant financial or
operational impact

Unauthorized action due ta
authentication issue

A sustem or device hardw are Failure
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Risk Profiling Assessment: Results of Vulnerability Scoring

This section shows the breakdown of top potential vulnerabilities and the relative exposure for cyber-attack scenarios based on the responses from each vertical
regardless of the current maturity state of related controls. The results depicted below are based on a weighted score (see Appendix).

IMTERHAL BREACH [ILE T IMARECLATE HETWORE SEGMENTATION

STAFF FALLIMEG VICTIM T & S0C1IAL ENGINEERIRG ATTACK

ATTACK THROUGH & THIFD: PARTY HOSTIMG FARTHER

SO EDNE INTEMNTIOMALLY OF LM INTENTICHALLY FERFORMING S0KME OTHER T¥FE OF HARMPLL ALTION
A SPSTEM QR DEWVCE HARDSY ARE FAILUIRE

IMABILITY T RECOVER FROM A HGRIFICANT EWVENT DLE TO A RESFORLE PLAMKING FAILLRE

IRMPROPER: COMFIEURATION OF RECUIRED SERYICES OR AFFLICATIONS

SAMPLE REPORTS

LRA LITHOR ZED A CTION DUE TO AUTHEMTICATION | 55UE

IRFROFERLY TESTED ANDSOR ULMERASLE WEE SERVICE CF & OFT ARE APFLICATION

£
L
:
2
E
g

|NF RCFER AESIERBENT OF USER { DEVICE ACCESE FERMISSIONS

G0y =X 15.0% 20,1
Exposure Score Based On Assessment (%)

DM SVAM mierraticral Inc proprisiary, tonfidesdisl &1l rightsresered,
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" ILLUSTRATION OF TOOL ALIGNMENT WITH  NIST GSF
[
Ident T'_n,f Protect Reos pon d lecover
Awareness & Traming Endpaint Defense Continwous Monitorng ry Planning
ManageEngine (AD Manager/ Arcserve
! ComplianceMapper 1y Symantec AV AD Audit) HP RecoveriManager
:_ Security Scoracard 3. PluralSight (OWASP) Iy Kaspersky Sumo Logic Meraki Veritas Backup Exec
wn : I Cisco(Umbrella, Maobilsiron) Splunk AlisnVault E’B" EMC Cyber
PR ! Bitd (Carban Black Damisto Cyphon acovery
E rasetianagamernt L Volatility Microsoft Azure Site
0 Data Security CarborBlack Response
a SarviceMow LogRhythm
L ManageEngine OLP (Mimecast, GroundLabs)
[ad {Deskiop Central) Encryption | Mimecast) i DuoMabile Metwrix Auditor
W Asset Panda 0385 Encryption (In transit) I RSA AlienVault
_ ForcePoint (DLP and web Splunk
o Vendor Management filtering)) SacureWorks
S BitLocker (devices) CloudFlare
< VendorCentricar Palo Alto WikdF ins
v ServiceNow GRC _ _
(Vendor Manageament Firewalls (Palo Alto, Cisca)
System) YPN Cisco Meraki Vulnerability Management
Security Scorecard Aruba [ClearPass, WARP)
'!m! CrE r
P A s | Rapidy, Nessus
I Veracode

14
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SVAM
Net Message

The organization hosts eritical applications that process sensitive personal information. Therefore, with known evalving cybersecurity threat
landscape, the department is increasingly at the risk of cyber attacks

"Tone at the Top", management's leadership, and attention to cybersecurity risk management program is currently providing the opportunity for
the CISO organization to identify areas for improvement and develop a roadmap to align with business objectives

Given the limited budget and resources in the past, the organization’s Cybersecurity program has done a good job maintaining the cenfidentiality,
integrity, and availability of systems and data. However, this is not sustainable and requires continuous management’s attention, sponsorship, and
suppart

In keeping pace with evalving threats, the organization must increase focus on enhancing their cybersecurity and data privacy controls in alignmaent
with ongoing technology refresh and planned retirement of legacy systems. Security controls must be embedded in the application development,
infrastructure, and other IT solution deployments

Various components of organization's Cybersecurity Risk Management program are highlighted to be enhanced, including but not limited to
governance and resources, effective alignment and enforcement of policies, third-party risk management, vulnerability management, threat
intelligence, data protection, identity and access management, and secure software development standards and processes

Through Management's commitment, significant investments to source additional resources using a phased approach is required to enable
implementation and execution of recommended program enhancements

SAMPLE REPORTS

Given the recommended roadmap and planned implementations across various cybersecurity functions, a centrally managed program governance
i& required to effectively manage all activities, both within the program and all other projects with dependencies to eybersecurity contral functions

The organization’s robust Infermation Security policies and procedures must be developed and fully executed to align with required compliance
and laws and establish baseline for all implementation projects and on-going practices. On an annwal basis an independent assessment and audit
of program improvements and effectiveness is highly recommended

ST 5WAM mderatioral Inc proprietery, confiderdial &1 rightsresersed,
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EDUCATION USE CASE

16

N c Public

Schools
How SVAM helped
the New York City
Department of
Education design
and implement a
Cybersecurity
Program

Challenge:

DOE holds data for over 1.2 million students and 150,000 employees and uses
around 600 applications; the critical applications can access the Pll of a large
number of end users - with few critical applications still using the legacy
infrastructure. Limited governance program and enforcement of corporate
cybersecurity requirements; lack of security and awareness and training
program. Many of DOE’s applications are implemented with the help of Third-
party vendors; processes were not established to sufficiently assess and manage
vendor risks, leading to Supply chain risk. Absence of an established SOC;
shortages of IT staff, including cybersecurity resources

Solution:

Establish a Third-Party Risk Management program through the initiation of a
vendor inventory, risk rating, and governance, thereby establishing Third-Party
annual due diligence, issue tracking process, and corrective action
Operationalize governance policies to ensure timely adoption of the enhanced
processes and implement the proposed organizational structure using a phased
approach. Develop SOC strategy and framework in alignment with city-wide
policies set forth by NYCCC. Implement processes related to newly developed IR
plan and track its adoption; execute table-top exercises for critical scenarios.
Establish a formal enterprise-wide IR Plan to identify, analyze, contain,
eradicate, and recover from incidents and testing activities.

Outcomes:

12 -2 75%

Reduction of vendor Enhanced vendor risk metrics
assessment cycle times after implementing an
in weeks. automated alerting system.
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Department of Social Services
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Department of Environmental Administration for
Education Protection Childron's Services
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and Budget Office of Labor Relations
Payroll 5

17



NNNNNNNNNNNNNNNNNN

Vikas Dhablania
Chief Operating Officer

Anil Kapoor
President & CEO

-\
. ‘ P

anil@svam.com
Anil Kapoor (LinkedIn)

vikas@svam.com
Vikas Dhablania (LinkedIn)

Partners with Purpose

Driving meaningful change through digital acceleration.

Scott Mastellon Kiran Bhujle Matt Lang Kambiz Mofrad Shahryar Shaghaghi
Public Sector Cybersecurity Cybersecurity Cybersecurity Cybersecurity

. '|

LinkedIn Profile LinkedIn Profile LinkedIn Profile

SVAM CYBERSECURITY LEADERSHIP

18


https://www.linkedin.com/in/scottmastellon
https://www.linkedin.com/in/humanfirst/
mailto:anil@svam.com
https://www.linkedin.com/in/anil-kapoor-a241b62?lipi=urn%3Ali%3Apage%3Ad_flagship3_profile_view_base_contact_details%3B2%2Bn3ZVtvR%2BONNvSxHfmJ4w%3D%3D
mailto:vikas@svam.com
https://www.linkedin.com/in/vikas-dhablania-a507875
https://linkedin.com/in/matthewlangnj
https://linkedin.com/in/kambiz-mofrad
https://linkedin.com/in/shaghaghi
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Primary Contact for Nassau County

Scott Mastellon, Managing Director, Public Sector

PRIMARY SVAM CONTACT

19
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