Instructions to Set Up Microsoft Multi-Factor Authentication (MFA),
PasswordLess Authentication

You must have both devices to begin and follow
these instructions

***You will want to download the Microsoft
Authenticator app to your second device (likely your
cell phone) before beginning the process

Microsoft Authenticator
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Why MFA?
Passwords are a primary attack vector. Bad actors use social engineering, phishing, and spray
attacks to compromise passwords. A passwordless authentication strategy mitigates the risk of

these attacks.
Take sign-in security from better to best

Eliminate password theft for good with the strongest authentication method available in the marketplace.
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The following instructions and screenshots were done with iPhone 13, it should be similar to other iPhone
and Android devices.

Step 1: Ensure you are logged out of Office 365 on your computer before starting the process.
Click on your initials or photo in the upper right corner of the screen and select Sign Out

Grand Prairie ISD Sign out

Step 2: Go to https://www.office.com/ using one of the following browsers on your computer:
- Apple Safari

- Google Chrome

- Microsoft Edge

- Mozilla Firefox




Step 3:

On your computer, sign in to Microsoft using your e-mail address and Next, then your
password and Sign in.

On the screen stating More information required, click Next and follow the directions on the
screen
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Your organization needs more information to keep
your account secure. Before making changes to your
security info you must complete multifactor
authentication.

No account? Create one!

Can't access your account?

Back Next i
Use a different account

Learn more

@\ sign-in options Next

Step 4:

Open the Microsoft Authenticator app on your phone (or second device). If you did not
download it before beginning, download it now.

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Microsoft Authenticator

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Microsoft Authenticator

9 Start by getting the app
On your phone, install the Microsoft Authenticator app. Download now

Set up your account
1f prompted, allow notifications. Then add an account, and select “Work or school o
er
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Click Next on your computer and Accept on your phone. Then click Next again on your
computer and Continue on your phone.

Step 5:

In the app on your phone, select Scan a QR code. (You may have to first click a “+” icon
toward the top of the app screen to add an account)
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(< Add account

WHAT KIND OF ACCOUNT ARE YOU ADDING?

= Personal account
]

] 4

Work or school account
n

Other (Google, Facebook, etc.)

Add work or school account

Sign in Scan QR code
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Click Scan QR code on your computer screen then click OK to allow access to the camera and OK
for App lock enabled on your phone

Scan the QR Code on your Computer with your phone and click Allow to send notifications. Click Next
on your computer.




Step 6:

Enter the two-digit code that appears on your computer screen in your phone and then click
Yes on your phone.

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Microsoft Authenticator

Let's try it out

Click Next on your computer then Done on the Notification approved and Success! screens

Keep your account secure Keep your account secure

Your organization requires you to set up the following methods of proving who you are
& SISy P g (PN T Your organization requires you to set up the following methods of proving who you are.

Microsoft Authenticator Success!

Notification approved
N Great job! You have successfully set up your security info. Choose “Done” to continue signing in.

Default sign-in method:

@ Microsoft Authenticator

Step 7:

The systems will prompt again for verification

Enter the two digit code in your phone and Yes. Click No to staying signed in for now on your
computer.
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@ Open your Authenticator app, and enter the passwordless3@gpisd.org
number shown to sign in.

Stay signed in?

68 Do this to reduce the number of times you are asked
to sign in.
No numbers in your app? Make sure to upgrade to i .
the latest version. D Don't show this again

More information

No Yes
Cancel /




Step 8:

In the Microsoft Authenticator app on your phone, select the Grand Prairie ISD account and click on
Enable phone sign-in then Continue

Sign-in with your phone

Grand Prairie ISD
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Notifications enabled
You can use this device to approve notifications to
verify your sign- e )
verly yoursign-ins Stop using your password, and still sign in securely with
Microsoft Authenticator. Complete the steps below to

One-time password code enable phone sign-in.

62 7 4 9 6 Device registration

Your IT department requires you to register your
device, so it can be trusted to access

[Q Enable phone sign-in organizational resources.

Set passcode

Q Change password @ A device passcode or Face ID is re . You
must go to Settings to enable it.

A= Update security info

Enter your password if prompted.
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Forgot my password

Sign in with another account

Step 9:

There will be a 2-digit code pop-up on the phone screen very quickly
- Enter the 2-digit code and Yes.

. , . . . Grand Prairie ISD
If you miss the code, click / Can't See to view the code again. e

Passwordless sign-in enabled
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Click the "Grand Prairie ISD" account again

One-time password code

It should show Disable phone sign-on, but DO NOT CLICK IT. This 679 083
verifies that you have successfully enabled the phone sign-in. [ Disable phone sgn-in

Q Change password
R= Update security info

® Review recent activity




Step 10: | Onyour computer, sign-out from Office 365 then close your browser and
relaunch with the link below to test the system.

https://www.office.com/

Click Sign in on your computer.
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Forgot my password
Use an app instead /

Enter the 2-digit on your phone to authenticate app

......................

& passwordless3@gpisd.org

Approve sign in

Open your Authenticator app, and enter the
number shown to sign in.
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Use your password instead

DONE!
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