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Cybersecurity is EVERYONE’s Responsibility



WHAT YOU CAN DO...

Do not use Lﬂww
your FIIE'I"!II:III'I-HL
-:nnq:lu'ttr
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Bawarg of

the Use VPN
phishing
SLamS




WHAT YOU CAN DO...

Simple recommendations for effective
practices in cybersecurity protection
that everyone should follow

Never reuse Never store Don’t share Always be
passwords passwords on highly personal skeptical of any
between sticky notes or information on unexpected
websites and "cheat sheets." social media. request for
services. your
information.

Cybersecurity is EVERYONE’s Responsibility



From: Security Bank (accounts.securtybank@gmadl com)
‘ Subject: Action Required!

a sense of urgency
Dear valued customer,

WATCH OUT FOR...

an illigitimate or
unfamiliar address

a generic greeting

You are require to update your account information immediately to
prevent account termination. Please follow link to update password
information and verify your email address:

> or salutation

suspicious links

5 or links that
| hitp:7www. madware commack pho | don't match the
Qramsr?s:':gsat‘akes Please be sure to read the updated privacy policies in the aftached document. R
Thanks,
Security Bank Account
unexpected
attachmenis
E] privacypdl exe (especially files
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ending in .exe)
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PAY STAFF
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It’s more than just the I
classroom teacher. #m .. 0 g R

DIRECTORY
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l.
CONTACT ACCESS
COLLEAGUES NETWORK
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EDUCATION LAW 2-D

DATA
TRANSPARENCY
Made simple

Cybersecurity is EVERYONE’s Responsibility



DATA PROTECTION OFFICER

MULTIPLE

* Appointed by Board of
Education

* Responsible for 8 Requirements

* Annual Report to Board

Cybersecurity is EVERYONE’s Responsibility ‘



DATA PRIVACY AND SECURITY POLICY

* Policy Service
* Template from NYSED
* Attorney

 Posted on District's
Website

DATA
PROTECTION
OFFICER

v 4
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ANNUAL TR AINING
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COMPLIANCE
Fa—  State and Federal Laws
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NIST CYBERSECURITY FRAMEWORK
(NIST CSF)

| * QGuidelines
oo IS » Focus on Risk
T * Ongoing Process

DATA
PROTECTION
OFFICER

v 4
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AUDIT / REVIEW

* Internal
* Comptroller’s Office

* NYSED

DATA
PROTECTION
OFFICER

v 4

Cybersecurity is EVERYONE’s Responsibility



RISK TOLER ANCE

Employee Training

Cyber Protection Measures
Penetration Tests
Vulnerability Scans
Multi-factor Authentication
Email Phishing

Intrusion Detection Prevention
And more...

Cybersecurity is EVERYONE’s Responsibility

Cost of Cyber Insurance
Risk of Cyber Event
Cost of Recovery

% Time to Recover




COSIS: CYBERSECURITY




|/

Speciolist Insuronce Brokers

10. 1
9. . d. 72
& POLICIES, PRACTICES LEVERAGE PROACTIVE l:]
AND PROCEDURES TECHNOLOGY ‘
FORMALISE PREVENTATIVE ANTIVIRUS SOFTWARE,
PHYSICAL SECURITY MEASURES & INCIDENT SPAM FILTERS, ETC. STAFF TRAINING
RESPONSE
YOUR SOFTWARE ISN'T THE ONLY MOST ATTACKS ARE STILL
WAY IN FOR AN ATTACKER CAUSED BY HUMAN ERROR

)

IROIPETIO S THIIPESERTE OMNPARVEVAEINSTRA -

IDENTIFY WEAKNESSES IN

YOUR CYBER SECURITY

e

BACK-UP YOUR DATA @V
ALWAYS HAVE A PLAN B

‘W

THIRD PARTY VENDORS / @

SUPPLIER MANAGEMENT — PROTECT IMPORTANT
HOW IS YOUR INFORMATION INFORMATION
USED, STORED AND PROTECTED? IDENTITY VERIFICATION VULNERABILITY & COMBAT DATA BREACHES
DO YOU KNOW WHO PATCH MANAGEMENT
YOU'RE DEALING WITH? WHAT ARE THE HOLES

IN YOUR SYSTEM?

www.kbigroup.com.aul/cyber-insurance Authorised Representative (450152) of KBI Group Pty Ltd (ABN 56 167 437 121, AFSL 494792)




THANK YOU

i Please join us in the breakout room

ANY fii Ellen & Madalyn

QUESTIONS

Or email
emcdonnell@]lhric.org
mromano@Ilhric.org




