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HIPAA PRIVACY POLICY 
 

A. PURPOSE 
 
The Catasauqua Area School District recognizes the importance of maintaining the confidentiality of 
Personal Health Information (“PHI” and “ePHI”). The purpose of this Policy is to ensure that disclosure of 
PHI is made consistent with applicable laws, regulations and health information standards, and to ensure 
that any disclosures of a patient’s PHI to a patient’s family members, other relatives, close friends or other 
persons designated by the patient are appropriate. This Policy governs the operation of certain group 
health plans sponsored by the Catasauqua Area School District for the benefit of its employees and their 
beneficiaries (the “Plans”), to the extent that such Plans are considered “covered entities” under the 
Health Insurance Portability and Accountability Act of 1996 (HIPAA) and the regulations promulgated 
thereunder. This policy and these procedures reflect the commitment of the Catasauqua Area School 
District to comply with the requirements of HIPAA and protect the confidentiality of its plan participants’ 
privacy rights with respect to PHI. With respect to the scope of this policy, the Catasauqua Area School 
District qualifies as a hybrid entity whose activities and operations include both covered and non-covered 
functions.  This policy applies only with respect to functions or operations of the Catasauqua Area School 
District name of Member covered by or subject to the requirements of HIPAA. 

 
B. AUTHORITY 

 
This Policy shall be overseen by the Privacy Official, who shall report on privacy issues, as needed, to the 
Superintendent. The Privacy Officer shall be the Assistant to the Superintendent, or such other individual 
appointed by the Superintendent from time to time.  The Privacy Official shall have authority and 
responsibility for implementation and operation of the policy and will have the discretion to delegate any 
of his or her responsibilities or functions to another individual or individuals (the “Designee”). 
 

D. DESIGNATION OF PHI 
 

For purposes of this policy, PHI means “protected health information” as defined under HIPAA and the 
applicable regulations.  Subject to the foregoing, PHI includes health information that a covered entity 
creates or receives that identifies an individual, and relates to:  
 

• The individual’s past, present, or future physical or mental health or condition;  

• The provision of health care to the individual; or 

• The past, present, or future payment for the provision of health care to the individual. 
 

Notwithstanding the foregoing, PHI excludes individually identifiable information in education records, 
school health records covered by the Family Educational Rights and Privacy Act (“FERPA”), employment 
records held by the Catasauqua Area School District in its role as employer, or records regarding a person 
who has been deceased for more than 50 years. 
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E. GUIDELINES 
 

1. This Policy will apply to all group health plans sponsored by the Catasauqua Area School District 
including medical, dental, prescription, EAP.  
 

2. The Designated Records Set shall consist of all enrollment, payment, claims adjudication, and 
related case or medical management records maintained by the Human Resources Department 
for or in connection with the operation and administration of any of the Plans. 
 

3. Other than for purposes of treatment, payment or operation of the Plans, the Catasauqua Area 
School District as Plan Sponsor will collect, use and disclose only the minimum necessary PHI to 
accomplish the intended purpose of such collection, use or disclosure, as determined in the 
reasonable discretion of the Privacy Official.  The following Catasauqua Area School District 
employees will be permitted to receive and/or have access to PHI: Assistant to the Superintendent 
and Human Resources Specialist. 

4. Access to Records: The Catasauqua Area School District as Plan Sponsor will provide all plan 
participants with the right to access their own PHI that has been collected and is maintained by 
the Catasauqua Area School District, including PHI maintained in electronic form or media 
(“ePHI”). This right of access does not apply to psychotherapy notes and information compiled in 
anticipation of a criminal or civil legal action. 
 

5. Amendment to Protected Health Information: The Catasauqua Area School District will allow plan 
participants to request amendment of any PHI that is created and/or maintained by the 
Catasauqua Area School District with respect to that plan participant. PHI that was not created by 
the Catasauqua Area School District or that is accurate and complete, as determined by the 
Privacy Official or the Designee, is not subject to amendment. 
 

6. Uses and Disclosure of Protected Health Information: The Plan Sponsor and/or any business 
associate of the Plan Sponsor will use and disclose the PHI they create, collect and/or maintain 
for the following purposes: to enroll employees and their dependents in the Plans or to make 
changes to one of these enrollments; to evaluate renewal proposals or a new health plan or to 
evaluate reinsurance vendors; to conduct cost-management and planning-related analyses such 
as formulary development and administration and development or improvement of payment 
methods; and to perform any related functions. 
 
All PHI collected by the Catasauqua Area School District will be disclosed only to the following 
“valid recipients” or in the following situations: (1) to the plan participant; (2) if the plan 
participant is a minor, to the plan participant’s parent or legal guardian; (3) to an insurance 
company, reinsurance company, TPA or a business associate of the Plans, (4) to the plan 
participant’s representative, agent, or any other person with a signed authorization from the plan 
participant; (5) in response to legal process or law enforcement investigation where the disclosure 
of information is not prohibited; (6) to investigate possible insurance fraud; (7) to help settle a 
claim dispute for benefits under a medical benefit plan or insurance policy; or (8) to the Plan 
Sponsor, in accordance with the provisions of HIPAA. 
 

7. Notice of Privacy Practices: It is the Policy of the Catasauqua Area School District to maintain and 
provide to all plan participants a Notice of Privacy Practices that describes the Plans’ required and 
permitted uses and disclosures of PHI, all individual rights with respect to PHI and any other 
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required information.  The Notice of Privacy Practices must be provided at the time of enrollment 
for new enrollees in the Plans, or following any material change in the Notice.  In addition, once 
every three years participants in the Plans should be notified of the availability of the Notice and 
how to obtain the Notice. 
 

8. Training:  The Privacy Official or the Designee will train, or oversee training for all current staff 
and new employees that will have contact with PHI on the requirements of this Policy. The 
contents of the training sessions and the attendees will be documented by the Privacy Official or 
the Designee. 

9. Complaints:  The Catasauqua Area School District will accept and respond to complaints relating 
to this Policy, procedures, and compliance efforts relating to the privacy of PHI. All complaints will 
be filed with the Privacy Official or the Designee. The Privacy Official or Designee will document 
and investigate the complaint and maintain documentation of all complaints received and their 
disposition for a period of at least six years (from the date of creation) in accordance with federal 
regulation. 

10. Record Keeping: The Catasauqua Area School District will retain all documentation related to this 
Policy for a minimum of six (6) years from the date the documentation was created or the date 
that it was last in effect, whichever is later. 

11. Sanctions: The Catasauqua Area School District as Plan Sponsor, on behalf of the Plans, will 
appropriately discipline any staff member who fails to comply with this Policy. All sanctions will 
be documented by the Privacy Official or the Designee. 

12. Mitigation of Wrongful Disclosures: The Plans will attempt to mitigate any disclosures of PHI that 
are in violation of this policy by, for example, requesting return of any written PHI that was 
improperly disclosed or by admonishing the recipients of any wrongly-disclosed PHI of their 
obligation not to further disclose the PHI. 
 

13. Refraining from Intimidation or Retaliatory Acts: It is the policy of the Catasauqua Area School 
District to prohibit any intimidation, threats, coercion, discrimination or other retaliatory acts 
against any person for the exercise of his or her rights under this Policy, for filing a complaint with 
the Department of Health and Human Services, or for assisting in an investigation of any act made 
unlawful by the Health Insurance Portability and Accountability Act. 
 

14. De-Identification of PHI and Use of Limited Data Sets:  The Catasauqua Area School District staff 
will follow standards under which PHI can be used and disclosed if information that can identify a 
person has been removed (“deidentified PHI”) or restricted to a limited data set.   
 

15. Business Associates (BA): A person or organization that performs a function or an activity on 
behalf of Catasauqua Area School District that involves the use or disclosure of PHI. A business 
associate might also be a person or entity that provides legal, actuarial, accounting, consulting, 
data aggregation, management, administrative, accreditation or financial services involving the 
use or disclosure of PHI. PHI may be disclosed to Business Associates with whom there is a written 
contract or memorandum of understanding.  Such Business Associates and their subcontractors 
have responsibilities under HIPAA to protect and safeguard PHI. 
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16. Administrative, Technical and Physical Safeguards:  The Catasauqua Area School District must take 

reasonable steps to safeguard PHI (including ePHI) from any intentional or unintentional use or 
disclosure, and will comply with the requirements of the HIPAA security rules in the event of any 
breach or other unauthorized transmission or disclosure of PHI. 
 

17. Requests to Use or Disclosure of Protected Health Information Potentially Related to Reproductive 
Health Care: When the Catasauqua Area School District receives a request for PHI potentially 
related to reproductive health care, it shall obtain a signed attestation for each specific use or 
disclosure request that clearly states the requested use or disclosure is not for the prohibited 
purposes described below, where the request is for PHI for any of the following purposes: 
 

• Health oversight activities 

• Law enforcement 

• Judicial or administrative proceedings 

• Regarding decedents, disclosures to coroners and medical examiners 
 

18. Prohibited Purposes: the Catasauqua Area School District and their business associates 

may not use or disclose PHI for the following purposes: 

1. To conduct a criminal, civil, or administrative investigation into any person for 

the mere act of seeking, obtaining, providing, or facilitating lawful reproductive 

health care. 

2. To impose criminal, civil, or administrative liability on any person for the mere 

act of seeking, obtaining, providing, or facilitating lawful reproductive health 

care. 

3. To identify any person for any purpose described in (1) or (2). 


