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Anatomy of an Attack: |
Protecting Customer Networks from Application and
DDoS Attacks |
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CISA DDoS Publication CLOUDFLARE'

& Ms-IsAC’

Multi-State Information
Sharing & Analysis Center”

Understanding and Responding to Distributed Denial-of-Service Attacks

Publication: March 21, 2024
Cybersecurity and Infrastructure Security Agency (CISA)

https://www.cisa.gov/sites/default/files/publications/understanding-and-responding-to-
ddos-attacks 508c.pdf

https://www.cisa.gov/news-events/cybersecurity-
advisories ?f%5B0%5D=advisory type%3A93



https://www.cisa.gov/sites/default/files/publications/understanding-and-responding-to-ddos-attacks_508c.pdf
https://www.cisa.gov/sites/default/files/publications/understanding-and-responding-to-ddos-attacks_508c.pdf
https://www.cisa.gov/news-events/cybersecurity-advisories?f%5B0%5D=advisory_type%3A93
https://www.cisa.gov/news-events/cybersecurity-advisories?f%5B0%5D=advisory_type%3A93

ARCHITECTURE AT MASSIVE SCALE éﬂCLDUDFLLRE

To provide a private, secure, reliable, performant, agile enterprise-grade
Internet experience, Cloudflare is everywhere

100%

Uptime SLA

95%

of world’s Internet
users within 50ms of
our network

1408B

Daily threats blocked

This is only possible because

00o ~30% of the Web runs on
Cloudflare
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What is a DDoS Attack?

WHY? What does it look like? How can | tell?
Types of DDoS Attacks

How bad is it? - the details...

Protection and Prevention Strategies

How to Engage

CLOUDFLARE



What is a DDoS Attack?
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WHAT IS A DDoS ATTACK? CLOUDFLARE

e From a high level, a DDoS attack is like an unexpected traffic jam clogging up the

highway, preventing regular traffic from arriving at its destination.
e A malicious attempt to disrupt the normal traffic of a targeted server, service or network by
overwhelming the target or its surrounding infrastructure with a flood of Internet traffic.

DDoS attacks are like traffic jams...



CLOUDFLARE

DDoS attacks utilize BotNets: Robot + Network

e Attacker sends
Instructions to botnet

' : e Bots send requests to
target
— e Target server or network

overflows capacity
e Difficult to separate good
from bad traffic



WHY? What does it look like? How
can | tell?
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WHY? CLOUDFLARE

Ransom DDoS Becomes a new Strategy

Repnrted Threats and Ransnm DDoS attacks 2

Percentage of customers that reported being thre 1ed rted CLOUDFLARE
12.5%
10.0%

7.5%

5.0%

Percentage

2.5%

0.0%

Q3 2023 Q4 2023 Q12024 Q2 2024

Quarter
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WHY? CLOUDFLARE'

Ransom DDoS Becomes a new Strategy

* More specifically, Malware or Ransomware can be used to encrypt, leak or delete the victim’s data.



WHY?

CLOUDFLARE

Subject: ddos attack
Hi!

If you dont pay 8 bitcoin until 17.
january your network will be hardly
ddosed! Our attacks are super powerfull.
And if you dont pay until 17.

january ddos attack will start and price
to stop will double!

We are not kidding and we will do small
demo now on [XXXXXXXX] to show we are
serious.

Pay and you are safe from us forever.
OUR BITCOIN ADDRESS: [XXXXXXXX]

Dont reply, we will ignore! Pay and we
will be notify you payed and you are

safe.

Cheers!

®©peration: Pavback
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FROM WHERE? CLOUDFLARE

Top sources of DDoS attacks Bothla..

2024 Q2

IIIIIIIIIII anunFLARE

Source Counbry or Region

DDoS attack activity

15 largest sources of DDoS attacks in 2024 Q2
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Cluster Aggregates

Trathic by cluster Trathic by response code (rDNS) Traffic by response code (app)

+ DNS Response Reason

Response Reason
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WHAT DOES IT LOOK LIKE? CLOUDFLARE’
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How Do Bad Actors Target Public
Sector with DDoS?

Types of DDoS Attacks:

2B ouoriare



TYPES OF DDOS ATTACKS
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Common attack patterns

- Decides which physacal path the data will 1ake
NETWORK LAYER
mﬂ w=e Defines the format of data on the network
m’ e Tracsmits raw bit steam over the

Pyl e

e

Application Resource Overload (L7) -
Exploiting the behavior of an application
to exhaust compute or storage resources
(e.g. sending excessive search requests,
slow POSTs)

Protocol Resource Overload (L4) - A
protocol attack that seeks to overwhelm
a server or routers ability to track
network sessions. (e.g. TCP SYN Flood
attacks)

Network Resource Overload (L3) - A
volumetric attack to overwhelm available
network bandwidth (e.g. UDP
amplification attacks)
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TYPES OF DDOS ATTACKS CLOUDFLARE’
Distribution of DDoS attack types 22 . ovoriare
2024 Q2
2.2 million 1.8 million
L3/4 DDoS attacks HTTP DDoS attacks

l TCP i DNS ll..Jl'.'ll:"lv Other l Known botnets l

50% 29% 13% 8%

38% 9% 16%

o Joor] |

60% 27%

Other
13%
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HOW BAD IS IT?

1.8 million
HTTP DDoS attacks

fl +20% Yoy
t +6% QoQ

-

CLOUDFLARE

Acnouoruxns

2.2 million
L3/4 DDoS attacks

{ +22% Yoy
{,l -21% QoQ




HOW BAD IS IT?
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CLOUDFLARE

Zero Day Trends

97 zero-days were exploited
in the wild in 2023 with a 22-
Minute time to exploit

# of CVEs between 2022 and
2023 increased by 15%
More than 5000 critical
vulnerabilities were
disclosed in 2023, yet the
mean time to release a
patch for a critical severity
web application vulnerability
is 35 days

CVE-2024-27198 Vulnerability Timeline | March 4th

14:00 UTC 19:23 UTC

Jetbrains releases

Rapid7 shares a blog, including
Teamcities 2023.11.4 update

proof-of-concept exploitation

14:59 UTC

19:45 UTC

Jetbrains publicly discloses
CVE-2024-27198

Cloudflare observes
attempted exploitation
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Cloudflare was attacked and we mitigated against the largest

HTTP DDoS attack on our record

20IM FEQ/S - - o e e 595_29_2_3___ 184 attacks greater than 71M rps since August

~
~
~
~

~3x increase N - Mitigation Technology

Regression
L=~
4 \
1
\ ’

46Mreq/s [‘\|,»'l
S I R Y

Google Cloudflare Cloudflare
Aug 2022 Feb 2023 Aug 2023
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DDoS THREAT LANDSCAPE Q3 2023 CLOUDFLARE

loT-based botnet attack VPS-based botnet attack




HOW BAD IS IT? - MORPHING é CLOUDFLARE

HTTP DDoS Attacks cLoup TS
B Excluded fingerprints due to randomization [JJ] HTTP DDoS Attacks

200M
% 150 M
=
[1]
7))
o
2 10.0M
o
E
p
S 50M
= 1.7M 11M 1.7M

0.0M
2023-Q3 2023-Q4 2024-Q1 2024-Q2
Quarter

25



Web Applications

201 M.

Largest HTTP DDoS Attack on Record
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Types of DDoS Attacks CLOUDFLARE

The Role of Web Applications

e Web Applications (i.e. websites) act as your publicinternet facing presence
e Users engage with your apps as a way to engage with you
e Your website is your brand

e How do users leverage websites?

e Users may use your website to engage, registrar for a class, check payroll, etc...
e These users may be anonymous or restricted to trusted users based on the application

e Securing Websites is essential in Public Sector



Types of DDoS Attacks
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HTTP Flood

® Ex. Overwhelm websites with seemingly
normal HTTP GET requests

® Resource Consumption
e Low Cost - Client Request

e High Cost - Server Response

e Brings operations to a halt

HTTP Flood Attack

@

Client
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Types of DDoS Attacks CLOUDFLARE

WAF product mitigations also took over as the No. 1 mitigation technique — a
spot that DDoS protections previously held.

Figure 1: Mitigated traffic by Cloudflare product group®

57% .01%

WAF and Bot mitigations Other

(includes OWASP top 10 rules,

rate limit rules, exposed

credential checks, custom 1 . 7 %

rules, uploaded content

scanning, and more) Access rules
n o -

371% IP Reputation

HTTP DDoS rules




HTTP/2 Rapid Reset attack exploit

HTTP/1.1

HTTP/2 _.

HTTP/2

Rapid Reset
Attack

®

®

él‘- CLOUDFLARE

| Request —— Request ——» Request —— |

I «— Response | +——Response

+——— Response |

I Request —— Request > 4 Response +———Response |

—

| Request > 4 Response Request —— Request ——» |

| Request ——  Cancel ——  Request ——»

| Request —— Cancel —— Request ——»

Cancel —— |
s

Cancel ——» I

30
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DNS

1%

#1 Network DDoS Attack Vector




2o

Types of DDoS Attacks CLOUDFLARE

The Role of DNS

e DNSis the phonebook of the Internet
® Humans can understand and memorize domain
names easily compared to IP addresses

e DNS s a Mission-critical Component for Any

Online Business
e Without DNS, it would be almost impossible
to find any website




Types of DDoS Attacks
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Impact from DNS Outage

e Websites are inaccessible
e Emails Stop
e Remote Users can’t connect (VPN / ZT)

The majority of your infrastructure’s core function
is powered by DNS

1N
[~ www. ]




Types of DDoS Attacks
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Volumetric Attacks

DNS Laundering attacks 0 clovorians
11aa
/’q Cloudflare \
Attacker sends a flocd of Open resolvers
randomized DHS queries forward the queries
toward opaon resolvers 1o thie origin
—_— B.8.8.8 C _
Google Origin is overwhelmed  example.com
by the query volume DS server
Allacker
Example random subdomains
ef@i75ali513ade exampie.com
versicherungsserice examplecom
hotel-king. cxample.com
gifiab example.com
4.2.2.2

A DNS Amplification attack is
like if someone were to call a
restaurant and say “I'll have
one of everything, please call
me back and tell me my whole
order,” where the callback
phone number they give is the
target’s number. With very
little effort, a long response is
generated.



Types of DDoS Attacks
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Ways to Protect DNS Servers

e Managed DNS Provider

O Primary Setup
O Secondary Setup

Primary-only

O
oD

Zone Administrator

Where are records
managed? \ V

58

Primary DNS
4
Whois J
authoritative? | v
[ |9
[ — |
Recursive DNS Resolver

4

Y
222

Users

Hidden Primary

O
[ .

Zone Administrator

¥

s 5B

Hidden Pnmary DNS Secondary DNS

o
/ /

//l
P>
[ e 1
—3
Recursive DNS Resolver

A
\

A/
222
Users
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Networks

1 Lrips

Highest Average Bandwidth of L3 DDoS Attack in 1H 2023
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What is your Network and why is it important?

What is your public IP footprint? What resources do you have tied to Public IPs?
Beyond DNS & websites - things like VPNs, email, & any other service could be tied to a public routable IP and
potentially could be targeted by DoS

To get started Protecting your Network:
Identify what resources are tied to a public routable IP
Ask yourself: “Can | reduce the number of public routable IPs associated with
resources?”
How would my network be protected from DoS?
Is your network equipment built to withstand? Are you relying on your ISP? Some other
solution?
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Ping (ICMP) Flood

Typically attackers leverage a botnet to Bot

use sheer volume of pings as a mechanism ;
to bring down a single IP within your 1P ECHO REQUES €

network

High enough L3 DDoS related traffic can
saturate your circuits

Brings operations to a halt . CMP ECHO REPLY



Protection and Prevention
Strategies
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CLOUDFLARE NETWORK SERVICES CLOUDFLARE
Cloudflare’s network as an extension of yours
Public & private DDoS Protection
h » o) % v network routing
W Ml —0Q
.t = 7
Traffic
e e Web Application acceleration
Firewall Customer
Network

300+ Cities in 100+ Countries
209 Tbps DDoS Mitigation Capacity

Cloudflare
Data Center

40
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www.cloudflare.com lication-security-trends

773% 75%

Increase in size of largest DDoS More APIs found via ML than Of orgs adopting

attack what orgs self-reported Zero Trust plan
to or have replaced

VPN for all employees”

22 minutes Phishing is still the
from POC to exploitation H1 initial attack
vector

*Source: IT & security professionals implementing Zero Trust. Enterprise Strategy Group, a division of TechTarget, Inc. Research Survey, Cloudflare Zero Trust for the W orkforce Survey, May 2024.



https://www.cloudflare.com/2024-application-security-trends/

£ Cloudflare Radar

4% Cloudflare Radar

@ Overview Report
& Tratfic

9 Security & Attacks
© Adoption & Usage
X7 Internet Quality
® Routing

~2 Domain Rankings
€@ Email Security New
/\ Outage Center

Q URL Scanner

4 My Connection

[: Reports

B A

https://radar.cloudflare.com

0\ Search for locations, autonomous systems, reports, domain and IP address information

€ Back to reports

DDoS threat report for 2024 Q2

Cloudflare automatically detects and mitigates DDoS attacks across its global network using its
autonomous edge DDoS detection and mitigation engine. This report includes the DDoS insights
and trends as observed on our network.


https://radar.cloudflare.com

n DDaS mitigation techniques and Web Application Firewalls are the two most
90 /0' + effective defences against Application Layer (Layer 7] attacks. These attacks can
take a high traffic website down for hours or steal customer data.

of mitigated traffic used

The graph shows the percentage of attacks mitigated by each product group on a

the WAF or DDoS e
mitigation techniques

& DDaS Mitigation WAF F Reputation @& Access Rules & Bot Management @ AP| Shiekd

100
s

B



https://radar.cloudflare.com/year-in-review/2022
https://radar.cloudflare.com/year-in-review/2022
https://radar.cloudflare.com/security-and-attacks

Questions?

Steve Carlson

916.426.8242
scarlson@cloudflare.com

www.cloudflare.com

©2023 Cloudflare Inc. All rights reserved.

The Cloudflarelogo is a trademark of Cloudflare. All
other company and prod uct names may be
trademarks of therespective companies with which
they are associated.



Scott Reilly, California Client Executive

N
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Comprehensive
Protection Against

Cyber Attacks.

Cyber Emergency Hotline: +1(866)-325-4810

Jenna Bodie, Named Account Executive

S
<
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