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PRIVACYADDENDUM

This Privacy Addcndum (hereinafter 'Addendum") to the Agrcement bctwcon the paties dated

(hereinaftcr "Agreement'') is entered into by and the

Calcasieu Parish School Board (hercinaftcr "School Board") and Ron Clark Academy, lnc (hereinafter

"Vendot'). This Addendum is effective as of the 8th day of May . 20!1!_.

The State of Iouisiana reccntly enacted new laws goveming the collection, disclosure and ulE of students'
personally identifiable information. Thc new laws require that any contracts betwcea a s)rstem and a
third-party who is entrustcd with personally identifiable information of atry student the statutorily
prescribed rninimum el€ments the use of student personally identifiablc informati (hercinafter

as amendo4"PF). Vendor agrees to comply v/ith those oew laws which are now designatcd La. RS. 17:39

particularly subsection 'f' thercto, and to protect the privacy of student data and PIL

Vcndor agrces to protect student informstiol in a manner that allows access to student
*iaPII, only by those individuals who are authorized by the Agreement or Addendum to access information.

updates irulalled.

To ensure that the only individuals and entities who can access and/or reccive surdent data arc that have

shall provide School Board, upon requcs! with idcntities and positions ofthose persons who q
access PII under the Agreemcnt or the Addendum.

re authorized to

Vcndor sholl implement appropriate meaaures to ensuro the confidentialitSr and security of personally
idcntifablc information, protect aeainst aay unauthorized access or disclosure of infounation, preveut atry
othcr action that could result in substantial harm to the School Board or any individual by the data.
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including

Personally identifiable information must be pmtected by appropriate security mcasurcs, but not
limited to, tbe use ofuser names, secure passwords, encryption, security questions, and other measures.

Vendor's network must rnaintain a high level of electronic protEction to ensure the of sensitive
information aud to prevent unauthorized access in these systems. The Vendor agrees to Perforo revlews
of its protection mcthods and pcrform systern auditing to maintain protection of its systems. agrces to

security

been specifically aulhorized under ttre Agreement to access and/or receive personally student data,
accessing orVendor shall implement various forms ofauthentication to identifr the specifc individual

hac acccssed thc infonnation. Vendor must indiddually determinc thc level of security that provide the

statutorily required level of protection for the student data it maintains. Vcndor shall not any individual
or entity unauthenticated access to confidential personally identifiable student rccords or data at time. Only
those individuals whose job duties directly involve fulfillment of the terms of the Agreement
Addendum, aod who are in a "need to knovl' positioq shall be permitted to access PII or



Vendor agrees that any and all unencrypted personally identifiable student data will be storcd, processed and
mainteined i1'4'5gcure-Iocation-and-solely on designate.fservers: No School Board data; at any tinie, u,ill be
process€d on or transforred to any portable computing device or any ponable storage medirrm, unless that
Sorage medium is ia use as part of the vendor's designated backup and recovcry proc€sscs or the data is
eaorypt€d. All scrvers, storagc, hckups, and nctwork paths utilizcd iu thc delivery of the service shall be
contained within the United States urless specifically agreed to in writing by the School Board"

Vendor agrees that any and all data obtained Aom the School Boad shall be used exprcssly and solely for the
purposes eaumerated in the Agrecmen! Data shali not be distribute4 used, or shared for aoy other purpose.

As requircd by Fedcral and State law, Vcndor irthcr agrccs that no &ta of any kind shall be revealed,

transmitted exchanged, or otherwise passed to other vendors or parties, Except as specifically permitted by the
terms oftbe Agrecment, Vendor shail not sell, taDsfer, share, or process any shrdent &ta for any commercial,
advertising, or marketirlg purpose.

Vendor shall develop a policy for the protection and storage of audit logs. The policy shall require the storing

ofaudit logs and records on a scrver separate from the system that gencrates the audit trail. Vendor Dust restrict
access b audit logs to prcvent tampering or alteriug of audit daa. Retention of audit trails shall be based on a

schedulc detennined after consultation with operational, technical, risk manrgemen! and lEgal staff.

Vendor is permitted to discloss PII and studeut data to its employees, authorized subcontractors, agetrts,

consultsnts and auditors on a need to know basis only, provided that all such subcontractoN, Egcnts, consultanb,

and auditors have writtcn confideutiality obligatioDs to Vendor and thc School Board co[sisteut with the terms

ofthis Addcndum. Thc confidcntiality obligations shall survivc tcrmir:ation ofany agreement witl Vendor for
so loug as the information remains confidential, whichever is longcr, aad will inurc to the benefit ofthe School

Board.

Vendor acknowlcdges and agrccs that unauthorizcd disclosure or use ofprotected information may irrcpambly
damagc thc School Board in such a way that adequatc compcnsation could not bc obtained solely in monetary

damages. Accordingln the School Board shall have the rigbt to seek injunctinc rclicfrcstaining thc actual or
threstened unsuthorized disclosure or use of any protected inforrnarion, in addition to any other remedy
othcrwise availgblc (including reasonablc attomcy fces). Veador firther grants the School Board the rigbt, but
not the obligation, to enforcc thcse provisions by suit fur C€lcssieu Parish, Louisiana.Veudor hereby waives

the posting ofa bond by School Board with respect to any action for injunctive relicf.

V€ndor shaU establish, implemcn! and providc to School Board cvidcacc thcrcot a clear data brcach respouse

plan outlining organizational policies and procedurcs for addressing a potontial breach. Vendor's response plan
chrlt pqpilg p166pt responsc for minimizing the risk ofany further &ta loss and ofany negative consequences

ofthe brcach, including potential harru to afrccted inrlividuals. A tlsta breach is ary instance in which there is

an unguthorized or unlawful releasc or access of personally identifiable information or other i.nformation not

suitable for public release. This dcfilition applies rcgardless ofwhether Vendor stores and rn tgges the &ta
dircctly or trough a contractor, such as a cloud scrvice provider.
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Vendor agrecs to comply with the requircrneats ofla. RS. 5l:3O71 et seq. (Louisiana Database B.reach

Notificati-oo Law) as weit as any othci applicable laws regardiag notification of data breaches, and to provide
- notification to thi-schrootbodrd ia tlic evilirofE*iiittiOf,izta-arc-efS fd or raleiNc ofpcrsonally identifiable

information or other similar went In thc evcnt ofa data breach ofaly ofthc Vendor's seanrity obligations

to"-a"r, o. otno event requiring notification rmder applicsble law, vcddor sgrees to notiry the school

noard irrncdi*ely antl to indem;i,, hold harrrlcss md dcfend thc school Board and its canployees aom aod

rgri-J*y -a "fi 
claims, damagesl or causes of action related to the unauthorized access and/or release'

In accordance with applicable state and fedcral law, Vendor aglEes that auditors fiom any state, federal, or other

"!ea"y, 
as *"[ ,s au&ton so designated by the School Board'.shell have the optioa to audii Ve'ndor's sewice

.riagt'tt" Addendum and fte Agiement, iocluding but uot limitcd to privacy and secr:rity audits' Records

l.rt"ioi"g to tn" ,u.uicc shall bc iradc available to auditors and the School Boald when requested-

Vendor agrccs that ifthe original Contact is tcrmilated or iflhe original.Contracr expLes, Vendorshall' after

*""i"iri-" r"qrot in writio! tom the School Boar4 retum all data obtrined in the performance of-its work

*Jir Oi egJ"^.nt or the iddendum to the School Board in a useable electtonic forrnat Vendor firther

"g"o 
to tni""to erase, destroy, and rcuder ureadatle all-data, in its possession or in- the-possession of

pilons an<I cntities with whom it has coEtracted for the performance of obligations 'ndcr the Agr- eement or

Iia"iar-, i, ;6 *tirety in a manner that preveats its pirysical reconstruction through the use of available

file restorafion utilities. teodor sball certiS in writing iUat these actions have been completed withh thiny

(30) days fiom receiPt ofthe written request by the School Board'

The terms of this Aildcodum shall supplement and supersede any conflicting terrs or conditions of thc

.A,grec.uent bctween the Parties. Subjeaio the foregoing, the terms of the origiral Agreement shall l€main iE

full forcc and efrect
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