











Specify how you will manage any data security and
privacy incidents that implicate PIl and describe any
specific plans you have in place to identify breaches
and/or unauthorized disclosures, and to meet your
obligations to report incidents to the EA.

Contractor will promptly notify EA of any
Breach or unauthorized release of PII in the
most expedient way possible and without
unreasonable delay but no more than seven
calendar days after the discovery of such
Breach. Contractor will cooperate with EA
and law enforcement to protect the integrity
of investigations into the Breach as
provided in the DPA.

Describe how data will be transitioned to the EA
when no longer needed by you to meet your
contractual obligations, if applicable.

Upon expiration or termination of the
Contract, Contractor shall transfer PII to
EA, in a mutually agreed upon format,
provided that EA has made such a request
within 15 days of expiration or termination
of the Contract.

Describe your secure destruction practices and how
certification will be provided to the EA.

PII will be securely destroyed within 30
days of expiration or termination of the
Contract utilizing an approved method of
confidential destruction, including verified
erasure of magnetic media using approved
methods of electronic tile destruction.
Thereafter. Contractor will provide EA
with certification of such destruction.

Outline how your data security and privacy
program/practices align with the EA’s applicable
policies.

Contractor will implement the data

protection and security requirements as a
“Third-Party Contractor” as outlined in 8
NYCRR Part 121. and include EA’s
Parents Bill of Rights and Supplemental
Information to the Service Agreement.

Outline how your data security and privacy
program/practices materially align with the NIST CSF
v1.1 using the Framework chart below.

PLEASE USE TEMPLATE BELOW.

Page 14 of 14



EXHIBIT C.1 - NIST CSF TABLE

The table below will aid the review of a Contractor’s Data Privacy and Security Plan. Contractors
should complete the Contractor Response sections in the table below to describe how their
policies and practices align with each category in the Data Privacy and Security Plan template. To
complete these 23 sections, a Contractor may: (i) Demonstrate alignment using the National
Cybersecurity Review (NCSR) Maturity Scale of 1-7 : (i) Use a narrative to explain alignment (may
reference its applicable policies ); and/or (iii) Explain why a certain category may not apply to the
transaction contemplated. Further informational references for each category can be found on
the NIST website at https://www.nist.gov/cyberframework/new-framework. Please use additional

Function

| IDENTIEY (ID)

Category

Asset Management (ID.AM): The data, personnel,
devices, systems, and facilities that enable the
organization to achieve business purposes are
identified and managed consistent with their
relative importance to organizational objectives
and the organization’s risk strategy.

Contractor Response

Zearn inventories all physical property, the software
applications and access rights associated with same, Zearn
advises all employees of their cybersecurity roles and
responsibilities, including through annual privacy training.
(Cybersecurity role of third-party stakeholders is established
through contract.

Business Environment (ID.BE): The organization’s
mission, objectives, stakeholders, and activities are
understood and prioritized; this information is used
to inform cybersecurity roles, responsibilities. and
risk management decisions.

Priority is placed on protecting access to personally
identifiable information of students, in line with our mission
o serving all students to love learning math. This is
communicated both internally and externally (TOU and PP)
and informs all risk management decisions at the
reanization.

Governance (ID.GV): The policies. procedures. and
processes to manage and monitor the
organization's regulatory. legal. risk,
environmental, and operational requirements are
understood and inform the management of
cybersecurity risk.

Zearn Team Policies include Conlidentialits . Privacy &
Security policy and are understood and acknowledged by all
employees. The General Counsel bears responsibility for
educating team on ¢y bersecurity . C O bears responsibility
for managing the settings governing data stored in Zearn's
cloud platform. Zearn's third-party IT service provider

- [provides support to Zearn on cybersecurity tools and

implementation of same.

Risk Assessment (ID.RA): The organization
understands the cybersecurity risk to
organizational operations (including mission,
functions, image. or reputation), organizational
assets, and individuals.

General cybersecurity threats are identified and understood.
Zearn's most vulnerable assets are identified as the student
PII collected. Zearn's Incident Response Plan identifies
responses to seeurity incidents (risks related to the loss or
threatened loss of data).

Risk Management Strategy (ID.RM): The
organization'’s priorities, constraints, risk
tolerances, and assumptions are established and
used to support operational risk decisions.

Risk is managed through consultation and collaboration with
the CEO, the General Counsel. and Executive Team. Risk
tolerance is based on the awareness of Zearn's role as a
guardian of student data.

Supply Chain Risk Management (ID.SC):

The organization’s priorities, constraints, risk
tolerances, and assumptions are established and
used to support risk decisions associated with
managing supply chain risk. The organization has
established and implemented the processes to
identify, assess and manage supply chain risks.

The General Counsel evaluates all suppliers and third-party
partners receiving customer data. The General Counsel
reviews all contracts with suppliers and third-party partners
[to ensure Zearn's cybersecurity obligations are satisfied.
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|

PROTECT (PR)

DETECT (DE)

Identity Management, Authentication and Access
Control (PR.AC): Access to physical and logical
assets and associated facilities is limited to
authorized users, processes, and devices, and is
managed consistent with the assessed risk of
unauthorized access to authorized activities and
transactions.

7ecarn manages the assets, processes and devices that its
employees have access to, both physical and logical. User
identities and credentials are provisioned or revoked based
on level of access necessary to fulfill the job function. Zearn
uses multi-factor authentication for employee access to
student data

Awareness and Training (PR.AT): The
organization’s personnel and partners are provided
cybersecurity awareness education and are trained
to perform their cybersecurity-related duties and
responsibilities consistent with related policies,
procedures, and agreements.

Zearn conducts annual privacy training for all employees.
Zearn informs customers through its privacy policy,
customer contracts, and ongoing user support of their roles
and responsibilities; Zearn's partners are legally required to
abide by security obligations no less stringent than Zearn's

Data Security (PR.DS): Information and records
(data) are managed consistent with the
organization’s risk strategy to protect the
confidentiality, integrity, and availability of
information.

[Zearn encrypts personal data both at rest and in transit to
protect its confidentiality, integrity and availability. Zearn’s
production environment is kept separate from its testing
environment.

Information Protection Processes and Procedures
(PR.IP): Security policies (that address purpose,
scope, roles, responsibilities, management
commitment, and coordination among
organizational entities). processes. and procedures
are maintained and used to manage protection of
information systems and assets.

[nformation is protected in daily database backups. Personal
data is destroyed according to internal policy and external
commitments. Zearn maintains documented security policies
and an incident response plan.

Maintenance (PR.MA): Maintenance and repairs of
industrial control and information system
components are performed consistent with policies
and procedures.

/carn logs all application activity and conducts regular
maintenance of information assets as necessary.

Protective Technology (PR.PT): Technical security
solutions are managed to ensure the security and
resilience of systems and assets, consistent with
related policies, procedures, and agreements.

Through its third-party cloud hosting provider. Zearn uses
access control and redundancy to ensure resilience ol data
collected and stored. The application is automatically
replicated on a near real-time basis at the database layer and
are backed up as part of the deployment process on secure,
access controlled, and redundant Storage.

Anomalies and Events (DE.AE): Anomalous activity
is detected and the potential impact of events is
understood.

Zearn and its third-party cloud hosting provider maintain
security incident management policies and procedures to
detect and understand security events.

Security Continuous Monitoring (DE.CM): The
information system and assets are monitored to
identify cybersecurity events and verify the
effectiveness of protective measures.

Data collected and hosted is monitored for unauthorized
lintrusions using network-based and/or host-based intrusion
detection mechanisms. Physical data centers and personnel
are monitored to detect potential cybersecurity incidents.
IPractices and software limit the risk of exposure to software
[viruses.

Detection Processes (DE.DP): Detection processes
and procedures are maintained and tested to
ensure awareness of anomalous events.

Zearmn and its third-party cloud hosting provider maintain
security incident management policies and procedures to
detect and understand security events. Zearn’s documented
incident response plan identifies the roles and
responsibilities of personnel.
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Response Planning (RS.RP): Response processes  [Although Zearn has. not experienced an incident requiring
and procedures are executed and maintained. to  [F€SPOnse, Zearn maintains a documented incident response
ensure response to detected cybersecurity plan to respond to cybersecurity incidents.

incidents.

/Zearn maintains a documented incident response plan that
Communications (RS.CO): Response activities are identifies the roles and responsibilities of personnel and
| coordiieted With inte.rnal én il e includes guidelines for communicating with external
RESPOND
(RS) stakeholders (e.g. external support from law PRSI,
enforcement agencies).

Analysis (RS.AN): Analysis is conducted to ensure ~ (£¢4rn maintains a documented incident response plan that

effective response and support recovery activities. sets forth processes for receiving, analyzing, and responding
to disclosed vulnerabilities.

Mitigation (RS.MI): Activities are performed to Although Zearn has not experienced an incident requiring
prevent expansion of an event mitigate its effects response, its processes include steps to contain and mitigate
and resolve the incident. incidents.

Function Category Contractor Response

Improvements (RS.IM): Organizational response |1 1iS is not applicable as Zearn has not experienced an
activities are improved by incorporating lessons ~ [cident requiring response.

learned from current and previous
detection/response activities.

Recovery Planning (RC.RP): Recovery processes .I hl.SlIS ?ol ap.p‘hcublc as Zcarn has not experienced an
| and procedures are executed and maintained to -~ [¢!dent requiring recovery.
| ensure restoration of systems or assets affected by

’ cybersecurity incidents.

| Improvements (RC |M). Recovery planning and Ihis is not applicable as Zearn has not experienced an
50lI= 8 processes are improved by incorporating lessons  |Neident requiring recosery.
| learned into future activities.

' Communications (RC.CO): Restoration activities Zearn's incident response plan idéntifies the roles ol

| are coordinated with internal and external parties personnel involved in external communications. and the
(e.g. coordinating centers. Internet Service executive team is informed of incident response processes,
Providers. owners of attacking systems, victims,
other CSIRTSs. and vendors).
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