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In conducting our audit, we:

e Reviewed District's information technology (IT) policies and procedures to determine whether the
policies and procedures addressed certain important IT control functions, such as security,
systems development and maintenance, network configuration management, system backups,
and disaster recovery.

e Evaluated District procedures for maintaining and reviewing employee access to IT resources.
We also examined:

o Selected access privileges to the District's enterprise resource planning (ERP) system finance
and human resources (HR) applications to determine the appropriateness and necessity of
the access based on employees’ job duties and user account functions and whether the
access prevented the performance of incompatible duties.

o Administrator account access privileges granted for the network and applications to determine
whether these accounts had been appropriately assigned and managed.

o Update access privileges to selected critical ERP systems for finance and HR application
functions resulting in the review of appropriateness of access privileges granted for 15 user
accounts.

e Reviewed District procedures to prohibit former employees’ access to electronic data files. We
also reviewed selected user access privileges for 15 of the 109 employees who separated from
District employment during the audit period to determine whether the access privileges had been
timely deactivated.

» Evaluated District security policies and procedures governing the classification, management,
and protection of sensitive and confidential information.

e Determined whether a comprehensive IT disaster recovery plan was in place, designed properly,
operating effectively, and had been recently tested.

¢ Determined whether a comprehensive, written IT risk assessment had been developed to
document the District's risk management and assessment processes and security controls
intended to protect the confidentiality, integrity, and availability of data and IT resources.

e Determined whether an adequate, comprehensive IT security awareness and training program
was in place.

e Evaluated Board policies and District procedures in place to provide appropriate security relating
to physical and IT access to student social security numbers.

* Examined Board, committee, and advisory board meeting minutes to determine whether Board
approval was obtained for policies and procedures in effect during the audit period and for
evidence of compliance with Sunshine Law requirements (i.e., proper notice of meetings,
meetings readily accessible to the public, and properly maintained meeting minutes).

¢ Analyzed the Districts General Fund total unassigned and assigned fund balances at
June 30, 2017, to determine whether the total was less than 3 percent of the fund's projected
revenues, as specified in Section 1011.051, Florida Statutes. We also performed analytical
procedures to determine the ability of the District to make future debt service payments.

¢ From the population of expenditures totaling $3.4 million and transfers totaling $1.7 million during
the audit period from nonvoted capital outlay tax levy proceeds, Public Education Capital Outlay
funds, and other restricted capital project funds, examined documentation supporting selected
expenditures totaling $2.5 million and all transfers to determine compliance with the restrictions
imposed on the use of these resources.
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Finding 2: Contracted Services

Recommendation: The District should enhance procedures to document the satisfactory receipt of
contracted services before payments are made.

Response: The District has enhanced procedures documenting contracted services prior to
payments being made.

Sincerely,

CMW M. A

Adrian H. Cline
Superintendent

AHC:am
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