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Instructions for Users to Access the External
Services Server using FileZilla

Technology JPA had provided an External Services server (EXTSVCS) to allow Districts to share
personally identifiable information (PII), or sensitive personal information (SPI) with other
departments within the San Bernardino County Superintendent of Schools. Current services
include:

Credentials

Retirement

Food Services

California Department of Education

The External Services server is a temporary location and should not be used for permanent
storage.

INSTALLING FILEZILLA

Before you begin, you must first install the FileZilla software. There is no cost for this
application. To install, click on the link below.

https://filezilla-project.org/download.php?type=client

Click on [Download FileZilla Client] and then click [Download] again. Once prompted, select
[Run]. Once the software is installed follow the login instructions below.

LOGGING INTO THE EXTERNAL SERVICES SERVER

To log into the EXTSVCS server using FileZilla, enter the following information into the fields
across the top of the Quick Connect window.

Host: ftps://extsvcs.shess.k12.ca.us
Username: <provided by your contact at SBCSS>
Password: <provided by your contact at SBCSS>

Click [QuickConnect].

IH Filezila

File Edit View Transfer Server Bookmarks Help MNew version available!
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Host: | ftps:/fextsves.sbess| Username: | 86melita.crowell Password: | (LTI TTI LT | Port:| | | Quickconnect | -

|
The next time you log in you can click the drop-down arrow next to [QuickConnect], select your
login.
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It will then prompt you for your password. Enter your password and click [OK].

Enter password >

Please enter a password for this server:
Host: extsves.sbesskld.caus

User: 8bmelita.crowell

Pacsword: | sesssnnesl

Remember password until FileZilla is closed

QK Cancel

FINDING YOUR REPORTS

When you first log into FileZilla, the left side of the window displays your computer folders and
the right side of the window are the reports on the External Services server (only the folders that
you have permissions to will display).

Local site: | | Remote site: | / v
(= Desktop Al
i =] Documents
=8 This PC
C(05)
D: (DATAPARTT)
E:
F: (AVMBRIER-TechJPA-FS1.sbess.orghIT Group)
G: (MWMBRIER-Tech)PA-FS1.sbess.org\APPS)
(AWVMErier- TECHIPA-FST\FST1-User\Melita Crowell)
J: (\WMBRIER-TechJPA-F51.sbess.org\FS1-Group)
K: (WWMBRIER-TechJPA-FS1 sbess.orghClerical\Docs)
[ R IER-TechJPA-FS1.sbess.orghITWebSite) o
Filename Filesize Filetype Last modi A | Filename Filesize Filetype Last modif
FBCLockFolder File folder 3/4/2015¢ AMR Documents File folder 172720174
Temporaryltems File folder 37472015+ B:1617 CMS Master Schedulexlsc 34132 Microsoft Ex...  11/2/2016¢

08082017 File folder 814/2017 [+ 1617 HIH Master Schedule xisx 35,521 Microsoft Bx... 11/2/2016

08082017 File folder 8/14/2017

1099 File folder 1/25/2018

_Business Cards File folder 3/15/2017

_copyright templates File folder 2/14/2018

_Files File folder 7/29/2016

_Full 5taff Agenda ltems File folder 37472015+

_Heliday Calendars File folder 9/25/2017

_Logos File folder 10/10/201

_Meetings File folder 2/13/2018

Aaron File folder 12/5/2017

At Al il fnlden anmromn Y
< > < >
346 files and 340 directories. Total size: 528,400,680 bytes Selected 1 file. Total size: 35,521 bytes

? @@ Queue: empty e

Double-click on a folder to open that folder. Double-click on the “..” to move up one level.
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Filename : Filesize Filetype Last modified Permissic
2013 07 File folder 17772015 4:08:21 PM
. 2013 08 File folder 1/7/2015 4:09:26 PM
. 201309 File folder 1/7/2015 4:09:31 PM
201310 File folder 1/7/2015 4:09:37 PM
L2013 11 File folder 1/7/2015 4:09:42 PM
c201312 File folder 1/7/2015 4:09:45 PM

VIEWING DOCUMENTS
You may view each file or save them to your computer.

To view a report, navigate to the file in the folder. Right click on the file name and choose
View/Edit. You may also delete a file by choosing Delete.

Filename Filesize Filetype Last modif
AMR Documents File folder 11/2/2017 ¢
51617 CMS Master Scheduleds: 34132 Microsoft Bx...  11/2/20161
<[5 1617 H) 35,521 Microsoft Bx...  11/2/2016
J Download
', Add files to queue
View/Edit

Create directory
Create directory and enter it
Create new file

Refresh

Delete

Rename

< Copy URL(s) to clipbeoard ?

Selected 1 fil ) i
File permissions...

DA Quee empty @@

The report will open in a new window. Once the report is open, you can choose to Save, Print, or
close the report.

DOWNLOADING DOCUMENTS

You may also save a report or entire folder to your computer. On the left side of the screen
navigate to the folder where you want to save your file(s). We recommend that due to the
confidential information in the production reports you save the files to a network location that
requires a user name and password to access.

Next, click on the file or folder on the right side of the window and drag it to the file location on
the left side of the window. The file or folder will copy over.
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Please remember that these reports contain sensitive data items that if compromised, could lead to
identity theft. Districts need to safeguard this data with that in mind when storing these files on
their networks.

UPLOADING DOCUMENTS

To upload a document for the County Schools staff to retrieve, navigate to the folder containing
the file on the left side of the screen. Drag the file on the left side to the folder on the right side of
the screen. The file will display in the folder on the right side and is ready to be retrieved.

CHANGING THE DEFAULT VIEWING APPLICATION TO INTERNET EXPLORER

When you right click a file to View/Edit a report, FileZilla will automatically open a new window
to display your report in a text editor. You may also print your report from this window;
however, it does not allow you to print only a selected portion of your report. In this case you can
change the default application to Internet Explorer which will give you more printing options.

In FileZilla, select [Edit] then [Settings].

[] FileZilla

——
File || Edit iiew Transfer Server Bookmarks Help
| g ork configuration wizard... [ i

Clear private data... |
Host P

 I—

Settings...

Under Select Page on the left side scroll down to File Editing. Select “Use custom
editor” and paste the following text in the box:

"C:\Program Files (x86)\Internet Explorer\iexplore.exe"
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Settings @1

Select page:

-

Default editor:

() Do not use default editor

(1 11se system's defanlt editor for text files
(@) Use custom editor:

L. Generic proxy
[=)- Transfers
i File Types

‘... File exists action )| "C:YProgram Files\Internet Exploreriexplore.exe”

Command and its arguments should be properly quoted.

D_atEtftmE format (@) Use filetype assodations if available
i Filesize format

‘... File lists () Always use default editor

Watch locally edited files and prompt to upload modifications

- Update Check

- Logging

- Debug i
[ oK |
’ Cancel ]

Under Select Page on the left side select “Filetype associations”. Delete any text that is
currently in the box and paste the following text in the window:

txt "C:\Program Files\Internet Explorer\iexplore.exe" -open
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-

Settings

Select page:

|:_:|..

-

i GEneric proxy

I:—:I--Transfers

i File Types
i File exists action

=~ Interface

- Themes

- Dateftime format
- Filesize format

- File lists

- Language

m

e
e e Ty

- | et
- Logging
- Debug

1

Ok

Cancel

)

Filetype assodations

Inherit system's filetype assodations

| tt "C:\Program Files\Internet Explorerjexplore. exe” -open

Format: Extension followed by properly quoted command and arguments.
Example: png "c:\program files\wiewerviewer.exe” -open

Click [OK]. Now when you right click a report and choose View/Edit it will use Internet

Explorer to view the report. You will be able to choose to print just a selection, certain pages or
the entire report.
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