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Navigating New Horizons

Five-Year Plan Overview

Technology as a Beyond State Guideline Key Changes Since
Learning Accelerator Requirements Compliance 2018-2023 Plan




Safeguarding
Our Future

Cybersecurity

Shield of
Cybersecurity

Guarding
Our Assets




Recent Cyber Incidents

Click2Houston | News

Texas student uses school’s
computer for cyberattack,
disrupting district testing

May 9, 2024

K12 SIX

The K-12
Cyber
Incident
Map

Infosecurity Magazine | News

Data Breaches in US Schools

Exposed 37.6M Records

May 9, 2024

24,000

Students
Disrupted During
State Testing in

Texas School
District

Incidents Across
the U.S.
Between

2016-2022

37.6 M

Data Records
Exposed in U.S.
Schools Since

2005

Looking Ahead: Artificial Intelligence

NBC News | Artificial Intelligence

NSA official warns of hackers using Al to
perfect their English in phishing schemes

January 9, 2024

TheVerge | Microsoft/Tech/OpenAl

Microsoft and OpenAl say hackers are using
ChatGPT to improve cyberattacks

February 14, 2024

CNN | World/Asia

Finance worker pays out $25 million after
video call with deepfake ‘chief financial
officer’

February 4, 2024



https://www.k12six.org/map
https://www.k12six.org/map
https://www.theverge.com/2024/2/14/24072706/microsoft-openai-cyberattack-tools-ai-chatgpt
https://www.theverge.com/2024/2/14/24072706/microsoft-openai-cyberattack-tools-ai-chatgpt
https://www.infosecurity-magazine.com/news/data-breaches-us-schools-37m/#:~:text=Since%202005%2C%20educational%20institutions%20in,2022%20and%20783%20in%202021.
https://www.infosecurity-magazine.com/news/data-breaches-us-schools-37m/#:~:text=Since%202005%2C%20educational%20institutions%20in,2022%20and%20783%20in%202021.
https://www.cnn.com/2024/02/04/asia/deepfake-cfo-scam-hong-kong-intl-hnk/index.html
https://www.cnn.com/2024/02/04/asia/deepfake-cfo-scam-hong-kong-intl-hnk/index.html
https://www.click2houston.com/news/2024/05/29/texas-student-uses-schools-computer-for-cyberattack-disrupting-district-testing-for-24000/
https://www.click2houston.com/news/2024/05/29/texas-student-uses-schools-computer-for-cyberattack-disrupting-district-testing-for-24000/
https://www.nbcnews.com/tech/security/nsa-hacker-ai-bot-chat-chatgpt-bard-english-google-openai-rcna133086
https://www.nbcnews.com/tech/security/nsa-hacker-ai-bot-chat-chatgpt-bard-english-google-openai-rcna133086
https://www.click2houston.com/news/2024/05/29/texas-student-uses-schools-computer-for-cyberattack-disrupting-district-testing-for-24000/
https://www.k12six.org/map
https://www.infosecurity-magazine.com/news/data-breaches-us-schools-37m/#:~:text=Since%202005%2C%20educational%20institutions%20in,2022%20and%20783%20in%202021.
https://www.k12six.org/map

Recent cybersecurity statistics for NISD

63,490 cyber Attacks

Total Attacks RELEVANT ATTACKS CARRY THE FOLLOWING RISKS

Attempted User Privilege Gain
Attempted Administrator Privilege Gain
Web Application Attack

Attempted Information Leak

Misc Activity

38,920 Intrusion Events

Source Continent

lorth Ame

9,062 Denied Authentications

57 Inbound Malware Detections

MC-Html.Obfus WTP-2
3(5%)

Generic.PhshTmRdr.A.
210E6602, MC-Htm.
Phishing AF-2
2(4%)

THREAT_PORTAL_GENERIC
6(11%)

CXmail/MalPE-AZ, Gen:
Mail RKR.10, Gen:Variant.
Lazy.530520...
CXmail/Phish-AH 2%
6(11%)

CXmail/Phish-AG
1(2%)

CXmail/MalHtm-X, GTJs.
Email Phishing.1.C592A322
1(2%)

CXmail/Phish-v
12%)

UrlReputationScan
31 (54%)




Data
Navigation

Comprehensive Data
Governance Strategy

Secured Data
Architecture

Cybersecurity
Integration

Name Change
Personal Info
Direct Deposit
Req to Hire (GE & Temp)
Resignation

?

LaserFiche

\

SchoolCash Online
TimeClock Plus
Applicant Tracking

eFinance
(EAC)

Employee Demographics

ES Residency
House Team
Building Next Year
Academic Supp Req Group
TSDS Child Find

Inbound Data

Outbound Data

Internal Data
Maintenance

eSchool
(HAC)

f

Aramark

Frontline
Versatrans

AESOP
Cards Online
Experian
EEG
Follett
OneSync (AD & Google)
PerkSpot
Sedgewick
TimeClock Plus
Parent Square

S5Maps
Aramark
Cards Online
Canvas
CLI Engage
eCampus
Edficiency
Edugence*

eSHARS

Erontline Special
Education & Interventions
V3 (Esped)

Follett
Erontline

Majorclarity
Mesacloud
Naviance
OnPass
OneRoster*
ParentSquare*
Peachlar
Project Ed
SchoolCash Online
Rank One Sport
TestHound
VersaTrans*
x2VOLA



Data Driven
Decisions

Data Governance

Leveraging Data for
Strategic Impact

Optimizing Resource
Allocation

NISD Student Enrollment Dashboard

Last updated 2024-06-17

District Totals

PROJECTED

30,548

Source: Demographer Source: eSchoolPlus
(February 2023)

Hover over each bar in the graphs below for detailed headcounts

COMPARISON

Enrolled - Projected

-354

-1.1%

14,118

Elementary Schools

—e— Sum of Projected Total [l Total Enrolled

Number on each bar is the comparison of number of
students currently enrolled versus projected headcounts
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Technology-Enhanced Learning

Linking New Strategies to Educational Outcomes

Forward-Thinking Educator Professional Tech-Powered Connected
Initiatives Development Learning Engagement Community




Navigating Challenges

Proactive & Agile Technology

Adaptive to
Changing
Technology

Scalable & Flexible
Infrastructure

Seamless Integration
of Emerging
Technologies

Responsive to
Community Needs




Navigating Challenges

Engaging Technology Programs

Innovating Empowering
Classroom Teachers with
Experiences Technology

Enhancing
Parental
Engagement

Community
Integration Programs




Your Role in This Journey

Call to Action

No Formal Action Required

This information is provided for your awareness and to
ensure confidence in our ongoing efforts.

Questions?




