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Executive Summary

The Rye Neck UFSD Executive team has requested the assessment of how prone users have become to phishing-based
attacks. This report provides evidence that over 84% of the sample community are in need of training. Based on these
findings the Executive team can decide whether or not to deploy a follow up training campaign for their entire user
base, just the users that were found prone to phishing attack, or not at all.

Purpose
The purpose of this document is to provide Rye Neck UFSD with an assessment of the results of the Phishing campaign
launched against their entire user base in an effort to highlight any underlying issues and suggest corrective actions.

The objectives of this assignment include:

e Perform Phishing tests across entire company

e Gather results of test after allotted campaign duration
e Review Results and compile report

e Make recommendations based on findings
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Campaign 1

Random Emails
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Rye School Users

15:09
CONFIDENTIAL

8:45

Delivered at Opened at Email Template
2/22/2018 2/22/2018
14:09 15:16 Yahoo: Mobile number updated (Link)
2/21/2018
16:24 Goodwill: Donate for Hurricane Disaster Relief (Link)
2/21/2018 2/21/2018
13:07 13:10 Equifax: Official Data Breach Notification (Link)
2/23/2018 2/25/2018
15:39 9:50 Apple/iCloud: Login from Unknown Device (Link)
2/21/2018
11:30 Klout: Your Klout Score Went Up! (Link)
2/22/2018
12:39 GoDaddy: Your Email is at Risk! (Link)
2/23/2018
15:24 PayPal: You Added a New Address (Link)
2/22/2018
15:03 Amazon: Unauthorized order on your Amazon account (Link)
2/21/2018 2/26/2018
16:42 13:01 Microsoft: Order Shipped (Link)
2/21/2018
13:07 Domain Cop: Domain Abuse Notice (Link)
2/23/2018
15:21 Amazon: Your Order Summary (Link)
2/22/2018
9:27 A friend has asked you to donate blood
2/21/2018 2/21/2018
10:33 14:23 Thank you for your order. (Link)
2/22/2018 2/26/2018
13:21 8:56 Department of Health: The Zika Virus is Airborne (Link)
2/22/2018
9:15 LinkedIn: LinkedIn requests your insights survey (Link)
CEO Fraud: Wire Transfer Request
2/22/2018
12:45 Docusign: You've received a Document for Signature (Link)
2/23/2018
9:03 A friend has asked you to donate blood
2/21/2018 2/21/2018
14:54 15953 Dropbox: Please verify your email address (Link)
2/23/2018
16:21 Uber: Thank you for bearing with us (Link)
2/22/2018
14:33 Microsoft/Outlook: Your Password Has Expired (Link)
2/22/2018
14:21 Amazon: Your Order Summary (Link)
2/22/2018 2/26/2018

LinkedIn: Join My Network on LinkedIn (Link) (Spoofs Domain)
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2/23/2018 2/23/2018
16:45 21:05 Google Docs: William H. has shared a document on Google Docs with you

2/21/2018 2/21/2018

16:36 16:44 Yahoo: Change Password Immediately (Link)
2/22/2018

10:15 Goodwill: Donate Now to Hurricane Disaster Relief Efforts (Link)
2/22/2018 2/23/2018

12:21 13:57 Amazon Team (Link)
2/21/2018 2/22/2018

16:36 16:22 Google Docs: William H. has shared a document on Google Docs with you
2/22/2018

13:24 Microsoft Store: Your Order Confirmation: 5x0b3076 (Link)
2/23/2018

12:36 Your Customer Has Sent a Fax Message (Link)
2/22/2018

14:06 Apple: Super Mario Run App is here (Link)
2/23/2018

13:21 Google Docs: William H. has shared a document on Google Docs with you
2/22/2018

10:06 Amazon: Help us test our Prime Air delivery service (Link)
2/23/2018

12:03 Amazon: Payment Declined Online Access Temporarily Suspended
2/23/2018 2/23/2018

14:03 18:41 Square: Enable Multifactor Authentication on your Account
2/22/2018

16:09 A friend has asked you to donate blood
2/21/2018 2/26/2018

16:00 9:42 Uber: Thank you for bearing with us (Link)

Department of Health: The Zika Virus is Airborne (Link)

2/23/2018 2/26/2018

10:06 8:59 Your Customer Has Sent a Fax Message (Link)
2/22/2018 2/24/2018

14:42 22:36 Delta Airlines: Your Flight Ticket Order (Link)
2/22/2018

11:45 Amazon: Free Prime Membership (Link)
2/23/2018

13:42 Apple: Super Mario Run App is here (Link)
2/22/2018

10:51 Facebook: Password Change (Link)
2/23/2018

11:21 Expedia: URGENT! Your Expedia.com Purchase: 7317068889692
2/23/2018

11:51 Apple: Super Mario Run App is here (Link)
2/22/2018 2/23/2018

14:21 11:49 HR: Company Policies-Updates to our Fraternization Policy
2/23/2018

10:39 Apple: Spectre and Meltdown Patch Available for All Apple Devices
2/22/2018

16:27 LinkedlIn: [[first_name]], people are looking at your LinkedIn profile
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2/23/2018
16:21
2/23/2018
15:00
2/22/2018
14:21

2/21/2018
14:00
2/21/2018
11:07
2/23/2018
9:09
2/23/2018
16:39
2/23/2018
11:45
2/23/2018
16:57
2/22/2018
10:36
2/22/2018
12:42
2/22/2018
10:51

2/22/2018
13:27
2/22/2018
9:27
2/23/2018
9:33
2/21/2018
12:39
2/22/2018
15:36
2/22/2018
14:15
2/22/2018
11:54
2/21/2018
14:27
2/23/2018
9:15
2/21/2018
10:26
2/23/2018
9:03

CONFIDENTIAL

2/26/2018
8:03

2/22/2018
0:42

2/23/2018
17:35
2/26/2018
8:12

2/24/2018
16:45

2/25/2018
19:08

2/21/2018
10:38

Sarahah: Leave a constructive message :) (Link)
PayPal: Confirmation of new email on PayPal account (Link)

Amazon: Payment Refund Order #D01-9295874678 (Link)
Scanned Image Sent from Printer in Office

UPS: Shipment/Delivery Details (Link)

Amazon: Payment Refund Order #D01-9295874678
Stripe: Request to change Stripe e-mail! (Link)
Venmo: You've Sent a Payment (Link)

Virgin Media: Your Virgin Media bill is ready (Link)
UPS: Shipment/Delivery Details (Link)

Powerball: You May Have Won (Link)

LogMeln: Your Subscription Has Expired! (Link)

Goodwill: Donate for Hurricane Disaster Relief (Link)
Scanned Image Sent from Printer in Office

LogMeln: Your Subscription Has Expired! (Link)

Square: Enable Multifactor Authentication on your Account

Redbox: Get a freebie when you sign up (Link)

Your iCloud account was used to login from a new device and location
Apple Support: Account Info Change (Link)

Apple/iCloud: Your ID was used to sign in to iCloud (Link)

Microsoft Store: Your Order Confirmation: 5x0b3076 (Link)
RingCentral: You Have a New Message (Link)

eBay: Update Your Personal Info to Protect Your Account (Link)
RingCentral: New Voice Message on Wed at 11:41:35 (Link)

LogMeln: Your Subscription Has Expired! (Link)
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2/23/2018
13:54
2/21/2018
14:03
2/23/2018
12:48
2/23/2018
9:15
2/21/2018
11:18
2/22/2018
14:21
2/22/2018
13:57
2/21/2018
R
2/22/2018
10:12
2/22/2018
11:45
2/23/2018
9:24
2/22/2018
14:27
2/21/2018
15:45
2/21/2018
16:39
2/21/2018
10:26
2/22/2018
16:21
2/23/2018
11:24
2/22/2018
14:54
2/22/2018
11:03
2/21/2018
R
2/22/2018
9:36

2/23/2018
12:27
2/23/2018
11:33
2/21/2018
14:15
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2/23/2018
13:31

2/23/2018
13:33

2/25/2018
8:09

2/26/2018
10:29
2/23/2018
16:12
2/21/2018
10:34

2/23/2018

14:19

2/21/2018
11:20

Yahoo: Security Information/Data Breach (Link)

LinkedIn: Reset your Password (Link)

RingCentral: You Have a New Message (Link)

Spotify: We've updated your email address (Link)

Virgin Media: Your Virgin Media bill is ready (Link)

eBay: Password is Changed (Link)

Yahoo: Change Password Immediately (Link)
PayPal: We're investigating a PayPal payment Reversa
FanDuel: Important Changes to Privacy Policy (Link)

PayPal: Your Account Summary Is Available (Link)

Yahoo: Sign-in notification from Yahoo (Link)

Department of Health: The Zika Virus is Airborne (Link)
American Airlines: Your Order 6157803 Has Been Confirmed! (Link)
PayPal: Your Account Summary Is Available (Link)
RingCentral: You Have a New Message (Link)

LinkedIn: Reset your Password (Link)

You've won a bitcoin sweepstakes! (Link)

Spotify: We've updated your email address (Link)

Amazon: Payment Refund Order #D01-9295874678 (Link)
Facebook: Login Alert for Chrome on Motorola Moto X (Link)

Square: Enable Multifactor Authentication on your Account (Link)
CEO Fraud: Wire Transfer Request (PDF Attachment) (Spoofs Domain)

LinkedIn: Your Account Needs Updated Information (Link)
Facebook: Someone Wants To Be Friends (Link)

BBC: Breaking News Alert: Explosions Reported at London's Airport



Edge Technology Group

2/21/2018
15:57
2/22/2018
14:27
2/22/2018
13:21
2/21/2018
12:48
2/22/2018
9:15
2/22/2018
13:51
2/23/2018
13:09
2/23/2018
9:45
2/22/2018
12:09
2/22/2018
11:06
2/21/2018
15:03
2/22/2018
14:00
2/23/2018
9:51
2/21/2018
11:42
2/23/2018
16:30
2/23/2018
9:57
2/21/2018
16:51
2/22/2018
9:36
2/21/2018
11:21
2/23/2018
14:48

2/23/2018
9:00
2/23/2018
9:36
2/22/2018
12:45
2/22/2018
14:12
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2/26/2018
8:07
2/22/2018
18:02

2/23/2018
9:51
2/21/2018
17:39

2/26/2018
8:01

2/23/2018
23:12

Credit Karma Notice: Your Credit Score was Lowered (Link)
Blockchain: Confirm Your Account for Software Upgrade (Link)

New Login from Chrome on iPhone (Link)

Apple/iPhone: Spectre and Meltdown Patch Available for All Apple Devices
Microsoft/Office 365: Outlook Account Verification (Link)

DropBox: Monica Barner sent you "Deed of Confidentiality.zip" (Link)
PayPal Notice of Policy Updates (Link)

RingCentral: You Have a New Message (Link)

LinkedIn: New LinkedIn InMail Message (Link)

Microsoft: Upgrade to our secure server to prevent phishing attacks
Apple/iCloud: Login from Unknown Device (Link)

Google: Resolve 2 security issues found on your Google account

UPS: Update Your Account (Link)

Microsoft/Outlook: Your Password Has Expired (Link)

Donald J. Trump: WINNING (Link)

Sophos Reflexion: Address Verification Confirmed (Link)
Apple/iCloud: Your ID was used to sign in to iCloud (Link)

American Airlines: Your Order 6157803 Has Been Confirmed! (Link)
PayPal: Your account has been limited (Link)

LogMeln: Your Subscription Has Expired! (Link)
LinkedIn: Join My Network on LinkedIn (Link) (Spoofs Domain)

Microsoft: Order Shipped (Link)
Amazon: You initiated a payment to JustBats.com (Link)
Square: Enable Multifactor Authentication on your Account (Link)

Equifax: Official Data Breach Notification (Link)
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2/23/2018
10:24
2/23/2018
15:09
2/23/2018
13:57
2/23/2018
14:24
2/21/2018
10:16
2/23/2018
14:42
2/21/2018
12:24
2/23/2018
12:18
2/23/2018
11:03
2/22/2018
15:15
2/22/2018
13:21
2/22/2018
10:51
2/23/2018
9:33
2/21/2018
14:33
2/21/2018
12:30

2/21/2018
15:36
2/22/2018
14:06
2/21/2018
13:07
2/21/2018
16:03
2/23/2018
16:27
2/23/2018
14:30
2/23/2018
11:42
2/23/2018
10:21
2/23/2018
15:00
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2/23/2018
18:04
2/25/2018
8:07
2/25/2018
11:58
2/26/2018
9:15

2/26/2018
11:36

2/22/2018
16:43

2/26/2018
8:12
2/23/2018
9:46

2/21/2018
14:49
2/21/2018
16:06

2/26/2018
8:52

LogMeln: Your Subscription Has Expired! (Link)

Google Calendar: Invitation for Monthly Review with CEO

Bed Bath & Beyond: $75 Off Coupon! (Link)

NHTSA: Safety recall for your vehicle (Link)

RingCentral: You Have a New Message (Link)

RingCentral: New Voice Message from WIRELESS CALLER at 10:50 AM
Delta Airlines: Your Flight Ticket Order (Link)

Google Calendar: Invitation for Monthly Review with CEO
Microsoft/Office 365: Secure Your Microsoft Email Now

Netflix: Cancellation Confirmation/Restart Your Membership
PayPal Notice of Policy Updates (Link)

Thank you for your order. (Link)

Yahoo: Security Information/Data Breach (Link)

Google: Resolve 2 security issues found on your Google account

Buzzfeed: "Dog a Day" Newsletter (Link)
Scanned Image Sent from Printer in Office

Apple/iCloud: Login from Unknown Device (Link)

Spotify: We've updated your email address (Link)

Spotify: We've updated your email address (Link)

Copyright Violation (Link)

DropBox: Login Event from Firefox on Windows 8.1 (Link)

LinkedIn: Join My Network on LinkedIn (Link) (Spoofs Domain)

Yahoo: Change Password Immediately (Link)

Your iCloud account was used to login from a new device and location

Spotify: We've updated your email address (Link)
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2/21/2018
16:00
2/21/2018
10:39
2/22/2018
14:24
2/22/2018
12:36
2/23/2018
13:21
2/22/2018
14:33
2/22/2018
12:42
2/22/2018
13:12
2/21/2018
11:16
2/21/2018
10:54
2/23/2018
9:21
2/23/2018
15:18
2/21/2018
11:17
2/22/2018
9:51
2/23/2018
14:09
2/21/2018
14:42
2/23/2018
16:06
2/22/2018
13:54
2/21/2018
10:08
2/23/2018
13:33
2/21/2018
12:06
2/22/2018
12:18

2/23/2018

15:00
2/22/2018
9:33
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2/25/2018
12:34
2/23/2018
14:27

2/26/2018
7:30
2/22/2018
14:22
2/21/2018
12:41

2/23/2018
15:36
2/22/2018
18:59

2/26/2018
8:11

2/23/2018
17:11

2/24/2018
18:03
2/26/2018
8:09
2/22/2018
19:52

Amazon: Payment Declined Online Access Temporarily Suspended
DropBox: Monica Barner sent you "Deed of Confidentiality.zip"
Uber: Your Friend Sent You a Free Ride (Link)

Netflix Alerts: Your Payment Was Declined (Link)

PayPal: Your Account Summary Is Available (Link)

FanDuel: Important Changes to Privacy Policy (Link)

RingCentral: New Voice Message from WIRELESS CALLER at 10:50 AM
Yahoo: Sign-in notification from Yahoo (Link)

SpamArrest: Your Email Could Not Be Delivered - Please Verify (Link)
Amazon: Help us test our Prime Air delivery service (Link)
PayPal: We're investigating a PayPal payment Reversa

LinkedlIn: LinkedIn requests your insights survey (Link)

Netflix: Cancellation Confirmation/Restart Your Membership (Link)
Coinbase: Claim your free Bitcoin today! (Link)

A friend has asked you to donate blood

LinkedIn: LinkedIn requests your insights survey (Link)

Yahoo: Mobile number updated (Link)

Amazon: Your Order Summary (Link)

eBay: Question About eBay Item #579893861316 - Respond Now
New Login from Chrome on iPhone (Link)

Box.com: [[manager_name]] sent you a file on Box (Link)

Uber: Thank you for bearing with us (Link)
PayPal: Receipt for Your Payment to Fiverr (Link)

Box.com: [[manager_name]] sent you a file on Box (Link)

Stripe: Request to change Stripe e-mail! (Link)
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2/21/2018
16:39
2/23/2018
15:06
2/22/2018
13:57
2/22/2018
13:03

2/23/2018
15:54
2/22/2018
12:00
2/23/2018
10:33
2/22/2018
11:42
2/23/2018
14:09
2/22/2018
13:06
2/23/2018
11:30
2/23/2018
11:57
2/23/2018
13:33
2/21/2018
12:16

2/23/2018
9:42
2/22/2018
15:03
2/21/2018
11:54
2/21/2018
15:39
2/23/2018
10:36
2/21/2018
10:48
2/21/2018
13:54
2/21/2018
12:51
2/23/2018
12:57
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2/28/2018
14:53
2/26/2018
7:45

2/25/2018
10:39

2/26/2018
14:51

2/23/2018
14:36

Amazon: You must confirm your account information (Link)
Klout: Your Klout Score Went Up! (Link)
Amazon Team (Link)

Docusign: You've received a Document for Signature
FanDuel: Important Changes to Privacy Policy (Link)

PayPal: You Added a New Address (Link)

Microsoft: Your Password has Expired (Link)

Google Play/Android: Patch for Spectre and Meltdown

Apple: Super Mario Run App is here (Link)

PayPal: Added A New Email Address To Your Account

PayPal: Receipt for Your Payment to Fiverr
BitClubNet/Cryptocurrency/Bitcoin/Mining: $25 for Year of Bitcoin Mining
Twitter: You Have a New Unread Message! (Link)

LinkedIn: Join My Network on LinkedIn (Link) (Spoofs Domain)

Facebook: Password Change (Link)
Scanned Image Sent from Printer in Office (Link)

Mail will expire in 24 hours (HTML Attachment with Link) (Spoofs Domain)
Google: New Sign-in Detected from Chrome OS (Link)

Apple/iCloud: Unauthorized Access Detected on Your Account (Link)
Amazon: Payment Refund Order #D01-9295874678 (Link)

Travel Agency Confirmation/E-Ticket Itinerary (Powerpoint Attachment)
Google: Resolve 2 security issues found on your Google account (Link)
BBC: Breaking News Alert: Explosions Reported at London's Airport
Google Calendar: Invitation for Performance Review with HR

Coinbase: Claim your free Bitcoin today! (Link)
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2/21/2018

10:45 Uber: Your Friend Sent You a Free Ride (Link)
2/21/2018

13:42 Reddit: You have 6 new messages
2/21/2018 2/23/2018

15:45 10:16 Netflix: Cancellation Confirmation/Restart Your Membership
2/23/2018 2/26/2018

12:48 8:41 SpamArrest: Your Email Could Not Be Delivered - Please Verify
2/23/2018 2/23/2018

11:48 11:57 Yahoo: Mobile number updated (Link)
2/23/2018 2/26/2018

10:27 7:27 Expedia: URGENT! Your Expedia.com Purchase: 7317068889692
2/23/2018 2/23/2018

10:06 14:17 Thank you for your order. (Link)
2/23/2018 2/24/2018

16:36 5:43 Amazon: Help us test our Prime Air delivery service (Link)

Coinbase: Claim your free Bitcoin today! (Link)

2/22/2018
11:36 Apple: Super Mario Run App is here (Link)
2/21/2018 2/21/2018
10:45 17:04 Netflix Alerts: Your Payment Was Declined (Link)
2/22/2018
16:36 Mail will expire in 24 hours
LinkedIn: Join My Network on LinkedIn (Link) (Spoofs Domain)

2/22/2018 2/22/2018
11:21 17:43 SpamArrest: Your Email Could Not Be Delivered - Please Verify
2/21/2018 2/21/2018
10:12 11:50 Dropbox: Please verify your email address (Link)
2/23/2018 2/28/2018
15:30 7:32 EchoSign: Please sign the contract (Link)
2/21/2018
11:18 Uber: Thank you for bearing with us (Link)

CONFIDENTIAL
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Phishing Security Tests - Last 6 Months
39 Clicks O Replies 1 Attachment Cpen 0 Macro Enabled 0 Data Entered 0 Reported
20% 40
15% 30
O S S S N S N N N S S N B S S - -
=]
= o
= —
o w
o 10% 20 m
= =
£
5% 10
0% — > > 0
I Clicks M Replies [ Atmtachment Open [ Macro Enabled [ Data Entered [ Exploited
Reported - Phish-Prone %
Failures in the first 8 hours
3
2 2
1 ]
0
11 &AM 12 PM 1 PM ZPM 3PM 4PM 5 PM & PM
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Failures By Day

4
3 3
2
2
l | | |
0 -- -

Feb 21 Feb 22 Feb 23 Feb 24 Feb 25 Feb 26 Feb 27 Feb 28

Failures

Failures by IP Address Location

In United5tates

) Failures
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Results & Clicked Emails

76 Users (35.3%) opened the mock phishing email, and 14 Users (6.5%) clicked on the embedded link.

Email Preview - Spotify: We've updated your email address (Link)

From: Spotify <no-reply@spotfy-alerts.com=
Reply-to: Spotify <no-reply@spotfy-alerts.com=
Subject: We've updated your email address

@ Spotify
Hello, Spotify here.

We wanted fo let you know that the email address on your Spaotify
account has changed recently.

Your previous email address was: phishing@ryeneck.org

It's now: rgranderuby@outlcok.com

If you meant to do that, then no worries. It's business as usual for
you.

If this wasn't you, click here to report fraudulent activity. We'll look
into what's happened.

& spotity

Get Spotify for iPhone | iPad | Android | Other

This message was sent to phishing@ryeneck_org. If you have questions or
complainis, please contact us.

Terms of Use | Technical requirements | Contact Us

Spotify Limited, 4th Floor, 25 Argylle Street, London WF 7TU, United Kingdom

= Send me a test email
™ Toggle Red Flags

CONFIDENTIAL
16




Edge Technology Group

Email Preview - RingCentral: New Voice Message on Wed at 11:41:35 (Link)

From: RingCentral =notify@ringcentralus.com=

Reply-to: RingCentral <notify@ringcentralus.com= % Send me a test email
Subject: MNew Voice Message on Wed at 11:41:35 ™ Toggle Red Flags
From: Encrypted - click here to view phone number

Received: Wednesday at 11:41:35 +0600

ITo: phishing@ryeneck.org

To read transcription of this message, click here:
THAEGHS5S

Thank you for using RingCentral.

Email Preview - RingCentral: You Have a New Message (Link)

From: RingCentral <notify@ringcentral.com=
Reply-to: RingCentral <notify@ringcentral com:= & Send me a test email
Subject: You have a new RingCentral message |™ Toggle Red Flags

RingCentral

You Have a New Text Message

From: [[Encrypted]]

Receiving date: Today at 7:57 AM

Size: 150kb

Your message can be downloaded from our website: hitps:/fservice ringcentral com/messages/34574334/download aspx?
file=ringcentral_34574334 doc

To reply using RingCentral i0S app, click here.
To reply using RingCentral Android app, click here.
Thank you for using RingCentral.

CONFIDENTIAL
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Subject: Mobile number updated

Email Preview - Yahoo: Mobile number updated (Link)

From: Yahoo Services <sernvices@yahoo-semnvices.co=
Reply-to: Yahoo Services <services@yahoo-sernvices. cox

YAHOQ)!

Hi,
On Thursday at 7:30 AM, the mobile number

You can now use this mobile number to safely recover your
account and verify your identity.

If you made this change, you're all set.

If not, use this link to remove the number and change your
password.

Thanks for taking this additional step to keep your account
safe.

Yahoo

Replies sent to this email cannot be answered. Feel free to reach out
to customer care with any questions or concems.

= Send me a test emai
™ Toggle Red Flags

Open in Docs

From: William H. <will@ryeneck org=
Reply-to: Wiliam H. <will@ryeneck.org=
Subject: William H. has shared a document on Google Docs with you

William H. has invited you to view the following document:

Email Preview - Google Docs: William H. has shared a document on Google Docs with you (Link)

= Send me a test emai
™ Toggle Red Flags

Close

CONFIDENTIAL
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Targeted Phishing Email

Email Preview - School Threat

From: News 12 Wesichester <do-not-reply@news12.com:=
Reply-to: do-not-reply <do-not-reply@news12.com= = Send me a test email
Subject: **Breaking News*** Teen accused of threatening Westchester school shooting /™ Toggle Red Flags

NEWS 12 ON - ROKuU & &tV

Another N.Y school shooting threat leads to charges
against Westchester teen

Hours after an anonymous social media threat, a teenager in a neighboring town was arrested for allegedly threatening a shooting in Westchester
school district.

The 153-year-old was taken into custody at his home Wednesday morning after he shared a Snapchat post with threats of "shooting up the
School," police said in a statement.

Police learned of the threat around 9:30 a.m. and quickly identified the teen. There is no threat to any Westchester schools at this time, police said.

In a Facebook post, police said they won't tolerate threats and encouraged parents to talk to their children about the importance of notifying
authorities of social media activity that can be construed as threatening.

Full article with further details can be found at the link below.

http:/fwestchester.news12.com/story/37601346/suspect-questioned-in-westchester-shooting-threat
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Rye School Users

3/1/2018 3/2/2018

13:12 9:11 School Threat
3/1/2018 3/1/2018

13:12 13:14 School Threat
3/1/2018 3/1/2018

13:12 13:45 School Threat
3/1/2018 3/1/2018

13:12 14:12 School Threat
3/1/2018 3/1/2018

13:12 13:35 School Threat
3/1/2018 3/1/2018

13:12 13:34 School Threat
3/1/2018 3/1/2018

13:12 14:36 School Threat
3/1/2018 3/1/2018

13:12 13:59 School Threat
3/1/2018 3/1/2018

13:12 13:36 School Threat
3/1/2018 3/1/2018

13:12 13:21 School Threat
3/1/2018 3/1/2018

13:12 14:25 School Threat
3/1/2018 3/1/2018

13:12 13:54 School Threat
3/1/2018 3/1/2018

13:12 13:13 School Threat
3/1/2018 3/1/2018

13:12 13:28 School Threat
3/1/2018 3/1/2018

13:12 17:44 School Threat
3/1/2018 3/1/2018

13:12 13:31 School Threat
3/1/2018 3/1/2018

13:12 15:06 School Threat
3/1/2018 3/1/2018

13:12 14:48 School Threat
3/1/2018 3/1/2018

13:12 13:14 School Threat
3/1/2018 3/1/2018

13:12 13:35 School Threat
3/1/2018

13:12 School Threat
3/1/2018 3/2/2018

13:12 7:44 School Threat
3/1/2018 3/1/2018

13:12 13:31 School Threat
3/1/2018 3/1/2018

13:12 13:48 School Threat
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3/1/2018 3/1/2018
13:12 15:48 School Threat
3/1/2018 3/2/2018
13:12 13:52 School Threat
3/1/2018 3/2/2018
13:12 7:23 School Threat
3/1/2018 3/1/2018
13:12 13:56 School Threat
3/1/2018 3/2/2018
13:12 8:17 School Threat
3/1/2018 3/1/2018
13:12 17:13 School Threat
3/1/2018 3/1/2018
13:12 13:32 School Threat
3/1/2018
13:12 School Threat
3/1/2018
13:12 School Threat
3/1/2018
13:12 School Threat
3/1/2018 3/1/2018
13:12 13:13 School Threat
3/1/2018 3/1/2018
13:12 15:24 School Threat
3/1/2018 3/1/2018
13:12 14:13 School Threat
School Threat
3/1/2018 3/1/2018
13:12 13:13 School Threat
3/1/2018
13:12 School Threat
3/1/2018 3/1/2018
13:12 13:23 School Threat
3/1/2018 3/1/2018
13:12 16:03 School Threat
3/1/2018 3/1/2018
13:12 15:12 School Threat
3/1/2018 3/1/2018
13:12 14:30 School Threat
3/1/2018 3/2/2018
13:12 8:52 School Threat
3/1/2018 3/1/2018
13:12 13:13 School Threat
3/1/2018
13:12 School Threat
3/1/2018 3/1/2018
13:12 13:13 School Threat
3/1/2018 3/1/2018
13:12 17:17 School Threat
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3/1/2018 3/1/2018

13:12 13:21 School Threat
3/1/2018 3/1/2018

13:12 13:13 School Threat
3/1/2018 3/1/2018

13:12 13:16 School Threat
3/1/2018 3/1/2018

13:12 13:13 School Threat
3/1/2018 3/1/2018

13:12 14:08 School Threat
3/1/2018 3/1/2018

13:13 13:48 School Threat
3/1/2018 3/1/2018

13:12 13:31 School Threat
3/1/2018 3/1/2018

13:12 13:13 School Threat
3/1/2018 3/1/2018

13:13 15:10 School Threat
3/1/2018 3/1/2018

13:13 13:20 School Threat
3/1/2018 3/1/2018

13:12 13:38 School Threat
3/1/2018 3/1/2018

13:13 13:59 School Threat
3/1/2018 3/1/2018

13:13 16:21 School Threat
3/1/2018 3/1/2018

13:13 15:07 School Threat
3/1/2018

13:13 School Threat
3/1/2018 3/1/2018

13:13 13:26 School Threat
3/1/2018

13:13 School Threat
3/1/2018 3/1/2018

13:13 13:14 School Threat
3/1/2018 3/1/2018

13:13 13:16 School Threat
3/1/2018 3/1/2018

13:13 14:27 School Threat
3/1/2018 3/1/2018

13:13 13:13 School Threat
3/1/2018 3/1/2018

13:13 15:09 School Threat
3/1/2018 3/1/2018

13:13 13:42 School Threat
3/1/2018 3/1/2018

13:13 14:53 School Threat
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3/1/2018 3/1/2018

13:13 13:38 School Threat
3/1/2018 3/1/2018

13:13 13:13 School Threat
3/1/2018 3/1/2018

13:13 18:21 School Threat
3/1/2018 3/1/2018

13:13 13:53 School Threat
3/1/2018 3/1/2018

13:13 14:11 School Threat
3/1/2018 3/1/2018

13:13 13:27 School Threat
3/1/2018 3/1/2018

13:13 13:21 School Threat
3/1/2018 3/1/2018

13:13 15:54 School Threat
3/1/2018 3/2/2018

13:13 7:00 School Threat
3/1/2018 3/1/2018

13:13 13:39 School Threat
3/1/2018 3/1/2018

13:13 13:40 School Threat
3/1/2018 3/1/2018

13:13 14:21 School Threat
3/1/2018 3/1/2018

13:13 13:13 School Threat
3/1/2018 3/1/2018

13:13 22:24 School Threat
3/1/2018 3/1/2018

13:13 13:22 School Threat
3/1/2018

13:13 School Threat
3/1/2018 3/1/2018

13:13 13:42 School Threat
3/1/2018

13:13 School Threat
3/1/2018 3/1/2018

13:13 13:23 School Threat
3/1/2018 3/1/2018

13:13 13:31 School Threat
3/1/2018 3/1/2018

13:13 13:17 School Threat
3/1/2018 3/1/2018

13:13 14:15 School Threat
3/1/2018 3/1/2018

13:13 14:52 School Threat
3/1/2018 3/2/2018

13:13 8:39 School Threat
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3/1/2018
13:13 School Threat
3/1/2018 3/1/2018
13:13 15:50 School Threat
3/1/2018 3/1/2018
13:13 19:23 School Threat
3/1/2018 3/1/2018
13:13 13:17 School Threat
3/1/2018 3/1/2018
13:13 14:17 School Threat
3/1/2018 3/1/2018
13:13 14:04 School Threat
3/1/2018
13:13 School Threat
3/1/2018 3/1/2018
13:13 13:52 School Threat
3/1/2018 3/1/2018
13:13 15:17 School Threat
3/1/2018 3/1/2018
13:13 17:12 School Threat
3/1/2018 3/1/2018
13:13 13:37 School Threat
3/1/2018
13:13 School Threat
3/1/2018 3/1/2018
13:13 13:16 School Threat
3/1/2018 3/1/2018
13:13 13:13 School Threat
3/1/2018 3/1/2018
13:13 13:36 School Threat
3/1/2018 3/1/2018
13:13 13:20 School Threat
3/1/2018
13:13 School Threat
3/1/2018
13:13 School Threat
3/1/2018
13:13 School Threat
3/1/2018 3/1/2018
13:13 13:14 School Threat
3/1/2018 3/1/2018
13:13 13:34 School Threat
School Threat
3/1/2018 3/1/2018
13:13 13:13 School Threat
3/1/2018 3/1/2018
13:13 20:03 School Threat
3/1/2018 3/1/2018
13:13 14:39 School Threat
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3/1/2018 3/1/2018

13:13 14:09 School Threat
3/1/2018 3/1/2018

13:13 14:18 School Threat
3/1/2018 3/1/2018

13:13 13:13 School Threat
3/1/2018 3/1/2018

13:13 17:16 School Threat
3/1/2018 3/1/2018

13:13 13:55 School Threat
3/1/2018 3/1/2018

13:13 14:33 School Threat
3/1/2018 3/1/2018

13:13 14:01 School Threat
3/1/2018 3/1/2018

13:13 14:32 School Threat
3/1/2018 3/1/2018

13:13 13:20 School Threat
3/1/2018 3/1/2018

13:13 14:00 School Threat
3/1/2018 3/1/2018

13:13 14:53 School Threat
3/1/2018

13:13 School Threat
3/1/2018 3/2/2018

13:13 7:51 School Threat
3/1/2018 3/1/2018

13:13 22:53 School Threat
3/1/2018 3/1/2018

13:13 14:34 School Threat
3/1/2018 3/2/2018

13:13 7:04 School Threat
3/1/2018 3/1/2018

13:13 14:25 School Threat
3/1/2018 3/1/2018

13:13 13:46 School Threat
3/1/2018 3/1/2018

13:13 13:14 School Threat
3/1/2018 3/1/2018

13:13 15:57 School Threat
3/1/2018 3/2/2018

13:13 18:28 School Threat
3/1/2018 3/2/2018

13:13 11:41 School Threat
3/1/2018 3/1/2018

13:13 13:21 School Threat
3/1/2018 3/1/2018

13:13 14:14 School Threat
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3/1/2018 3/1/2018
13:13 13:13 School Threat
3/1/2018
13:13 School Threat
3/1/2018 3/1/2018
13:13 13:39 School Threat
3/1/2018 3/1/2018
13:13 13:14 School Threat
3/1/2018 3/1/2018
13:13 14:03 School Threat
3/1/2018 3/1/2018
13:13 14:34 School Threat
3/1/2018 3/1/2018
13:13 14:28 School Threat
3/1/2018 3/1/2018
13:13 13:17 School Threat
3/1/2018 3/1/2018
13:13 13:48 School Threat
3/1/2018
13:13 School Threat
3/1/2018 3/1/2018
13:13 13:13 School Threat
3/1/2018 3/1/2018
13:13 13:52 School Threat
3/1/2018 3/1/2018
13:13 13:33 School Threat
3/1/2018 3/1/2018
13:13 13:25 School Threat
3/1/2018 3/1/2018
13:13 13:15 School Threat
3/1/2018 3/1/2018
13:13 14:59 School Threat
3/1/2018 3/1/2018
13:13 19:20 School Threat
3/1/2018 3/1/2018
13:13 15:33 School Threat
3/1/2018
13:13 School Threat
3/1/2018 3/1/2018
13:13 15:21 School Threat
3/1/2018 3/1/2018
13:13 16:55 School Threat
3/1/2018 3/1/2018
13:13 13:16 School Threat
3/1/2018 3/1/2018
13:13 13:52 School Threat
3/1/2018 3/1/2018
13:13 13:21 School Threat
School Threat
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3/1/2018
13:13 School Threat
3/1/2018 3/1/2018
13:13 13:14 School Threat
3/1/2018
13:13 School Threat
3/1/2018
13:13 School Threat
3/1/2018
13:13 School Threat
3/1/2018
13:13 School Threat
School Threat
3/1/2018 3/2/2018
13:13 6:25 School Threat
3/1/2018 3/1/2018
13:13 14:46 School Threat
3/1/2018 3/1/2018
13:13 13:19 School Threat
3/1/2018 3/1/2018
13:13 18:11 School Threat
3/1/2018 3/1/2018
13:13 13:24 School Threat
3/1/2018 3/1/2018
13:13 13:14 School Threat
3/1/2018 3/2/2018
13:13 7:41 School Threat
3/1/2018 3/1/2018
13:13 13:14 School Threat
3/1/2018 3/1/2018
13:13 14:29 School Threat
3/1/2018
13:13 School Threat
3/1/2018 3/1/2018
13:13 13:21 School Threat
3/1/2018
13:13 School Threat
3/1/2018 3/1/2018
13:13 13:16 School Threat
3/1/2018 3/1/2018
13:13 14:31 School Threat
3/1/2018 3/1/2018
13:13 13:21 School Threat
3/1/2018 3/1/2018
13:13 13:16 School Threat
3/1/2018 3/1/2018
13:13 14:18 School Threat
3/1/2018
13:13 School Threat
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3/1/2018 3/1/2018
13:13 15:53 School Threat
3/1/2018 3/1/2018
13:13 13:21 School Threat
3/1/2018 3/1/2018
13:13 15:19 School Threat
3/1/2018 3/2/2018
13:13 8:11 School Threat
3/1/2018 3/1/2018
13:13 15:48 School Threat
3/1/2018 3/1/2018
13:13 15:09 School Threat
3/1/2018 3/1/2018
13:13 13:21 School Threat
3/1/2018 3/1/2018
13:13 13:14 School Threat
3/1/2018 3/1/2018
13:13 15:50 School Threat
3/1/2018 3/1/2018
13:13 13:15 School Threat
School Threat
3/1/2018 3/1/2018
13:13 14:02 School Threat
3/1/2018 3/1/2018
13:13 13:40 School Threat
3/1/2018 3/1/2018
13:13 13:40 School Threat
School Threat
3/1/2018 3/1/2018
13:13 20:46 School Threat
3/1/2018 3/1/2018
13:13 13:20 School Threat
3/1/2018 3/1/2018
13:13 16:38 School Threat
3/1/2018 3/2/2018
13:13 10:43 School Threat
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Failures by IP Address Location

In UnitedStates

Failures
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Results

181 Users (84.2%) opened the mock phishing email, and 25 Users (11.6%) clicked on the embedded link.
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