
 
 

EXHIBIT G 
Data Security and Privacy Plan 

 
Tyler sets forth the following Data Security and Privacy Plan with respect to Tyler Software and 

services (“Plan”) in accordance with the requirements of New York Education Law §2-d and the implementing 
regulations set forth in Part 121 of the Regulations of the Commissioner of Education (“NY Education Privacy 
Laws”). Capitalized but undefined terms shall have the meaning attributed to them in the NY Education Privacy 
Laws.   

The Plan amends the Agreement and is incorporated into the Agreement by reference.    
 

SECTION A 
Bill of Rights for Data Privacy and Security 

 Client has provided to Tyler, and Tyler has reviewed, Client’s Parents Bill of Rights for data privacy and 
security (“Bill of Rights”) in effect as of the Effective Date of the Agreement, and agrees to incorporate the Bill 
of Rights by reference in its entirety, as if fully set forth herein.  Any changes made by Client to its Bill of Rights 
after the Effective Date shall not be incorporated into the Agreement unless agreed to by Tyler in writing. 
Client and Tyler agree to cooperate in good faith to address each party’s respective obligations under 
applicable data privacy and security requirements.             
Additionally, the following information is provided to assist Client with developing the supplemental 
information required by Part 121.3(c) of the NY Education Privacy Laws: 

1. Student Data, or Teacher or Principal Data, will be used and disclosed by Tyler solely for providing the 
Tyler Software and Tyler services purchased by Client through its Agreement with Tyler. Nothing in this 
Plan shall be construed to apply to Third Party Products and Third Party Services purchased by Client 
pursuant to the Agreement.  

2. Tyler subcontractors or other third party authorized persons or entities, if any, to whom Tyler discloses 
Student Data, or Teacher or Principal Data, must agree to comply with data protection and security 
requirements as required by applicable federal and state laws and regulations. 

3. Upon the expiration of the term of the Agreement, Tyler will, at Client’s election, either (i) return all 
Student Data, Teacher or Principal Data which is in Tyler’s possession, to the Client in an industry 
standard data format, or as otherwise agreed to by Tyler and Client; or (ii) destroy all Student Data, 
Teacher or Principal Data, in Tyler’s possession to the fullest extent commercially feasible, as soon as 
practicable upon expiration of the Agreement or as otherwise required by applicable law. To the 
extent that destruction of all Student Data, and Teacher or Principal Data, is infeasible Tyler’s 
obligations under this Plan with respect to such Student Data, and Teacher or Principal Data, will 
continue for as long as Tyler retains such data.  

4. Client shall be solely responsible for addressing challenges to the accuracy of Student Data, or Teacher 
or Principal Data, processed by Tyler pursuant to the Agreement, or any other inquiry made by a third 
party with respect to said data. In the event that Tyler receives a third party request for access to 
Student Data, or Teacher or Principal Data, whether such request is made in accordance with the NY 
Education Laws or other applicable Federal or State law or regulation, Tyler will promptly inform Client 
of such request in writing, if allowed by law or judicial and/or administrative order.  



5. If Tyler is hosting Student Data, or Teacher or Principal Data, such hosted data will be stored in a 
secure hosting facility in the United States. Tyler maintains industry standard intrusion detection and 
prevention systems to monitor malicious activity attempting to access hosted data.  Tyler data centers 
are accessible only by authorized personnel with a unique key entry.  Entry attempts to the data center 
are regularly audited by internal staff and external auditors to ensure no unauthorized access.  In the 
event a third party will be hosting said data, Tyler will ensure that said third party has security 
protections equivalent or more stringent than those set forth herein. 

6. Student Data or Teacher or Principal Data transmitted between Client workstations and the Tyler or 
third party hosting center will be encrypted using industry standard methods for data in transit, as 
applicable. Student Data or Teacher or Principal Data hosted in a Tyler or third party data center will 
be encrypted using industry standard methods for data at rest, as applicable.   

 
SECTION B 

Data Security and Privacy Plan 
 As required by Part 121.6(a) of the NY Education Privacy Laws, Tyler hereby identifies and incorporates 
into this Plan the following elements: 

1. During the term of the Agreement, Tyler will use reasonable, industry standard and technically feasible 
internal controls to address its compliance obligations under federal and state data security and 
privacy laws, including NY Education Privacy Laws, as they apply to Tyler’s performance of services 
under the Agreement. Additionally, Tyler will use reasonable, industry standard and technically 
feasible internal controls to address compliance with those provisions of Client’s data security and 
privacy policy that apply to Tyler’s performance of services under the Agreement, to the extent Client’s 
data security and privacy policy has been provided by Client and agreed to by Tyler in writing as of the 
Effective Date, and thereafter only as mutually agreed to by Client and Tyler.  

2. Tyler will protect Personally Identifiable Information that it receives under the Agreement using 
industry standard security measures utilizing the following: (i) administrative controls (for example, 
Tyler organizes itself to emphasize security and ensure human resource processes are in place to help 
facilitate security; (ii) physical controls (for example, Tyler invests in secure data centers and 
associated practices in support of its hosted solutions); and (iii) technical controls (for example, Tyler 
hosted solutions are secured through a layered series of barriers and monitoring tools that are 
designed to detect and defeat unauthorized attempts to reach client hosted data). 

3. Tyler has provided all information required of it by Part 121.3(c) of the NY Education Privacy Laws in 
Section A of this Plan, and will comply with the applicable requirements of the supplemental 
information, as required and to the extent not inconsistent with its obligations under applicable law. 

4. All Tyler employees who have access to Student Data, or Teacher or Principal Data under the 
Agreement have or will receive, prior to obtaining access to said data, Tyler’s standard information 
security and privacy awareness training. Additionally, all Tyler employees sign confidentiality 
agreements which extend to Student Data and Teacher and Principal Data.   

5. Tyler will manage data security and privacy incidents that implicate Personally Identifiable Information 
in Tyler’s possession or control in accordance with the applicable requirements of Part 121.10 of the 
New York Education Privacy Laws. 

6. Tyler will comply with applicable requirements of Part 121.9 of the NY Education Privacy Laws in its 
performance of the Agreement. 



7. Tyler will comply with applicable requirements of Part 121.10 of the NY Education Privacy Laws in 
notifying Client in the event of any Breach or Unauthorized Release of Client’s Personally Identifiable 
Information in Tyler’s possession or control. 

 
 

 



	
	

	

EXHIBIT	H	

Bill	of	Rights	for	Data	Security	and	Privacy	

Jamestown	City	School	District	

The	Jamestown	City	School	District	is	committed	to	protecting	the	privacy	of	student	data	and	teacher	
and	principal	data.	In	accordance	with	New	York	Education	Law	§2-d	and	its	implementing	regulations,	
the	District	informs	the	school	community	of	the	following:	

1) A	student's	personally	identifiable	information	cannot	be	sold	or	released	for	any	commercial	
purposes.	

2) Parents	have	the	right	to	inspect	and	review	the	complete	contents	of	their	child's	education	record.	

3) State	and	federal	laws	protect	the	confidentiality	of	personally	identifiable	information,	and	
safeguards	associated	with	industry	standards	and	best	practices,	including	but	not	limited	to,	
encryption,	firewalls,	and	password	protection,	must	be	in	place	when	data	is	stored	or	transferred.	

4) A	complete	list	of	all	student	data	elements	collected	by	New	York	State	is	available	for	public	
review	at	http://www.p12.nysed.gov/student-data-privacy/student-data-inventory	or	by	writing	to	
the	Office	of	Information	&	Reporting	Services,	New	York	State	Education	Department,	Room	865	
EBA,	89	Washington	Avenue,	Albany,	New	York	12234.		

5) Parents	have	the	right	to	have	complaints	about	possible	breaches	of	student	data	addressed.	
Complaints	should	be	directed	in	writing	to	Privacy	Complaint,	Chief	Privacy	Officer,	New	York	State	
Education	Department,	89	Washington	Avenue,	Albany,	New	York	12234.	Complaints	may	also	be	
submitted	using	the	form	available	at	http://www.nysed.gov/student-data-privacy/form/report-
improper-disclosure.	

	

Supplemental	Information	Regarding	Third-Party	Contractors	

In	the	course	of	complying	with	its	obligations	under	the	law	and	providing	educational	services	to	
District	residents,	the	Jamestown	City	School	District	has	entered	into	agreements	with	certain	third-
party	contractors.	Pursuant	to	these	agreements,	third-party	contractors	may	have	access	to	"student	
data"	and/or	"teacher	or	principal	data,"	as	those	terms	are	defined	by	law	and	regulation.		

For	each	contract	or	other	written	agreement	that	the	District	enters	into	with	a	third-party	contractor	
where	the	third-party	contractor	receives	student	data	or	teacher	or	principal	data	from	the	District,	the	
following	supplemental	information	will	be	included	with	this	Bill	of	Rights:	

1) The	exclusive	purposes	for	which	the	student	data	or	teacher	or	principal	data	will	be	used	by	the	
third-party	contractor,	as	defined	in	the	contract;	

2) How	the	third-party	contractor	will	ensure	that	the	subcontractors,	or	other	authorized	persons	or	
entities	to	whom	the	third-party	contractor	will	disclose	the	student	data	or	teacher	or	principal	
data,	if	any,	will	abide	by	all	applicable	data	protection	and	security	requirements,	including	but	not	
limited	to	those	outlined	in	applicable	laws	and	regulations	(e.g.,	FERPA;	Education	Law	Section	2-d);	



	
	

3) The	duration	of	the	contract,	including	the	contract’s	expiration	date,	and	a	description	of	what	will	
happen	to	the	student	data	or	teacher	or	principal	data	upon	expiration	of	the	contract	or	other	
written	agreement	(e.g.,	whether,	when,	and	in	what	format	it	will	be	returned	to	the	District,	
and/or	whether,	when,	and	how	the	data	will	be	destroyed);	

4) If	and	how	a	parent,	student,	eligible	student,	teacher,	or	principal	may	challenge	the	accuracy	of	
the	student	data	or	teacher	or	principal	data	that	is	collected;	

5) Where	the	student	data	or	teacher	or	principal	data	will	be	stored,	described	in	a	manner	as	to	
protect	data	security,	and	the	security	protections	taken	to	ensure	the	data	will	be	protected	and	
data	privacy	and	security	risks	mitigated;	and	

6) Address	how	the	data	will	be	protected	using	encryption	while	in	motion	and	at	rest.	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	

	
	
BY	THE	VENDOR:	
	
	
___________________________________	
Name	(Print)	
	
	
___________________________________	
Signature		
	
	
___________________________________	
Title	
	
	
___________________________________	
Date		 	
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EXHIBIT	H	(CONTINUED)	

	
	

Supplemental	Information	about	a	Master	Agreement	
	

between	

Jamestown	City	School	District	and	Tyler	Technologies		

	
	
Jamestown	City	School	District	has	entered	into	a	Master	Agreement	with	Tyler	Technologies,	
which	governs	the	availability	to	the	District	of	the	following	products	or	services:	
	

Traversa	Student	Transportation	Management	Software	
	
Pursuant	 to	 the	 Master	 Agreement	 (which	 includes	 a	 Data	 Sharing	 and	 Confidentiality	
Agreement),	 the	 District	 may	 provide	 to	 Vendor,	 and	 Vendor	 will	 receive,	 personally	
identifiable	 information	 about	 students	 and/or	 teachers	 and	 principals	 that	 is	 protected	 by	
Section	2-d	of	the	New	York	Education	Law	(“Protected	Data”).	

Exclusive	 Purposes	 for	 which	 Protected	 Data	 will	 be	 Used:	 	 	 Student	 Data,	 or	 Teacher	 or	
Principal	Data,	will	be	used	and	disclosed	by	Tyler	solely	for	providing	the	Tyler	Software	and	
Tyler	services	purchased	by	Client	through	its	Agreement	with	Tyler.	Nothing	in	this	Plan	shall	
be	 construed	 to	 apply	 to	 Third	 Party	 Products	 and	 Third	 Party	 Services	 purchased	 by	 Client	
pursuant	to	the	Agreement.	

Oversight	of	Subcontractors:			Tyler	subcontractors	or	other	third	party	authorized	persons	or	
entities,	if	any,	to	whom	Tyler	discloses	Student	Data,	or	Teacher	or	Principal	Data,	must	agree	
to	 comply	with	 data	 protection	 and	 security	 requirements	 as	 required	 by	 applicable	 federal	
and	state	laws	and	regulations.	

Duration	 of	 Agreement	 and	 Protected	 Data	 Upon	 Termination	 or	 Expiration:	 	 	 	Upon	 the	
expiration	 of	 the	 term	 of	 the	 Agreement,	 Tyler	will,	 at	 Client’s	 election,	 either	 (i)	 return	 all	
Student	 Data,	 Teacher	 or	 Principal	 Data	 which	 is	 in	 Tyler’s	 possession,	 to	 the	 Client	 in	 an	
industry	standard	data	format,	or	as	otherwise	agreed	to	by	Tyler	and	Client;	or	(ii)	destroy	all	
Student	 Data,	 Teacher	 or	 Principal	 Data,	 in	 Tyler’s	 possession	 to	 the	 fullest	 extent	
commercially	 feasible,	 as	 soon	 as	 practicable	 upon	 expiration	 of	 the	 Agreement	 or	 as	
otherwise	required	by	applicable	law.	To	the	extent	that	destruction	of	all	Student	Data,	and	
Teacher	or	Principal	Data,	is	infeasible	Tyler’s	obligations	under	this	Plan	with	respect	to	such	
Student	 Data,	 and	 Teacher	 or	 Principal	 Data,	will	 continue	 for	 as	 long	 as	 Tyler	 retains	 such	
data.	



	
	

Challenging	Accuracy	of	Protected	Data:			Client	shall	be	solely	responsible	for	addressing	
challenges	to	the	accuracy	of	Student	Data,	or	Teacher	or	Principal	Data,	processed	by	Tyler	
pursuant	to	the	Agreement,	or	any	other	inquiry	made	by	a	third	party	with	respect	to	said	
data.	In	the	event	that	Tyler	receives	a	third	party	request	for	access	to	Student	Data,	or	
Teacher	or	Principal	Data,	whether	such	request	is	made	in	accordance	with	the	NY	Education	
Laws	or	other	applicable	Federal	or	State	law	or	regulation,	Tyler	will	promptly	inform	Client	of	
such	request	in	writing,	if	allowed	by	law	or	judicial	and/or	administrative	order.			

Data	 Storage	 and	 Security	 Protections:	 	 	 If	 Tyler	 is	 hosting	 Student	 Data,	 or	 Teacher	 or	
Principal	Data,	such	hosted	data	will	be	stored	in	a	secure	hosting	facility	in	the	United	States.	
Tyler	 maintains	 industry	 standard	 intrusion	 detection	 and	 prevention	 systems	 to	 monitor	
malicious	activity	attempting	to	access	hosted	data.	Tyler	data	centers	are	accessible	only	by	
authorized	personnel	with	a	unique	key	entry.	Entry	attempts	to	the	data	center	are	regularly	
audited	by	internal	staff	and	external	auditors	to	ensure	no	unauthorized	access.	In	the	event	a	
third	 party	 will	 be	 hosting	 said	 data,	 Tyler	 will	 ensure	 that	 said	 third	 party	 has	 security	
protections	equivalent	or	more	stringent	than	those	set	forth	herein.	

Encryption	 of	 Protected	 Data:	 	 	 Student	 Data	 or	 Teacher	 or	 Principal	 Data	 transmitted	
between	Client	workstations	and	the	Tyler	or	third	party	hosting	center	will	be	encrypted	using	
industry	 standard	 methods	 for	 data	 in	 transit,	 as	 applicable.	 Student	 Data	 or	 Teacher	 or	
Principal	 Data	 hosted	 in	 a	 Tyler	 or	 third	 party	 data	 center	 will	 be	 encrypted	 using	 industry	
standard	methods	for	data	at	rest,	as	applicable.	


