NEW YORK STATE DATA PRIVACY AGREEMENT FOR
EDUCATIONAL AGENCIES

Manchester-Shortsville Central School District

and Vendor/Contractor:

This Data Privacy Agreement ("DPA") is by and between the Manchester-Shortsville Central
School District ("EA"), an Educational Agency, and

("Contractor"), collectively, the “Parties”.

ARTICLE I: DEFINITIONS

As used in this DPA, the following terms shall have the following meanings:

1.

Breach: The unauthorized acquisition, access, use, or disclosure of Personally Identifiable
Informationinamannernotpermitted by Stateandfederallaws, rulesandregulations, orin
amannerwhich compromisesits security or privacy, orby orto a person notauthorizedto
acquire, access, use, orreceive it,ora Breach of Contractor’s security thatleads to the
accidental or unlawful destruction, loss, alteration, unauthorized disclosure of, or access to
Personally Identifiable Information.

Commercial or Marketing Purpose: means the sale, use or disclosure of Personally

Identifiable Information for purposes of receiving remuneration, whether directly or
indirectly; the sale, use or disclosure of Personally Identifiable Information for advertising
purposes; or the sale, use or disclosure of Personally Identifiable Information to develop,
improve or market products or services to students.

Disclose: To permit access to, or the release, transfer, or other communication of personally
identifiable information by any means, including oral, written or electronic, whether intended
or unintended.

EducationRecord: Aneducationrecord asdefinedinthe Family Educational Rightsand
Privacy Act and itsimplementing regulations, 20 U.S.C. 1232g and 34 C.F.R. Part 99,
respectively.

Educational Agency: Asdefinedin Education Law 2-d, aschooldistrict, board of cooperative
educational services, school, charter school, orthe New York State Education Department.
Eligible Student: A student who is eighteen years of age or older.

Encryptor Encryption: As defined in the Health Insurance Portability and Accountability Act
of 1996 (HIPAA) Security Rule at45 CFR 164.304, means the use of an algorithmic process to
transform Personally Identifiable Information into an unusable, unreadable, orindecipherable
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forminwhichthereisalowprobability of assigningmeaningwithoutuse of aconfidential
process orkey.

8. NIST Cybersecurity Framework: The U.S. Department of Commerce National Institute for
Standards and Technology Framework for Improving Critical Infrastructure Cybersecurity
Version 1.1.

9. Parent: A parent, legal guardian or person in parental relation to the Student.

10. Personallyldentifiable Information (PIl): Meanspersonallyidentifiableinformationas
defined in section 99.3 of Title 34 of the Code of Federal Regulations implementing the Family
Educational Rightsand Privacy Act,20U.S.C 1232g, and Teacheror Principal APPR Data, as
defined below.

11. Release: Shall have the same meaning as Disclose.

12. School: Any public elementary or secondary school including a charter school, universal pre-
kindergarten program authorized pursuant to Education Law § 3602-e, an approved provider
of preschool special education, any other publicly funded pre-kindergarten program, a school
serving children in a special act school district as defined in Education Law § 4001, an
approved private schoolforthe education of students with disabilities, a State-supported
school subject to the provisions of Article 85 of the Education Law, or a State-operated school
subject to the provisions of Articles 87 or 88 of the Education Law.

13. Student: Any person attending or seeking to enrollin an Educational Agency.

14. Student Data: Personally identifiable information as defined in section 99.3 of Title 34 of the
Code of Federal Regulationsimplementing the Family Educational Rightsand Privacy Act, 20
U.S.C 1232g.

15. Subcontractor: Contractor’s non-employee agents, consultants and/or subcontractors engaged in
the provision of services pursuant to the Service Agreement.

16. TeacherorPrincipal APPR Data: Personally Identifiable Information fromthe records ofan
Educational Agency relating to the annual professional performance reviews of classroom
teachers or principals that is confidential and not subject to release under the provisions of
Education Law §§ 3012-c and 3012-d.

ARTICLE II: PRIVACY AND SECURITY OF PIlI

1. Compliance with Law.
Inorderfor Contractorto provide certain services ("Services")to the EA pursuantto a contract
dated ("Service Agreement"); Contractor may receive Pll regulated by several New York
andfederallaws andregulations,amongthem, the Family Educational Rights and Privacy Act
("FERPA") at 12 U.S.C. 12329 (34 CFR Part 99); Children's Online Privacy Protection Act ("COPPA") at
15U.S.C.6501-6502 (16 CFR Part312); Protection of Pupil Rights Amendment ("PPRA")at20 U.S.C.
1232h (34 CFR Part 98); the Individuals with Disabilities Education Act (IDEA”)at20 U.S.C. 1400 et
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seq.(34 CFRPart300); New York Education Law Section 2-d; andthe Commissionerof Education’s
Regulationsat8 NYCRR Part 121. The Parties enter this DPA to address the requirements of New
Yorklaw. Contractoragreestomaintainthe confidentialityand security of Pllinaccordance with
applicable New York, federal and local laws, rules and regulations.

2. Authorized Use.
Contractor has no property or licensing rights or claims of ownership to Pll, and Contractor must not
use Pllforany purpose otherthan to provide the Services setforthinthe Service Agreement.
Neither the Services provided nor the manner in which such Services are provided shall violate New
York law.

3. Data Security and PrivacyPlan.
Contractorshalladoptand maintainadministrative, technicaland physical safeguards,
measures and controls to manage privacy and security risks and protect Pll in a manner that
complieswithNew York State,federalandlocallaws andregulationsandthe EA’spolicies.
EducationLawSection2-drequiresthatContractorprovidethe EAwithaDataPrivacyand
Security Plan that outlines such safeguards, measures and controls including how the
Contractorwillimplementall applicable state, federal andlocal data security and privacy
requirements. Contractor’s Data Securityand Privacy Planis attached tothis DPA as Exhibit C.

4. EA’s Data Security and Privacy Policy
State law andregulationrequires the EAto adoptadata security and privacy policy that
complies with Part 121 of the Regulations of the Commissioner of Education and aligns with
the NIST Cyber Security Framework. Contractor shall comply with the EA’s data security and
privacy policy and other applicable policies.

5. Right of Review and Audit.
Upon request by the EA, Contractor shall provide the EA with copies of its policies and related
proceduresthatpertainto the protection of Pll. tmaybe made available inaformthatdoes
notviolate Contractor’s owninformation security policies, confidentiality obligations, and
applicablelaws. In addition, Contractormay be required toundergo an audit of its privacy
and security safeguards, measures and controls as it pertains to alignment with the
requirements of New York State laws and regulations, the EA’s policies applicable to
Contractor, and alignmentwith the NIST Cybersecurity Framework performed by an
independentthird party at Contractor’s expense, and provide the auditreport tothe EA.
Contractor may provide the EA with a recent industry standard independent audit report on
Contractor’s privacy and security practices as an alternative to undergoing an audit.
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6. Contractor’s Employees and Subcontractors.

7. Training.

(a)

Contractor shall only disclose Pllto Contractor’'s employees and subcontractors
whoneedtoknowthePllinordertoprovide the Servicesandthedisclosure of Pli
shall be limited to the extent necessary to provide such Services. Contractor shall
ensurethatallsuchemployeesandsubcontractors complywiththeterms ofthis
DPA.

Contractor must ensure that each subcontractor performing functions pursuant to
the Service Agreement where the subcontractor will receive or have accessto Pllis
contractuallyboundbyawrittenagreementthatincludesconfidentialityanddata
security obligations equivalentto, consistentwith, and noless protective than,
those found in this DPA.

Contractor shall examine the data security and privacy measures of its
subcontractors priortoutilizingthe subcontractor. Ifatany pointasubcontractor
fails to materially comply with the requirements of this DPA, Contractor shall:
notify the EA and remove such subcontractor’s access to Pll; and, as applicable,
retrieve all Pll received or stored by such subcontractor and/or ensure that Pll has
beensecurelydeletedand destroyedinaccordance withthisDPA. Intheevent
there is anincident in which the subcontractor compromises Pll, Contractor shall
follow the Data Breach reporting requirements set forth herein.

Contractor shall take full responsibility for the acts and omissions of its employees
and subcontractors.

Contractor must not disclose PII to any other party unless such disclosure is
required by statute, court order or subpoena, and the Contractor makes a
reasonable effortto notify the EA of the court order or subpoenain advance of
compliancebutinanycase, providesnoticetothe EAnolaterthanthetimethePlII
is disclosed, unless such disclosure to the EA is expressly prohibited by the statute,
court order orsubpoena.

Contactorshall ensure that all its employees and Subcontractors who have access to Pl have
received orwillreceive training on the federal and state laws governing confidentiality of
such data prior to receiving access.

8. Termination
The obligations of this DPA shall continue and shall not terminate for as long as the
Contractor or its sub-contractors retain Pl or retain access to PII.
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9. Data Return and Destruction of Data.

(@) Protecting PIl from unauthorized access and disclosure is of the utmostimportance
tothe EA,and Contractoragreesthatitis prohibitedfromretaining Pllorcontinued
access to PIl or any copy, summary or extract of Pll, on any storage medium
(including, without limitation, in secure data centers and/or cloud-based facilities)
whatsoever beyond the period of providing Services to the EA, unless such
retention is either expressly authorized for a prescribed period by the Service
Agreement or other written agreement between the Parties, or expressly
requested by the EA for purposes of facilitating the transfer of Plltothe EA or
expresslyrequiredbylaw. Asapplicable, uponexpiration ortermination of the
Service Agreement, Contractor shall transfer PII, in a format agreed to by the
Parties to the EA.

(b) If applicable, once the transfer of Pll has been accomplished in accordance with the
EA’swritten electiontodo so, Contractoragreesto returnordestroyall Pllwhen
the purpose that necessitated its receipt by Contractor has been completed.
Thereafter, with regard to all Pl (including without limitation, all hard copies,
archived copies, electronic versions, electronicimaging of hard copies) as well as
anyand allPllmaintained on behalf of Contractorin a secure data centerand/or
cloud-based facilities that remain in the possession of Contractor or its
Subcontractors, Contractor shall ensure that Pll is securely deleted and/or
destroyedinamannerthatdoesnotallowitto be retrieved orretrievable, read or
reconstructed. Hard copy mediamustbe shredded ordestroyed such that Pll
cannot be read or otherwise reconstructed, and electronic media must be cleared,
purged, ordestroyed suchthatthe Pllcannotberetrieved. Onlythe destruction of
paper Pll,and notredaction, will satisfy the requirements for data destruction.
Redaction is specifically excluded as a means of data destruction.

(c) Contractorshall providethe EAwithawritten certification ofthe secure deletion
and/or destruction of Pll held by the Contractor or Subcontractors.
(d) To the extent that Contractor and/or its subcontractors continue to be in

possession of any de-identified data (i.e., data that has had all direct and indirect
identifiersremoved), they agree notto attemptto re-identify de-identified data
and not to transfer de-identified data to any party.

10. Commercial or Marketing Use Prohibition.

ContractoragreesthatitwillnotsellPlloruseordisclose Pllifora Commercial orMarketing
Purpose.

Page50f12



11. Encryption.
Contractor shall use industry standard security measures including encryption protocols that
comply with New York law and regulations to preserve and protect Pll. Contractor must
encrypt Pll atrest and in transitin accordance with applicable New York laws and regulations.

12. Breach.
(a)

Contractorshall promptly notifythe EAofany Breach of Pllwithoutunreasonable
delay no later than seven (7) business days after discovery of the Breach.
Notifications required pursuant to this section must be in writing, given by personal
delivery, e-mailtransmission (if contactinformation is provided for the specific
mode of delivery), orby registered or certified, and must to the extent available,
includeadescription ofthe Breachwhichincludes the date oftheincidentandthe
date ofdiscovery;the types of Pll affected and the numberofrecords affected; a
description of Contractor’s investigation; and the contact information for
representatives who can assist the EA. Notifications required by this section must
besenttothe EA’s District Superintendentorotherheadadministratorwithacopy
tothe Data Protection Office. Violations of the requirementto notify the EA shall
be subjecttoacivilpenalty pursuantto EducationLaw Section2-d. The Breach of
certainPll protectedby Education Law Section 2-d may subjectthe Contractorto
additional penalties.

Notificationsrequiredunderthisparagraphmustbe providedtothe EAatthe
following address:

Name:

Title: Data Protection Officer

Address: 1506 Route 21

City, State, Zip: Shortsville, NY 14548

Email:

13. Cooperation with Investigations.
Contractor agrees that it will cooperate with the EA and law enforcement, where necessary,
inanyinvestigationsinto a Breach. Any costsincidental to the required cooperation or
participation of the Contractor or its’ Authorized Users, as related to such investigations, will
bethe soleresponsibility ofthe Contractorif such Breachis attributableto Contractororits
Subcontractors.
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14. Notification to Individuals.
WhereaBreachofPlloccursthatisattributableto Contractor, Contractorshallpayforor
promptly reimburse the EAfor the full cost of the EA’s notification to Parents, Eligible
Students, teachers, and/or principals, in accordance with Education Law Section2-d and 8
NYCRR Part121.

15. Termination.
The confidentiality and data security obligations of the Contractorunderthis DPAshall
surviveanyterminationofthis DPAbutshallterminate upon Contractor’s certifyingthatit
has destroyed allPII.

ARTICLE III: PARENT AND ELIGIBLE STUDENT PROVISIONS

1. Parent and Eligible StudentAccess.
Education Law Section 2-d and FERPA provide Parents and Eligible Students the right to
inspect and review their child's or the Eligible Student’s Student Data stored or maintained by
the EA. To the extent Student Data is held by Contractor pursuant to the Service Agreement,
Contractorshallrespond within thirty (30) calendardaystothe EA'srequestsforaccessto
Student Data so the EA can facilitate such review by a Parent or Eligible Student, and facilitate
corrections, as necessary. If a Parent or Eligible Student contacts Contractor directly to review
anyofthe StudentDataheld by Contractorpursuanttothe Service Agreement, Contractor
shall promptly notify the EA and refer the Parent or Eligible Student to the EA.

2. Bill of Rights for Data Privacy and Security.
Asrequired by Education Law Section 2-d, the Parents Bill of Rights for Data Privacyand
Security and the supplemental information for the Service Agreement are included as Exhibit
A and Exhibit B, respectively, and incorporated into this DPA. Contractor shall complete and
sign ExhibitBandappendittothis DPA. Pursuantto EducationLaw Section 2-d, the EAis
required to post the completed Exhibit B on its website.

ARTICLE IV: MISCELLANEOUS

1. Priority of Agreements and Precedence.

Intheeventofaconflictbetweenandamongthetermsand conditionsofthisDPA, includingall
Exhibitsattachedheretoandincorporatedhereinandthe Service Agreement, thetermsand
conditions of this DPA shallgovern and prevail, shall survive the termination of the Service
Agreementinthe manner setforth herein, and shall supersede all priorcommunications,
representations, or agreements, oral or written, by the Parties relating thereto.
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2. Execution.
ThisDPAmaybe executedinoneormore counterparts, allofwhich shallbe consideredone and
the same document, as if all parties had executed a single original document, and may be executed
utilizing an electronic signature and/ or electronic transmittal, and each signature thereto shall be
and constitute an original signature, asif all parties had executed a single originaldocument.

EDUCATIONAL AGENCY CONTRACTOR

BY: BY: [Signature]
[Printed Name]

Data Protection Officer [Title]

Date: Date:

EXHIBIT A - Education Law §2-d Bill of Rights for Data Privacy and Security

Parents (includinglegal guardians or persons in parental relationships) and Eligible Students (students 18 years and older)
can expect the following:

Parents’ Bill of Rights for Data Privacy and Security

The Manchester-Shortsville CSD is committed to protecting the privacy and security of student, teacher, and principal data. In
accordance with New York Education Law 2d and its implementing regulations, the District informs the school community of the
following:

1. Astudent’'spersonallyidentifiableinformation (Pll)cannotbe sold orreleasedforanycommercialpurpose. Pll, asdefined by
Education Law § 2-d and FERPA, includes direct identifiers such as a student’s name or identification number, parent’'s name, or
address;andindirectidentifiers suchasastudent’s date of birth, whichwhenlinked toorcombined withotherinformation canbe
usedtodistinguishortraceastudent’sidentity. Please see FERPA’sregulations at 34 CFR99.3foramore complete definition.

2. The right to inspect and review the complete contents of the student’s education record stored or maintained by an educational
agency. This right may not apply to parents of an Eligible Student.

3. Stateandfederallaws such as Education Law § 2-d; the Commissioner of Education’s Regulations at8 NYCRR Part 121, the Family
Educational Rights and Privacy Act ("FERPA") at 12 U.S.C. 1232g (34 CFR Part 99); Children's Online Privacy Protection Act ("COPPA")
at15U.S.C.6501-6502 (16 CFR Part 312); Protection of Pupil Rights Amendment ("PPRA")at20 U.S.C. 1232h (34 CFR Part98); the
Individuals with Disabilities Education Act (“IDEA”)at20 U.S.C. 1400 et seq. (34 CFR Part 300); protect the confidentiality ofa
student’s identifiable information.

4. Safeguards associated with industry standards and best practices including but not limited to encryption, firewalls, and password
protection must be in place when student Pll is stored or transferred.

5. Acomplete list of all student data elements collected by NYSED is available at www.nysed.gov/data-privacy-security and by
writingto: Chief Privacy Officer, New York State Education Department, 89 Washington Avenue, Albany, NY 12234.

6. The right to have complaints about possible breaches and unauthorized disclosures of Pll addressed. (i) Complaints should be
submitted to the Data Protection Officer and the Superintendent ofthe Manchester-Shortsville CSD using this form: Parent
ComplaintForm. (ii) Complaints mayalso be submitted to the New York State Education Departmentatwww.nysed.gov/data-
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privacy-security; by mailto: Chief Privacy Officer, New York State Education Department, 89 Washington Avenue, Albany, NY 12234;
by email to privacy@nysed.gov; or by telephone at 518-474- 0937.

7. To be notified in accordance with applicable laws and regulations if a breach or unauthorized release of Pll occurs.

8. Educational agency workers that handle PIl will receive training on applicable state and federal laws, policies, and safeguards
associated with industry standards and best practices that protect PII.

9. Educational agency contracts with vendors that receive Pll will address statutory and regulatory data privacy and security
requirements.

Parents, eligible students (students who are atleast 18 years of age or attending a postsecondary institution at any age), principals,
teachers, and employees of an educational agency may file a complaint about a possible breach orimproper disclosure of student
data and/or protected teacher or principal data. This complaint form is submitted to Data Protection Officer or Superintendent of
Manchester-Shortsville CSD: [Parent Complaint Form

SUPPLEMENTAL INFORMATION REGARDING THIRD-PARTY CONTRACTORS

Inthe course of complying withits obligations under the law and providing educational services to District residents, the
Manchester-Shortsville School District has entered into agreements with certain third-party contractors. Pursuant to these
agreements, third-party contractors may have access to “student data” and/or “teacher or principal data,” as those terms are
defined by law and regulation.

Foreach contract or other written agreementthatthe District enters into with a third-party contractor where the third-party
contractorreceives studentdata orteacher or principal data from the District, the following supplemental information:

1) The executive purposes for which the student, teacher, or principal data will be used by the third-party contractor, as
defined in the contract;

2) Howthethird-party contractorwillensurethatsubcontracts orotherauthorized persons orentities towhomthethird-
party contractor will disclose the student data or teacher data or principal data, if any, willabide by all applicable data
protectionandsecurityrequirements, includingbutnotlimited tothose outlinedinapplicable laws andregulations (e.qg.,
FERPA; Education Law Section 2-d);

3) Theduration of the contract, including the contract’s expiration date, and a description of what will happen to the
student’s, teacher’s, or principal’s data upon expiration of the contract or other written agreement (e.g., whether, when,
and in what format it will be returned to the District, and/or whether, when, and how the data will be destroyed);

4) Ifand how a parent, student, eligible student, teacher, or principal may challenge the accuracy of the student, teacher,
or principal data that is collected;

5) Wherethestudent,teacher, orprincipaldatawillbe stored, describedinamatterasto protectdatasecurity,andthe
security protection taken to insure the data will be protected and data privacy and security risk mitigated; and

6) Address how the data will be protected using encryption while in motion and at rest.
Parentshavetherighttoknowwhich vendorsthedistrictisusingthat contains studentdata. Toreceivealistofsoftwareand

website vendors please contact ritechhelp@redjacket.org. For safety and security measures, we do not post this information
publicly.

CONTRACTOR

[Signature]

[Printed Name]

[Title]

Date:
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EXHIBIT B

BILL OF RIGHTS FOR DATA PRIVACY AND SECURITY -

SUPPLEMENTAL INFORMATION FOR CONTRACTS THAT UTILIZE PERSONALLY IDENTIFIABLE
INFORMATION

Pursuantto EducationLaw § 2-d and Section 121.3 ofthe Commissioner’s Regulations, the Educational Agency
(EA) is required to postinformation to its website about its contracts with third-party contractors that will
receive Personally Identifiable Information (PII).

Name of
Contractor

Description of the
purpose(s) for
which Contractor
will
receive/access Pl

Type of Plithat
Contractor will
receive/access 3 Student PII

Check all that apply:

1 APPR Data
Contract StartDate
Contract End Date

Contract Term

3\1; b;:to ntractor Contractor will not utilize subcontractors without a written contract that
ritten requiresthe subcontractorstoadhereto,ataminimum, materially similar
Agreement

data protection obligations imposed on the contractor by state and federal

Requirement laws and regulations, and the Contract. (check applicable option)

O Contractor will not utilize subcontractors.

O Contractor will utilize subcontractors.

Data Transition
and Secure
Destruction = Securely transfer datato EA, ora successor contractor atthe EA’s option
and written discretion, in a format agreed to by the parties.

Upon expiration or termination of the Contract, Contractor shall:

= Securely delete and destroy data.

Challenges to Data

Parents, teachersorprincipalswhoseektochallengetheaccuracyofPll
Accuracy

will do so by contacting the EA. If a correction to data is deemed necessary,
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the EA will notify Contractor. Contractor agrees to facilitate such
corrections within 21 days of receiving the EA’s written request.

Secure Storage
and Data Security

Please describe where Pll will be stored and the protections taken to ensure P11 will
be protected: (check all that apply)

1 Using a cloud or infrastructure owned and hosted by a third party.
[ Using Contractor owned and hosted solution

O Other:

Please describe how data security and privacy risks will be mitigated in a manner
that does not compromise the security of the data:

Encryption

Data will be encrypted while in motion and at rest.

CONTRACTOR

[Signature]

[Printed Name]

[Title]

Date:
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EXHIBIT C - CONTRACTOR’S DATA PRIVACY AND SECURITY PLAN

CONTRACTOR’S DATA PRIVACY AND SECURITY PLAN

The Educational Agency (EA) is required to ensure that all contracts with a third-party contractor include a Data
Security and Privacy Plan, pursuantto Education Law § 2-d and Section 121.6 ofthe Commissioner’s Regulations.
While this planis not required to be posted tothe EA’s website, contractors should nevertheless ensure
that they do not include information that could compromise the security of their data and data
systems.

1 Outline how you will implement applicable data security and
privacy contractrequirements overthelife ofthe Contract.

Specify the administrative, operational and technical safeguards
and practices that you have in place to protect PlI.

Addressthetrainingreceived by youremployeesand any
subcontractors engaged in the provision of services under the
Contract on the federal and state laws that govern the
confidentiality of PII.

Outline contracting processes that ensure that your employees
and any subcontractors are bound by written agreement to the
requirements of the Contract, at a minimum.

Specify how you will manage any data security and privacy
incidents thatimplicate Pll and describe any specific plans you
have in place to identify breaches and/or unauthorized
disclosures,andtomeetyourobligationstoreportincidentstothe
EA.

Describe howdatawillbetransitionedtothe EAwhennolonger
needed by you to meet your contractual obligations, if applicable.

Describe your secure destruction practices and how certification
will be provided to the EA.

Outline how your data security and privacy program/practices
align with the EA’s applicable policies including alignment
with NIST Frameworks.
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