
SUBJECT: Student data breach

Dear Bernotas families:

Yesterday our district technology team made us aware of an incident involving the sharing of
personal student data. We have learned that a Bernotas student or group of students obtained

access to a data file (from 2021-2022) containing personally identifiable information of first name,

middle name, last name, and date of birth. The sheet has since been copied and shared at least
six times with multiple students each time. Sharing personally identifiable information violates
the district’s Acceptable Use Policy and is unlawful.

District and school officials are investigating the situation to determine how many students were
impacted and/or involved. The information contained in this file was for current 7th and 8th
grade students; no 6th grade information was a part of the file. So far, there is no indication that
any data has been misused.

District 47 takes information security seriously. To help protect the confidentiality of student data
moving forward, all students impacted are being asked to reset their Google passwords
immediately.

District 47 teaches students in grades 3-8 about internet and online safety through a student-led
program called Project B3 (Be Smart, Be Safe, Be Kind) each year. We encourage parents to
talk with their child(ren) about the importance of not sharing personal information online.

Thank you for your partnership.


