
Digital Citizenship
Middle School



What does it mean to be a responsible  digital citizen?



What does it mean to be a responsible  digital citizen?

Padlet Responses

https://padlet.com/rubin/oiyncntlmrug


What is a digital footprint?



What is in Your Digital Footprint?



Consider…
What web sites do you visit?
What photos and videos do you post online?
What links do you share?
What are you “tagged” in online? 
What messages (e-mails, texts, social media) do you send?
What online games and quizzes do you play?
What things do you buy online?
What advertisements do you visit? 
What YouTube videos do you watch?



What is Your Sentence?



Who is writing your sentence?



Resources

Common Sense Media: 
https://www.commonsensemedia.org/

KidSMART: 
http://www.kidsmart.org.uk/digitalfootprints/

https://www.commonsensemedia.org/
http://www.kidsmart.org.uk/digitalfootprints/


Internet Safety



Tween Social Connections



21st Century Social Connections



Online Interactions



Traffic Light Technique



Scenario One

Kenny is 11 and enjoys playing an online game. Some of his 
friends also play and they often log in from their homes to 
engage in the game together.  Because it is massive, multi-
player online game, there are also many other people 
playing that Kenny and his friends don’t know. Most of the 
time, everyone is friendly to each other. One time, a player 
started making some rude comments about Kenny making 
some mistakes in the game. Kenny and his friends ignored 
the player and the player left the game. 



Scenario Two

Liz is 14 and plays soccer. During the summer, she goes 
to a soccer camp. After the camp, she receives a 
Facebook friend request from one of counselors—a boy 
who is 16 and plays soccer at the high school where Liz 
will attend in one year. She knows him a little from the 
activities he ran at the camp and he seems nice.  



Scenario Three

Cynthia is 12 and set up a Skype account. Almost 
immediately, she receives a message from a guy named 
Josh to connect on  Skype. She thinks it is someone she 
knows from school and accepts. But then “Josh” starts 
sending flirtatious messages via Skype chat and asking 
personal questions about where she lives and her age. 



Resources

Common Sense Media: Safe Online Talk 

https://www.commonsensemedia.org/

Stay Safe Online

https://staysafeonline.org/stay-safe-online/

That’s Not Cool

www.thatsnotcool.com

https://www.commonsensemedia.org/
https://staysafeonline.org/stay-safe-online/
http://www.thatsnotcool.com/


Cyberbullying and Digital Drama



Reflect
How would you describe the behavior in the video?



Reflect
How would you describe the behavior in the video?

Padlet Responses

https://padlet.com/rubin/vms5gsnlvhd7


What is Cyberbullying and Digital Drama?



What is Cyberbullying?



What is Digital Drama?



How Can We Help?

1) Stop

2) Tell

3) Save

4) Block



Follow the Golden Rule



Resources
Common Sense Media: Cyberbullying/Digital Drama
https://www.commonsensemedia.org/

Stop Cyberbullying
http://www.stopcyberbullying.org/

Stay Safe Online
https://staysafeonline.org/

Cyberbullying Research Center
http://cyberbullying.org/

https://www.commonsensemedia.org/
http://www.stopcyberbullying.org/
https://staysafeonline.org/
http://cyberbullying.org/


Risky Online Relationships
Session Goals

• Compare and contrast stereotypes and realities 
when it comes to Internet “stranger danger”

• Discuss guidelines for determining safe online 
relationships, especially with strangers or casual 
acquaintances

• Discuss how to avoid risky online behavior



Risky Online Relationships

https://flipgrid.com/klk9acm

https://flipgrid.com/klk9acm


Terms
RISKY Potentially harmful to one’s emotional or 

physical well-being

ONLINE PREDATOR A commonly used term for someone who uses 
the Internet to develop inappropriate 
relationships with kids or teens

STEREOTYPE A popular belief about a group of people; 
based on assumptions that are often false

MANIPULATE Trying to influence somebody to do something 
they might not otherwise do, for one’s own 
benefit



Online Predators



Common Stereotypes

• Online predators are creepy old men

• They are interested in sexual things with little 
kids

• They pretend to be kids online and convince 
other kids to do things that they don’t want to do

• They try to gain kids’ trust and lure them offline 
to kidnap them



Facts that Debunk
Online Predator Stereotypes

• Teens (ages 13 to 17) are more at risk for online solicitations 
than “tweens” or children

• The majority of online solicitations come from teens 
themselves, or from young adults (ages 18 to 25)

• Adults that solicit teens are usually up-front about their true 
age and intentions

• Risky online relationship don’t always involve total strangers, 
sometimes they involve people teens have initially met offline



Safeguarding Your Student 
Against Risky Online Relationships

• Teach your student not to flirt with people they 
don’t know

• Make sure your student feels safe telling a 
trusted adult

• Talk to your student about healthy relationships

• Look for warning signs



Resources

Risky Online Relationships

https://www.commonsense.org/education/lesson/risk
y-online-relationships-9-12

Internet Safety 101

http://www.internetsafety101.org/predatorsrisk.htm

https://www.commonsense.org/education/lesson/risky-online-relationships-9-12
http://www.internetsafety101.org/predatorsrisk.htm


Scams and Schemes

Session Goals:

• Understand what identity theft it

• Importance of safeguarding your student against it

• Recognize strategies scam artists use to access 
private information 

• Be able to safeguard your student against phishing 
and identity theft



What is Identity Theft?

IDENTITY THEFT A TYPE OF CRIME IN 
WHICH YOUR PRIVATE 
INFORMATION IS STOLEN 
AND USED FOR CRIMINAL
ACTIVITY



Epidemic of Child Identity Theft



PADLET RESPONSE

http://tinyurl.com/yclx9rag



What Kinds of Personal Info Do 
Identity Thieves Look For?

• Full name
• Date and Place of Birth
• Current and Previous Addresses
• Phone Numbers
• Driver’s License and Passport Number
• Account Numbers – Banking or Credit Cards
• Companies where you hold accounts – Amazon, Paypal
• Passwords
• Social Security Number



What Do Identity Thieves Do With 
Your Child’s Personal Information 

• Open Loan and Credit Accounts

• Open Utility Accounts for their Home

• Purchase Property / Mortgage Loans

• Apply for Drivers License

• Register Vehicles



What to Look Out For: 
Phishing Scams

PHISHING WHEN PEOPLE SEND YOU PHONY 
EMAILS, POP-UP MESSAGES, SOCIAL 
MEDIA MESSAGES, TEXTS, CALLS, OR 
LINKS TO FAKE WEBSITES TO TRICK 
YOU INTO GIVING OUT YOUR 
PERSONAL AND FINANCIAL 
INFORMATION



Strategies to Avoid Phishing Scams
• Avoid opening the message or email in the first place.

• Don’t click on any links or download any attachments.  They 
may contain viruses or spyware.

• Don’t reply.

• Mark as “junk mail” or “spam” for your email provider, or 
report it to your social network.

• If you are concerned about an account you have with a 
company, contact the customer service department of that 
company by phone.

• Verify the company’s contact information elsewhere online. 



Federal Trade Commission
Consumer Information

You can go to www.ftc.gov/idtheft for help if you or 
your student find that your identity has been stolen.

Forward any spam emails you receive to spam.uce.gov.

http://www.ftc.gov/idtheft


Resources

Common Sense Media:  Scams and Schemes 
https://www.commonsense.org/education/lesson/sca
ms-and-schemes-6-8

Fox Business Network – The Epidemic of Child Identity 
Theft 
https://www.youtube.com/watch?v=mWFq5Hq6OFE

https://www.commonsense.org/education/lesson/scams-and-schemes-6-8
https://www.youtube.com/watch?v=mWFq5Hq6OFE


Which Me Should I Be?

Session Goals:

• reflect on the benefits and risks of your student 
presenting their identities in different ways online

• evaluate – from an ethical point of view – the 
feelings, motivations, contexts, and possible 
outcomes associated with your student adopting 
different roles online

• judge whether certain ways your student may 
present themselves online are harmless or harmful



What is Identity?

IDENTITY ALL OF THE FACTORS THAT 
MAKE UP WHO YOU ARE



Keys Terms
EXAGGERATE TO SAY THAT SOMETHING IS MORE 

OR GREATER THAN IT ACTUALLY IS 

DECEIVE TO MISLEAD OR FALSELY PERSUADE 
OTHERS

MOTIVATE TO HAVE A REASON OR PURPOSE TO 
DO SOMETHING

CONSEQUENCES RESULTS; SOMETHING THAT 
HAPPENS AS AN EFFECT OF A 
CERTAIN CAUSE

ANONYMOUS HAVING AN UNKNOW IDENTITY



Henry’s Story:  
Creating Online Identities



Padlet Response

http://tinyurl.com/ycl8rh82



Case Study 1

Jolie, who is 12, creates a fake social networking 
profile with a different name that says she’s 18. She 
uses a photo where she’s dressed up and wearing 
sunglasses, so it’s hard to tell how old she is. She 
starts a relationship with an older guy she meets 

online. He’s really fallen for her and wants to meet 
her in person. 



Case Study 2

Brian likes to chat on a sports fan site that has IM 
(instant messaging). People only know him by his 

screen name, so no one knows his true identity. Brian 
likes to start debates in chat rooms by responding to 

people’s posts about the best teams, players, and stats. 
He sometimes says things he wouldn’t say offline. A 

couple of times he has said bad words and called 
people stupid. 



Parent Discussion Tips
• Talk to your student about online anonymity.  Just because your kid is 

disguised doesn’t mean they can’t be identified.

• Let your student know even if they are disguised they are accountable for 
their action.

• Ask questions about your student’s online identities. Why did they make the 
choices they did?  

• If your kids’ avatars or screen names concern you, talk with them.  Their 
identities can mean something deep, or be the result of a whim.

• Identities grounded in hatred, violence, illegal activities, or risky sexual 
behavior should be avoided entirely.  No child needs to be associated with 
unhealthy or unethical behavior.

• Ask your student to think about who they want to be in their online life. Is 
the digital identity they’re creating now how they want to be perceived? How 
about in 5 years? In 20 years?



Resources

Common Sense Media:  Which Me Should I Be?

https://www.commonsense.org/education/lesson/whi
ch-me-should-i-be-6-8

https://www.commonsense.org/education/lesson/which-me-should-i-be-6-8

