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C.L.L.C.K.S. - Children Learning Important Cyber Knowledge and Safety

gouaQ
Let’s Be Good Digital Citizens!

* All participants — except the presenter — will be muted during the presentation

Part I: Tips & Information for Parents
Part Il: Q&A with the Experts

* Please hold asking “live” questions until the end

* Feel free to put your questions in the chat room

www.fultonschools.org/homeinternetsafety March 21, 2023



Dr. Emily Bell Heather Van Looy Tina Criss Special Agent Jackie Gittins
Moderator Fulton County Schools Banneker High School Georgia Bureau of Investigation
Fulton County Schools Director of Media & Educational Child Exploitation
Chief Information Officer Instructional Technology Technology Instructor & Computer Crimes Unit
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Fulton County Schools graduate

15 years of experience teaching in FCS

9 years leadership experience in FCS

Fulton County Parent

Heather Van Looy

Fulton County Schools
Director of Instructional Technology

www.fultonschools.org/homeinternetsafety March 21, 2023






Fulton County Schools’
Commitment to
Digital Citizenship

~

education

common sense

DISTRICT

2021-2023

« Common Sense Education District
recognition since 2016

 Annual certification for all schools

* Lessons in all grades (K-12)
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PRIVACY & SECURITY

We care about
everyone's privacy.

Created by Common Sense Media and Project Zero
(Harvard Graduate School of Education)

We define who we avre.

* Guided by research

« Addresses real challenges and digital dilemmas of words & actions.

faced by students

CYBERBULLYIMG, DIGITAL DRAMA & HATE SPEECH
We are kind & Courageous.

 Organized around 6 core topics

NEWS & MEDIA LITERACY

@ ggnmsrgon ‘o We are crifical
education thinkers § creators.
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The Digital Landscape by the Numbers*

Among O- to 8-year-olds, proportion of average daily screen
pr On average, children 8 and younger use about tirme devoted ko .
O two and a half hours (2:24) of screen media a day.

Children under 2 - 0:49
W TV (=
Jdlml L

B Rezading (electronic)

Video-chatting

B Othersunknown

Amount of daily screen use, not including for school or homework

By socioeconomic status

( = 4 hours, 44 minutes Tweens inhigher-income homes: 3:58

Tweens in lower-income homes: 5'49

s oun ople in lower-income homes usea neacly bwo common
o Teens: 7 h““rsl 22 mln“tas };egh:rfnf sr::Ireen rr-e::liaa-:IZ:.rthan their peI:rts in O\/ Sgl‘lset
sghar-income homes. e uca |On

Mate: Towes kcome” is <EIS000; “higher income” 5 300000+ pev e
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in our digital lives.

 Important to consider the type of screen time in which students engage:

— Passive Consumption — watching TV, listening to music

— Interactive Consumption — playing games, browsing the internet

— Educational - educational software, schoolwork & homework

— Content Creation — using devices to create something (art, music, video, infographics)

« How do we find a happy balance between online and offline activities?
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 Create screen-free times and zones

 Try parental controls

 Establish clear family rules

« Watch and play together

 Help identify healthy behaviors and reflect on how they feel

« Model the behavior you want to see

www.commonsense.org/education/famiIv-resou rces
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http://www.commonsense.org/education/family-resources

 TIME
— Parents can restrict the time spent on a device

« ACCESS
— Parents can enable parental controls so block
and filter inappropriate sites

- PASSWORD PROTECTION

— Parents can help children choose passwords
that meet complexity requirements

www.fultonschools.org/homeinternetsafety March 21, 2023
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 Graduate of Fulton County Schools
 Children attended Fulton County Schools

« Worked in Fulton Schools for past 7 years as METI;
first career was advertising consultant and project manager

 Laura Bush Grant Recipient

« Serve as School Lead on FCS Vanguard Team and on

FCS METI Advisory Committee Tina Criss
Banneker High School

Media & Educational Technology Instructor

www.fultonschools.org/homeinternetsafety March 21, 2023



COMMON SENSE® DIGITAL CITIZENSHIP CURRICULUM

A 1.

-
2 ¥ oY -~ ’\f ~ ~ -~
- \-/ \-’ \A’ -“‘ -“‘ \-/ - W -N./ \-’ L B

—
- - ~

-y, -

_— s v e ¥y =

S’

What is the Role of Digital Media in Your Life?

— Students examine the positive and negative impacts
from digital media

— Students brainstorm ways to unplug

Grades 6-12 Family Tips
Model the behavior you want to see.

Tweens and teens learn more from watching adult behavior than listening to lectures.
Consider how you use your devices and other media, and make changes if your use doesn't
follow your expectations for your kids.

T —

This Photo by Unknown Author is licensed under CC BY-SA-NC
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https://technofaq.org/posts/2019/09/how-parents-can-protect-their-children-when-playing-mobile-games/
https://creativecommons.org/licenses/by-nc-sa/3.0/

COMMON SENSE® DIGITAL CITIZENSHIP CURRICULUM
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How Do We Protect Our Online Reputations?
— Students will learn about phishing and other online thefts that can occur

— Students will discuss why certain apps/websites have an age restriction

— Students will learn about the type of information being collected about
them on different apps/websites

Grades 6-12 Fawmily Tips
Read the fine print.

Find the privacy policy of your kid's favarite app and read it together. Is it clear or complicated? Can
you tell what information the company collects and what they do with it? Are they selling it? Storing

it? Keeping it safe?

T —
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COMMON SENSE® DIGITAL CITIZENSHIP CURRICULUM

— -
_AA-IAP a R 4 a B 4 r

" WY W

H\ -~
~ o~ ¢ ~
AL 1AL 1B L. A Al ABRIiI1EBLA B _BL L 2
p— - 4

Who is Looking at Your Digital Footprint?

— Students will analyze what their digital footprint is and how it can
affect their future (digital reputation)

— Students will reflect on their responsibilities to both their own and share cdre\“ully
others’ digital footprints 5 ¥

Grades 6-12 Family Tips
Be a role model.

Before you post a photo of your tween or teen on social media, ask them if it's OK to share. Mot only

will you give them control over their own digital footprint, you'll be showing them what you expect
them to do with others' photos.

T ——
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The Importance of Civil Communication Online

— Students will learn strategies to keep conversations civil online: C.0.0.L.
- Calm
- Open-minded
- Only focused on the ideas
- Listening actively

- Students will recognize and brainstorm responses to
"red flag feelings" when using social media

Grades 6-12 Family Tips
Give them the right words.

Kids learn about appropriate verbal and physical communication from watching you. But online

conversations can be invisible. Occasionally, narrate as you're writing texts or social media

comments when vour kids are in earshot.

S —
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What You Send In That Moment When...

— Students will problem solve a variety of ways to respond to
cyberbullying and hate speech

— Digital dilemmas will be explained: a digital dilemma is a situation
in digital life where it's not always clear what's best to do

Grades K-12 Family Tips
Check in about online life.

Just like you'd ask your kid about their sleep, exercise, and eating, stay on top of their online life.
Who are they chatting with? How do people treat each other in the games and on the sites they're
using?

T —

www.fultonschools.org/homeinternetsafety March 21, 2023



COMMON SENSE® DIGITAL CITIZENSHIP CURRICULUM

News & Media Literacy

How Do We Identify Credible and Trustworthy Information?

— Students will learn to analyze media for credible sources
—  Why do you think it's important to get the full story before reacting to or sharing breaking news?
—  Why would someone want to make a fake video?

— Lateral web searches

~ Grades 6-12 Family Tips
Encourage healthy skepticism.

Help tweens and teens analyze the messages around them -- from Instagram posts to news

headlines -- and question the purpose of the words and images they see. Teach kids how to use fact- Real or Fake -

checking tools like Snopes and FactCheck.org.

\/
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Internet Safety for Parents




About Agent Gittins

10+ years of law enforcement experience

 Previously a Child Abuse Specialist at the
GBI Milledgeville Field Office

« Trains law enforcement personnel,
students, and parents about various
topics concerning cyber safety, crimes
against children, and human trafficking

» Keeps current on issues involving the
exploitation of children, child abuse, and

Special Agent Jackie Gittins

e Georgia Bureau of Investigation
human trafficking trends Child Exploitation & Computer Crimes Unit



How to Protect Your

ee000 Verizon LTE 2:50 PM 97 % )
Setti Wi-Fi
Home Internet — WI-F| (Sefngs  WiF
* Password protect your wireless account! Wi-Fi O
e Use a complicated password
e ) CHOOSE A NETWORK...
* Use a Password Manager to manage all .
passwords Merry a= ()

* Do NOT share your password with
others

* All internet activity will be traced back to
your account and residence

* If you do share, consider changing your

Known networks will be joined automatically.
password If no known networks are available, you will
have to manually select a network.

Other...

Ask to Join Networks




How Can You Keep Your Children Safe Online?

Teach child how Set parental Periodically Take phone Educate Cell phone
to be safe controls on examine child’s away at night yourself about monitoring
online child’s phone phone popular apps tools
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For more Tesources, visit
CoByht £2040.2019 Ky

cT
Set some groung rules,
Establish clgar Euidelines
like what Pes of sites, kigs
N Visit, apps they pan
toad, and when they can

have atcess 1y electronics,
Consider “biagkoyy periods
that raquire disconnection,

Research hefore you buy,
It impartant ty e N about a

Bice's capabilities befare yoy
Bury. Wil it alloyy unknown paople
to comimun;

Go beyond safeguards,
Instaliing manitoting software
doesn't Buarantes your chj i will
be safe oniine, Time, attention
and active Conversation are the
best tools 1o Protect them,

REPORT]

f your kids are dealing with
berbullies or Potential anling

enticement, Teport it to the

Website, cell phang Provider, jay

enforcement gr (.‘yhamplins.org

NetSmaytz

LEARN

Know the Platforms,

Onling enticement happens
acrss alf Platforms, sp pe £
of the sites, Eaimes and. apps
your ehildran frequent. Ask them
ta show yoy how they uee them,

Be proactive,
Teath your kidg 10 £pot common
tricks used by onling offanders,
In NCME CyberTipling reparts,
the most EOMmon tactics useq to
Enttice a child anfing W

xual

nversation /roleplay as 5
Erooming methog,

images of
themseives, o Offering to
mutuai| hange images.

* Developi E 8 rapport with the
child th rough complimants
and othar SUpport
behaviors sy

* Sending unprompted Senully
explitit images of themsaives,

s Prelendinglo be younger,

* Offering incentives for
explicit content,

Spot the Reg Flags,

Achild who i experiencing

onfine enticemgny may be:

. Spendvnginmeasing!imeunline.

* Getting upset when he or sha is
nat aliowed on their o, ice,

* Taking extry StEpS 10 conceg)
what @ daing anling,

* Rece Bifts from Reapls
You don't kg,

Wsdnglm‘nrgmels:mnz

a0d hiree, 4 g

Talk about jt1

Your kids might not tefy you
everything, but gy anyway,
Regular Corversations aboyt. safety
£angoalong way in i i

frust and com Munication

Get Invoiveq,
Chaﬂenge them to a guer, Fyou
have kig wh Jike tg iy online
2ames, ask if You can play, tog,
When yoy Tespact their interests,
they're mare ji kely to Tespact
Your rules.

Dan't pull the Plug.

because the,  May have made
mistakes onling dogsn't s

the problem, Taly to them abayt
Protecting themsalyes and
respecting others. onine,

e ]

ey,




Parental Controls prevent children from
accessing inappropriate, unsuitable, or
illegal content online.

Can be implemented in the following ways:

* Computer operating system (Windows,
Apple)

Internet Service Providers (AT&T,
Charter, WOW, etc.)

Electronic device settings (cell phones,
tablets, gaming consoles, etc.)

Search engine settings

Chat software settings




Apple iPhone Parental Control Settings

U FaceTime

B Camera

° Siri & Dictation

olelelolelMelelelelelelele

Allow built-in apps and features

You can restrict the use of built-in apps or features. If you
turn off an app or feature, the app or feature won't be

deleted, it's just temporarily hidden from your Home Screen.

For example, if you turn off Mail, the Mail app won't appear
on your Home Screen until you turn it back on.

To change your Allowed Apps:

1. Go to Settings and tap Screen Time.
2. Tap Content & Privacy Restrictions.
3. Enter your Screen Time passcode.
4. Tap Allowed Apps.

5. Select the apps that you want to allow.

Keep kids safe
on the Internet.

Set your kids’ devices

to limit adult content

or open only websites
that you select.

Unrestricted Access
Limit Adult Websites

Allowed Websites Only

You can also install
special web browsers
that re designed to
display only kid-
friendly content

Prevent App Store
Purchases.

You can also prevent your
child from being able to
install or delete apps,

make in-app purchases, and
more.




Setting Limits
on Screen Time

Screen Time lets you know
how much time you and
your kids spend on apps,
websites, and more. This
way, you can make more
informed decisions about
how you use your devices,

and set limits if you'd like to.

¢ Screen Time Jesse Cavanna

See All Activity

P?wn-nrf'.ey .
=3 App Limits
4 Sett 2 hirmits for apg

Communication Limits

@ Content & Privacy Restri

h55M  oemomemven

G Always Allowed

ctions
tent

Qude Website Data

Update, Update,
Update!

iPhone is designed to
protect your data and your
privacy. Built-in security
features help prevent
anyone but you from
accessing the data on your
iPhone and in iCloud.

a

General Software Update

I

Automatic Updates

i0S14.8
Apple Inc.
9218 MB

This update provides important security updates
and is recommended for all users.

For information on the security content of Apple

software updates, please visit this website:

ps://support.apple.comfkb/HT 201222

Download and Install




Parents:
Do you know which apps are
on your child’s cell phone...
and what each app does?

FIFTEEN APPS

PARENTS SHOULD KNOW ABOUT

MEETME
MEETRIE 15 A& DATING
SOCIAL MEDHA AP THAT
ALLOWS USERS TO
CONNECT WITH FELPLE
BASED OM CEOGRAPHIC
POOXIMITY. AS THE
APPFE NAME SINCCESTS
USERS ARE
EMCCHMIACED TO MEET
EACH OTHER IN PERSOMN

WWIIATEADD
WHATSARS |
POPULAR MESSACING
APE THAT ALLOWS
USERS TO SEND TEXTE
PHOTOS. MAKE CALLS
AMD VIDED

CHNECTION ON SMART
PHONES AMND
COMPUTERS.

BUMBLE

BUMELE 15 SIMILAR TCr
THE MOMULAR DATIMNG

APP TIHDER" HOWEVER
IT REQUIRES WOMEN TO
MAKE THE FIRST

CONTACT HIDS HAVE
BEEW KM TO USE
BUMBLE TC EATE

FAKE ACOOUNTS ARD
FALTIFY THEIR ACE

LIVE.ME

LIVE ME 1S &
i LAVE-STRIEAMING Vil
- THAT USES
MCATION TO SHARE
i DECS 30 USERS CAN
FIND OUT &

3 RAY MINOGS FOR
TS

Y
USERS TO ALLOW

MO OIS PECPLE T
ASHK THEM QUESTIONS.

QsKfn

GRINDR SKOUT
GRINDE 15 A DATING APP
CEARED TOMARDS CAY
i AND TRANSCERDER
FEDQPLE. THE APS CIVES
USERS CPTIONS TO
CHAT SHARE PHOTOS
AND MEET UF BASED OM
A SMART PHOMES CPS
LOCATION

TIKTOK BADOO

TIETOH 15 & MEW MOBILE
DEVICE APP POPULAR
WITH K0S USED FOR
CREATIMG AND SHARIMG
SHOOT VIDEOS. WITH
VERY LIMITED PRIVACY
COMTROLS. LISERS ARE
VULNERABLE TO

BULLYING AND EXPLICIT
COMTENT

SNAPCHAT Kl

WK
SMAPCHAT |5 ONE OF
THE MOST POPULAR
APPS 1N RECENT YEARS
WHILE THE ARFP
PROMISES USERS CAN
TAKE A F TONIDED:
AND IT WILL DISAPPEAR
NEW FEATURES

INCLUDSHG STORIES
ALLOW USERS TO VIEW
COMTENT FEOR UP TO 24

HOLLA —
HOLLA IS A
SELF- PROCLAIMED

W

Gk TED WiTH
=T TR 5. EXPLIC
CONTENT AND MORE

CALCULATOR%G

CALCULATON: 15 CMLY
ONE OF SEVERAL
SECRET APFS LISED TOD
HEDE PHOTOS, VIDEDS
FILES AND BROWSES
HESTORY

SHOLIT |5 &

LOCATION - BAZED
DATING APP AND
WEBSITE. WHILE USERS
WNDER 17-YEARS-OLD
ARE UNARLE TO SHARE
PRIVATE PHOTOS. KIDS
CAM ILY CHEATE AN
RCODHURT USENG A
DIFFERENT &GE

BADDD 15 A DAETING AND
SOC HETWORE

L

AR WHERE USERS CAN
CHAT, SHARE PHOTOS
AMD I

EDE AND
CONMECT BASELD

HHOWHN TDCREATE
PROFILES

KK ALLEWS ANYORE TO
COMNTACT AND DHRECT
MESSACE YOUR CHILD
KIDG CAN DYPASS
TRADITEINAL TEX
MESSACING FEATURES.
KK L E
UMLIMIT CCESS TO
ANYOME ANTWHERE
AMYTIME

WHISPER 15 AN

ANORNYROUS SOCIA

RETWORK THAT

EROAGTE 8 Sl Bl baC
BT -

IR T

URACES USERS TO
E YOUIR PROI

CHECK CLIT PEOH

THEIR AREA AND

ANCERS

F THIS AP 1S TD




ark el

Social Media
Monitoring

Bark tracks conversations and
content on Snapchat, Instagram,
YouTube, Facebook, Twitter,
Pinterest, GroupMe, and more.

®@

24/7 Detection

Our service looks for activity that
may indicate online predators, adult
content, sexting, cyberbullying, drug

use, suicidal thoughts, and more.

IN PARTNERSHIP WITH PARENTS AND SCHOOLS:

5.9 million children covered.

¢

606 thousand severe self-
harm situations detected.

2.6 million severe bullying
situations detected.

Text & Email

Monitoring
Bark works with iOS and Android to
monitor texts, photos, and videos
for concerning interactions.

Parental Alerts
Get automatic alerts when Bark
detects potential issues, along with
expert recommendations from child
psychologists for addressing them.

O

Screen Time & Web
Filtering

Manage when your kids can access
the internet and which sites are
appropriate for them to visit.

Save Time, Build Trust
Bark saves you from manually
moigitoring your child’s activities,
respecting your time and your
child's privacy by only surfacing
potential concerns.

The Most Coverage of Any Monitoring

Tool

Bark helps families manage and protect their children’s online lives. We monitor 30+ of the

most popular apps and social media platforms, including text messaging and email, for signs of

digital dangers. Our screen time management and web filtering tools help you set healthy limits

around how and when your kids use their devices. Click here for an extensive overview of what

J0a
PEOC

Bark monitors.

android G 8 @
M e O kik

Boe09
@ v o

What Bark Monitors

Select your child's device to learn more about what Bark monitors:

L 4

(.l iOS Devices

(und,dd Android Devices

( Amazon Fire

Cm Laptops & Computers
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Filter websites

w

Block access to specific websites or even whole categories.

Misspuc & CRIME CHILD RESCUE
EXFLOITED STOPPERS COALITION m m

. Colin
«» ) ?-:-.-;in Jaramy 3Fmin g

£ Sattings Parental controls

Colin’s

!

stop talking to us ur 5o
lame

Location

] Son recammanded acticns

Recent Activity
Was this issue helpful?

@ Arrived at Home
Fea

@ Checked-inat 123 Main 5t .
o

@ Checked-in at 555 Bark Blvd,

Set location alerts Monitor content Manage screen time

Get notified when your kid arrives at or leaves a set location. Create custom daily screen time schedules for your child’s device.

Get alerts for issues like bullying, predators, sexual content, and more.



Results From Our 2020 Case Study

In 2020, Bark analyzed more than 2.1 billion messages across texts, email, YouTube, and 30+ apps and social
media platforms. Read the full report from our 2020 case study. These findings exclude school-based

accounts.

Violence

88.5% of tweens and 94.1% of teens
expressed or experienced violent subject
matter/thoughts.

&o

Drugs/Alcohol

8.0% of tweens and 91.1% of teens engaged
in conversations surrounding drugs/alcchol.

o5
Mental Health

45.5% of tweens and 66.3% of teens engaged
in conversations about depression.

&S

Self-Harm/Suicide

41.4% of tweens and 66.6% of teens were
involved in a self-harm/suicidal situation.

B

Bullying

76.7% of tweens and 82.0% of teens
experienced bullying as a bully, victim, or witness.

X%X

Sexual Content

70.9% of tweens and 87.9% of teens
encountered nudity or content of a sexual nature.




How to Report Inappropriate Internet Activity

MISSING & GET HELP THE ISSUES OUR WORK EDUCATION SUPPORT US Q
EXPLOITED
[ E GetHelpNow P CyberTipline

Is a child

NATIONAL CENTER FOR

belngl se‘xuul!y MISSING %‘
exploited online? AR Lo REN

CyberTipline

Report It Here CyberTipline.org + 1-800-THE-LOST"

https://report.cybertip.org

DONATE

Report an incident

Infarmatien grlered inba this repoet woll bl madg aymlable 1o ey enloecomand Tos
poESinhE iPrRcEStRjElI0N. YOu Can cominet the Matione Cemer 1od Misseng & Explibed

Childeen 24 Fpurs & clay ad 1-B- TRIE-LOEST [1-BO0-H40y- UG TE)

& pperp e b Deade peal Tier ool b e
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Knowledge & Safety

children safe online

Dr. Emily Bell Heather Van Looy Tina Criss Special Agent Jackie Gittins
Fulton County Schools Fulton County Schools Banneker High School  Georgia Bureau of Investigation

www.fultonschools.org/homeinternetsafety March 21, 2023
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