Master License and Service Agreement

This Master License and Service Agreement ("Agreemert” or "MLSA") is made and
entered into by and between Buncee LLC ("Vendor"), having its principal offices at 170 Montauk
Highway, Speonk, NY 11972, and the Board of Cooperative Educational Services for the First
Supervisory District, Erie County ("Customer"), having its principal offices at 355 Harlem Road,
West Seneca, NY 14224, Vendor and Customer are sometimes referred fo herem individually,
as a "Party,” and collectively, as the "Parties."

Boards of Cooperative Educational Services ("BOCES"), including Customer, are
municipal corporations organized and existing under Section 1850 of the New York Education
Law, and are authorized to provide cooperative educational services to school districts in New
York State pursuant to cooperative educational service agreements ("CoSers") approved by the
New York State Education Depariment.

Regional Information Centers ("RICs"}, organized and administratively aligned under a
BOCES, provide shared technology and other educational support services on a regional basis
to its BOCES' component school districts, and to other BOCES and school districts located within
the RIC's respective region.

Cooperative educational services provided by a BOCES (by the BOCES itself, or if
applicable, its respective RIC) include shared computer services, software, and technical training
and support that are provided to school districts that enter into applicable CoSers.

Customer is authorized to issue requests for proposals, award and enter into contracts for
the purchase of instructional software applications that can be made available to school districts
as part of applicable approved CoSers, on behalf of itself and other BOCES across New York

-State thatparticipate in a statewide Instructional Technology Confract Consortium ("NYSITCC").
Through Customer's procurement process, Buncee LLC has been identified and accepted by
Customer as a provider of Buncee for Schools & Districts and Buncee Classroom, as more fully
described herein {the "Produci(s}").

As Customer and several other BOCES throughout New York State have expressed an
interest in offering the Product(s) to school districts as part of the applicable approved CoSers,
Customer wishes to make the Product(s) available through the NYSITCC. Accordingly, the
Parties have entered into this Agreement to set forth the terms upon which the Produci(s) will be

-made available by Customer to itself and to other BOCES and school d;stﬂcts through the
NYSITCC.

1. TERM andTERMiNATIOlN

11 Tenh of Agreement The Effective' 'Dete' of this Agreement shall be Ae}il' 14 '
2020. Theinitial term of this Agresment shall commence on the Effective Date and continue until

- 11:59 pm June 30, 2023 ("the Initial Term"), unless earlier terminated as otherwise set: forth

< herein.. The inltla! Term: may be extended for.successive renewal ‘terms ofthree (3) years (each
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a "Renewal Term") only by mutual execution by the Parties of either a written Amendment to this
Agreement, or, a new Agreement.

1.2  Termination of Agreement. Either Party may terminate this Agreement for any
reason prior to the expiration of its Initial Term (or the expiration of any Renewal Term) upon
ninety (90) days' written notice to the other.

1.3 Termination by Customer. Customer shall have the right to terminate this
Agreement at any time prior to the expiration of its Initial Term (or the expiration of any Renewal
Term) in the event of Vendor's failure to cure any default or breach of this Agreement within (30}
days written notice from Customer,

2. SCOPE OF SERVICES

Acting as an independent contracior, Vendor will provide the Product(s) as m8re fully
described and at the prices stated in Exhibit A, attached to this Agreement and incorporated by
reference. Any services related to the Product(s) to be provided by Vendor, including but not
limited to consulting, educational, hosting, system administration, training or maintenance and
support services ("Services"), shall be as more fully described within this Agreement and at the
prices stated in Exhibit A, attached fo this Agreement and incorporated by reference.

3. GRANT OF LICENSE

31 The Product(s) are provided under license. Vendor grants to Customer, as a
participating BOCES in the NYSITCC on behalf of the Western New York Regional Information
Center ("WNYRIC"), and to each other BOCES that is a participant in the NYSITCC (and, where
applicable, on behalf of its RIC), a non-assignable, non-transferable and non-exclusive license to
utilize the Product(s) pursuant to the terms and conditions set forth herein. Vendor further grants
to each individual school district that contracts for the Product(s) with a BOCES through the
NYSITCC by purchasing CoSer 6360 Instructional Technology Serviceand provides professmna[

development by plrchasing CoSer 6368 Model Schools, a non-assignable, non-transferable and ™~

non-exclusive license to utilize the Product(s) pursuant to the terms and conditions set forth

herein. For purposes of the licenses granted by Vendor pursuant to this Agreement, Customer,

each other BOCES, and each individual school district as described herein may also be referred

to individually as a "Licensee" and collectively as "Licensees." Licensees shall not assign,

sublicense or otherwise encumber or transfer the Product(s) without the prior written consent of

the Vendor. Nothing herein shall act to transfer any interest in the Product(s) to any Licensee,
- and title to and ownership of the Product(s) shall at all times remain with the Vendor.

3.2 Vendor may terminate the license granted to a Licensee under this Agreement if
the Licensee fails to comply with any terms and conditions of this Agreement that are specifically
applicable to that entity as a Licensee. Within five (5) days of receipt of such termination, the
Licensee shall return all materials related to the Product(s) and, to the extent applicable, arrange
with Vendor to remove the Product(s) from the computers located at the Licensee's sites or under
the direct control of Licensee. ‘

3.3 Vendor'warrants that it has full power and " authority to grant the nghts_ hereln N e

N descrlbed Vendors obligatiori and liability under thig Sechon 3'shall be to obtain any

Page 2 of 26



authorizationnecessary to make effective the grant of license to Licensees to use the Produci(s),
in such a manner or method as determined by Vendor, at Vendor's own cost and expense. -

4, USE of PRODUCTS, PROTECTION OF APPLICATION and CONFIDENTIAL
INFORMATION

4.1 Product(s) shall be utilized only at such licensed sites as shall be designated by
Licensees (or utilized in a cloud environment as designated by Licensees) and shall be used
solely for the benefit of Licensees. Licensees shall not permit or provide for transfer or
reproduction of the Product(s), or any portion thereof, to be placed on a computer not at the
Licensee's designated sites or under the direct control of the Licensee, by physical or electronic
means, unless specifically authorized by Vendor and/or as otherwise provided in this Agreement.

4.2 The Product(s} are protected by copyright law. Vendor hereby confirms that
Vendor is the owner of the copyright in the Product(s) described in Exhibit A, as well as an
authorized source or reseller for the Product(s) in the state of New York. Licensees shall not
make or allow others to make copies or reproduction of the Product(s), or any portion thereof in
any form without the prior written consent of Vendor andfor as otherwise provided in this
Agreement. The unauthorized copying, distribution or disclosure of the Product(s) is prohibited
and shall be considered a material breach of this Agreement.

4.3 Except as expressly stated herein, no Licensee may alter, modify, or adapt the
Product(s), including but not limited to translating, reverse engineering, decompiling,
disassembling, or creating derivative works, and may not take any other steps intended to
produce a source language state of the Product(s) or any part thereof, without the prior written
consent of Vendor.

4.4 Licensees shall be the sole owner and custodian of any information or data
transmitted to, received, or manipulated by the Produci(s), except as otherwise specifically set
forth in this Agreement. ' ' '

4.5 Confidential Information. Each Party will use the same degree of care to protect
the other Party's Confidential Information as it uses to protect its own confidential information of
like nature, but in no circumstances less than reasonable care. "Confidential Information” for
purposes of this subparagraph means any information that is marked or otherwise indicated as
confidential or proprietary, in the case of written materials, or, in the case of information that is

disclosed orally or written materials that are not marked,: by notifying the other Party of the .. ..

proprietary and confidential nature of the information, such notification to be done oralily, by email
or-written correspondence, ‘or via other means of communication .as might be appropriate.
 Notwithstanding the foregoing, (a) Confidential Information of Vendor shall include the Software

~and the terms of this Agreement (except those portions of the Agreement that Customer may be
required to disclose by law or legal process) and (b) the Confidential Information of Customer

shall include persenally identifiable information regarding: its and other Licensees' end:users:

provided in connection with the Product(s). Confidentjal Information does not include information
: which (a) was kriown to the receiving Party or in the public domain before disclosure; (b) becomes

e part of the public demain-after disclosure by a publication or-other means except by a breach of -

“this Agreement by the receiving Party; (c) was recsived from athird party under no duty or:.
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obligation of confidentiality to the disclosing Party; or (d) was indepsndently developed by the
receiving Party without reference to Confidential Information. Disclosures of Confidential
Information that are required fo be disclosed by law or legal process shall not be considered a
breach of this Agreement as long as the recipient notifies the disclosing Party, provides it with an
opportunity to object and uses reasonable efforts (at the expense of the disclosing Party) to
cooperate with the disclosing Party in limiting disclosure to the extent allowed by law.

48 Vendor Obligations Under NYS Education Law 2-d. For Student Data, or
Teacher and Principal Data, as such terms are defined in New York Education Law Section 2-d,
Vendor shall comply with all terms, conditions and obligations as set forth in the Data Sharing and
Confidentiality Agreement incorporated into this Agreement by reference as Exhibit D. In the
event that Vendor receives, stores or maintains Student Data, or Teacher and Principal Data
provided to it by a Licensee, whether as a cloud provider or otherwise, the Vendor assumes all
risks and obligations in the event of a breach of security of such data. Vendor shall not
subcontract or assign its obligation to store or maintain Student Data, or Teacher and Principal
Data provided to it pursuant to this Agreement to a third-party cloud provider unless granted
specific prior written permission from Customer.

5. REPRESENTATIONS, WARRANTIES AND DISCLAIMERS

51 Mutual. Each Party represents and warrants that it has the power and authority
fo enter into this Agreement and that the Party's execution, delivery, and performance of this
Agreement (a) have been authorized by all necessary action of the governing body of the Party;
(b) do not violate the terms of any law, regulation, or court order to which such Party is subject or
the terms of any agreement to which the Party or any of its assets may be subject; and (c) are
not subject to the consent or approval of any third party, except as otherwise provided herein.

5.2 Intellectual Property. Vendor warrants that use of the Product(s) does not
infringe any United States patent, copyright, or trade secret. Vendor willindemnify Customer and
any other applicable Licensee and hold it or them harmless from and against any and all claims,
actions, damages, liabilities and expenses in connection with any allegation that the use of the
Product(s) provided hereunder infringed upon any United States patent or pending application for

_ letters patent or constituted an infringement of any trademark or copyright. Customer or the other

Licensee, as applicable, will notify Vendor in writing of such suit, claim, action, proceeding or
allegation(s). Vendor shall have sole control of the defense. Customer or the cother Licensee,
as applicable, shall provide reasonable information.and assistance to the Vendor at the Vendor's
expense. ' :

5.2.1 Vendor shall have the right to make such defense by couhsél of its.

choosing and Customer or the other Licensee, as applicable, shall cooperate with said counsel
and Vendor therein. - . S : . .

5:2.2 If the Product(s) are held to infringe, or in Vendor's opinion is. likely to be
held to infringe, any- United States Patent or pending -applications for Letters Patent, or any
Trademark or Copyright, Vendor shall, in addition to its obligations as set forth in paragraphs 5.2

. -and 5.2.1 above; at its expense, (a) secure the right for Customer or'the other Licensee,~as.- .
- applicable, to continue. use: of the Product(s) or (b) replace or-modify the Product(s) to make-it: -
non-infringing. If commercially reasonable efforts to perform the foregoing are unsuccessful, ~
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Customer or the other Licensee, as applicable, shall be entitled to a pro-rata refund of fees paid
by Customer or the Licensee to Vendor pursuant to this Agreement, calculated as of the date
Customer or the Licensee, as applicable, was prohibited from using the Product(s).

5.2.3 Vendor shall have no obligation with respect to any such claim of.
infringement based upon modifications of machines or programming made by Customer or any
other Licensee without Vendor's approval, or upon their combination, operation, or use with
apparatus, data, or programs not furnished by Vendor by Customer or any other License . without
Vendor's approval. :

5.3  Warranties. Vendor represents and warrants that (a) the Produci(s) will perform
substantially in accordance with the specifications set forth in the then-current Documentation, if
any, for such Product(s), and that (b) the Services will be performed in a professional and
workmanlike manner. In the event of a non-conformance of the Product(s) or Services, reported
to Vendor by Customer or any other Licensee, Vendor shall make commercially reasonable efforts
to correct such non-conformance. In the event that Vendor is unable to correct such non-
conformance, Vendor will provide Customer or the other Licensee, as applicable, with
replacement or repair of defective Product(s), re-performance of Services, or a pro-rata refund of
fees paid pursuant to this Agreement, calculated as of the date of commencament of any pericd
of non-conformance.

5.4 Remedies available to Customer or any other Licensee for damage or loss to the
Product(s) shall be the repair or replacement of the Product(s) or a pro-rata refund of fees paid
pursuant to this Agreement, calculated as of the date of commencement of the damage or loss,
Vendor shall have no liability or responsibility for damage or loss to the Product(s) caused by any
alteration or modification by a Licensee not authorized by Vendor, or for damage or loss arising
out of the malfunction of Licensee's equipment or other software not supplied by Vendor,

55 Disclaimers. EXCEPT AS EXPRESSLY PROVIDED HEREIN, VENDOR
EXPRESSLY DISCLAIMS ALL OTHER WARRANTIES, WHETHER EXPRESS, IMPLIED, OR
5TATUTORY WITH RESPECT TO THE PRODUCT(S}) AND SERVICES, INCLUDING
WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE.
VENDOR DOES NOT WARRANT THAT THE PRODUCT(S) WILL PERFORM OR OPERATE
UNINTERRUPTED OR ERROR-FREE, OR THAT THE FUNCTIONS CONTAINED IN THE
PRODUCT(S) WILL MEET ANY LICENSEE'S PARTICULAR REQUIREMENTS OR PURPOSE.

56 Custorher Representations and Warranties. Customer hereby represent'and
warrants to Vendor: :

: . 5.6.1 Thatall BOCES that are participants in the NYSITCC, including Customer,
have agreed to be bound by the terms of this Agreement and perform their specific obligations as
participating BOCES herein. o

. 5:6:2. That all BOCES that are participants in the NYSITCC, including Customer, -~ |

will take reasonable measures to ensure that all of the sites used by BOGES and school district

Licensees within their jurisdiction-wilt meet the systems and network minimum requirements set- - oo e et

‘ -.:forth on Exhibit C, attached to this Agreement and made a part hereof. -~ - '

Page 5026



5.6.3 ThatallBOCES thatare participants in the NYSITCC, including Customer,
will take steps to ensure that BOCES and school district Licensees within their jurisdiction use
their best efforts to make staff available for training in how to utilize the Product(s) as requested
by Vendor.

5.6.4 That all BOCES that are participants in the NYSITCC, including Customer,
will provide Vendor with the name of a contact person (hereinafter referred to as the "BOCES
Contact”) wh3 will have the authority to act on behalf of the BOCES and chool district L,icensees
within their jurisdiction with regards to any questions or issues that may arise during the
installation or implementation of the Product(s). Unless directed by that BOCES Contact, the
Vendor will have no other contact within the BOCES regardless of previous working relationships.
The Vendor will provide written communication to the BOCES Contact if it plans to demo/visit a
BOCES or school district Licensee within that BOCES' jurisdiction. This communication will occur
a minimum of two (2) days prior to the demo/visit.

6. INDEMNIFICATION

Customer shallindemnify and hold harmless Vendorand its officers, directors, employees

* and agents and hold them harmless from any and all third party claims, liabilities, costs, and

expenses, including attorney fees and expenses, arising from or relating to any breach by
Customer ofthis Agreement. Vendor shallindemnify and hold harmless Customer andits officers,
directors, employees and agents and hold them harmless from any and all third party claims,
liabilities, costs, and expenses, including attorney fees and expenses, arising from or relating to
any breach by Vendor of this Agreement.

7. FEES AND PAYMENT

7.1 License Fees. In consideration of the licenses granted to all Licensees as
described herein, and the Services to. be performed by Vendor, Customer agrees that each
participating BOCES (including Customer) shall pay Vendor the applicable fees set forth ir_1_-___

Exhibit A on behalf of each Licensee within its jurisdiction that participates in the applicable
CoSers during any fiscal year within the [nitial Term of this Agreement or any Renewal Term.

7.2 Pricing. The fees set forth in Exhibit A shall be applicable during the period July
1, 2020 through June 30, 2021 (the first fiscal year within the Initial Termn of this Agreement). .

Vendor will provide to Customer proposed new pricing for each succeeding fiscal year
within the Initial Term ofthis Agreement (or each succeeding fiscal year within any Renewal Term)
by November 1 of each fiscal year, by notification to Michelle Okal-Frink, Erie 1 BOCES by e-mail
at contracts@e1b.org or by certified letter addressed to 355 Harlem Road, West Seneca, NY
14224. Michelle Okal-Frink will work with the Vendor to evaluate and accept pricing to- be
applicable during each succeeding fiscal year; however, in no event shall pricing increase by maore
than 2% annually. The Parties shali revise Exhibit A as nee ded to reflect any new prices as
mutually agreed. - If no notification is received by .November 1 -of any fiscal year, the fees
established for the then current fiscal year will remain in effect for the subsequent fiscal year.

s

T oo 1.8 Quotes.: Quotes applicable-to:ahy- BOCES or*schoéidistrict Licensees based on e
. thefees set forth in Exhibit A shail be provided to each BOCES Contact (including Customer's)

Page 6 of 26



or his/her designee. The Vendor wili not provide quotes directly to any school district Licensee.s
Each quote will reference the NYSITCC contract number. Each participating BOCES (including

Customer) will issue a purchase order to Vendor on behalf of each Licensee within its jurisdiction
that wishes to participate in the applicable CoSers.

7.4 Invoices. When invoicing Customer, Vendor shall send invoices addressed to
355 Harlem Road, West Seneca, NY 14224 (Attention: Business Office); any other invoices shall
be sent by V ndor to the oth r participating BOCES initiating the request. Vendor shallconta<::t
the BOCES contact at each other participating BOCES fo receive the proper invoicing addres.s
Payment shall be made by each participating BOCES (including Customer) within forty-five (45)
days of either completion of the activation of the Product(s) at the site of a Licensee, or the
implementation meeting for service.

7.5 Withdrawal. Vendor acknowledges that due to the nature of BOCES services,
individual Licensees may from time to time, during the Initial Term ofthis Agreement or any
Renewal Term, withdraw from or choose not to renew their participation in the applicable BOCES
service for a subsequent fiscal year. Each participating BOCES (including Customer) shall
provide written notification to Vendor of any such withdrawal or non-renewal by any Licensee
within its jurisdiction no later than thirty (30) days prior to its effective date {typically July 1sb,
without penalty. Upon receipt of notification, Vendor shall securely delete or otherwise destroy
any and all Protected Data received from that Licensee remaining in the possession of Vendor or
any of its subcontractors or other authorized persons or entities to whom it has disclosed the
Protected Data; if requested by the Licensee, Vendor will assist in exporting all Protected Data
previously received back to the Licensee prior to deletion. Vendor will provide Customer and the
Licensee with written certification from an appropriate officer that these requirements have heen
satisfied in full. For purposes of this subsection 7.5, "Protected Data" shallhave the same
meaning as set forth in the Data Sharing and Confidentiality Agreement incorporated into this
Agreement by reference as Exhibit D. Notwithstanding the non renewal or withdrawal of any
Licensee, the terms ofthis Agreement shall continue in full force and effectwith respect to
Customer and any other remaining BOCES or school district Licensees.

8. IMPLEMENTATION ASSISTANCE SERVICES AND TRAINING SUPPORT

81 Training. The Vendor will provide initial training, at no cost, to Customer's staff
and the staff of each participating BOCES so that they are able to turn key and train school district
Licensees using RIC/BOCES accounts or Produci(s) provided to the RIC/BOCES at no cost, at
four (4) sites during each year of this Agreement. These accounts will be fully active within the
. -system and not simply a training site. This training should be.in person and be robust whereas.

- the BOCES 'staff'developers are able to provide the support and professional development to the
. school district Licensee in order to promote a successful implementation. The Vendor will provide
on-site training -and instaliation to the BOCES: staff as. outhned in. Exhlblt 8 , attached and
mcorporated herein by reference.. -

: 8.2: - Use of Training Materlals Customer, allother partscnpatlng BOCES, and all * -
school distrlct Licensees may use the entire Vendor provided training materials, on an ongoing
. “basis: at ho cost:: Customer, all other participating BOCES, and all Licensee school districts may
- modify the Boecumentation for use solely within the L|censee schooi dIStriCtS that have purchased :

- the Product(s) pursuant to this Agreement. S : -
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8.3 Training logins & Sjtes. The Vendor will provide Customer and all other
participating BOCES the Product(s) or application logins and demo sites, at no cost, for utilizing
the Product(s) while training Licensee school districts. The Vendor will provide administrative
logins to Customer and all other participating BOCES for each Licensee school district in  order
for Customer and all other participating BOCES, as owners of the equipment/liceses, to manage
and maintain accounts as required by the State Department of Education. The Vendor will provide
updates and training e c_::h year for four additional sites throughout New York State for new and
current trainers fo be coordinated through Michelle Okal-Frink or her designee. Michelle Okal-
Frink or her designee must approve any marketing that would include the name and or logo of
Customer or any other participating BOCES.

9. TECHNICAL SUPPORTSERVICES

8.1 Technical support and updates provided by Vendor shall include assistance and
consultation by phone to assist Customer, any other participating BOCES, or any school dustnct
Licensee in resolving problems with the use of the Product(s}, at no charge.

9.2 Vendor shall provide support for the Product(s) for at least one (1) year following
any notification by Vendor to Customer, any other participating BOCES, or any school district
Licensee that the Product(s) hasbeen discontinued.

9.3 All requests for assistance to Vendor by Custorner, any other participating BOCES,
andfor any school district Licensee fo resolve probiems which cause the software to become
"inoperative” will be acknowledged by Vendor by phone within twenty-four (24) hours during
Vendor's normal support hours. For less severe problems, Vendor must acknowledge the request
for assistance by phone within forty-eight (48} hours.

9.4 Vendor also agrees fo provide the following technical support services to
. Customer, any other participating BOCES, and any school district Licensee:

_ 9.4.1 Toll Free Number support[1 (844) 957-0937]from 9:00 AM.to 5:0@-
P.M. EST (Eastern Standard Time).

94,2 Bug Correction - Vendor shall use its best efforts to correct any software
bugs in the.Product(s). Customer, any other participating BOCES, and any school disfrict
Licensee shail allow Vendor in each instance the opportunlty to make repeated efforts wsth:n a
reasonable time to correct any suchbugs. ‘ R

. 9.4.3 Training, free of charge, for technical staff of Customer and/or any other - .
-participating BOCES to install or upgrade any equlpment “This training can be provuded via -
webinar. S

10. APPLICABLE LAW.

- .. This Agreement shall be governed by, construed.and enforced in accordance with the ..

F _laws 9fthe State of New York without regardto that State's choice-of-law provisions. In the:event.. ... -

- adispute arises between the Parties in cohnection withithis Agreement, the Parties shalluse good
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faith efforts to resolve such dispute by negotiation. in the event the Parties are unable to resolve
such dispute by negotiation, the matter shall be venued in any court of competent jurisdiction
iocated in the County of Erie, State of New York and the Parties hereby agree to submit to
personal jurisdiciion in any such court.

11. FORCE MAJEURE

Notwithstanging anything to the contrary contained herein, neither Party shall h ve any
liability to the other Party for any default or delay in performance of its obligations hereunder to
the extent attributable to unforeseen events beyond the reascnable control of the Party. Such
events shall include but not be limited to, natural disasters or "acts of God;" war; acts of public
enemies; terrorism; flood; government action, orders or regulations; fire; civil disturbance or
unrest; work stoppage or strike; unusually severe weather conditions; disease, epidemic,
pandemic, outbreaks of infectious disease or any other public health crisis, including quarantine
or other employee restriction (each, a "Force Majeure" event). Vendor's performance of some or
all of its obligations hereunder may also cease at any time upon mutual written agreement
between the Parties. Any warranty period affected by a Force Majeure event shall be extended
for a period equal to the duration of such Force Majeure event.

12. CONSENT TO BREACH NOT WAIVER

No term or provision of this Agreement shall be deemed waived and no breach excused,
unless such waiver or consent to breach shall be in writing and signed by the Party granting the .
waiver or consent. If either Party grants a waiver or consent to abreach of a term or provision of
this Agreement, such waiver or consent shall not constitute or be construed as a waiver of or
consentio any otherorfurther breach ofthat term orprovision or any other different or subsequent
breach of any other term orprovision.

13. SEVERABILITY

If any term, clause or provision of this Agreement is held invalid or unenforceable by a
court of competent jurisdiction, such invalidity shafl not affect the validity or operation of any other
term, clause orprovision and such invalid term, clause or provision shall be deemed severed from
the Agreement.

14. RISKOF LOSS ORDAMAGE

Vendor and its insurers agree ata minimum o assume allrisks of loss and damage to the- -
Product(s) during transportation except for loss or damage caused by the gross negligence of
Customer, any cther pammpatmg BOCES and/or any school district Lecensee

Vendor assumes aII risks for injuries to or death of its employees and for damage to: ltS
tanglble property, excluding damage to data, while on the premises of, or traveling io or from,
facilities: of Customer, any .other participating-BOCES, and/or any school district Licensee. Vendor.

shall provide assistance to recover or resolve any damaged datato the reasonable sat:sfactlon
T of Customer; any other partacnpatsng BOCES and/or any school dlstrlct Llcensee L

45. AMENDMENT
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This Agreement may be.amended by Customer and Vendor provided that any such
changes or modifications shall be in writing signed by the parties hereto.

16. HEADINGS

The headings of the paragraphs and sections of this Agreement are inserted for
convenience only and shall not be deemed to constitute a part hereof.

17. NOTICES

Except as otherwise provided in this Agreement, all notices required hereunder shall be
in writing and sent by certified mail, return receipt requested to the Party at the address written
above, or such other address as noticed to the other Party.

18. CONFLICT OF INTEREST

Vendor represents and warrants that Yendor presently has no interest and shall not acquire any
in terest, direct or indirect that would confiict in any manner or degree with the performance of
vV endor s obligations under this Agreement. Vendor further represents and warrants that it has
not employed nor retained any person or company, other than a bona fide employee working
solely for Vendor or the Vendar's bona fide agent, to solicit or secure any agreement with any
other participating BOCES or any school district Licensee. Further, Vendor represents that
Vendor has not paid, given, or agreed to pay or give any company or person, other than a bona

fide employee working solely for Vendor or the Vendor's bona fide agent, any fee, commissipn

p ercentage , brokerage fee, gift, contribution, or any other consideration contingent upon or
resulting from the award or making of any agreement with any other participating BOCES or any
school district Licensee. Upon discovery of a breach or violation of the provisions of this
paragraph, Customer shall have the right to terminate this Agreement in accordance with
subsection 1.3, however, it may do so immediately and without providing Vendorthe opportunity
to cure such breach orviolation.

19. EMPLOYMENT PRACTICES

Vendor warrants that there shall be no discrimination against any employee who is
employed in the work covered by the Agreement, or against any applicant for such employment,
pecause of race, religion, color, sex, age or national origin. This shall include, but not be limited
. to, the following: employment, upgrading, demotion, transfer, recruitment, recruitment advertising,

lay-off, termination, rates of pay or other fools of compensation, and selection for training,
- including apprenticeship. Vendor shall insert similar provisions in any authorized subcontracts -
for the performance of Services covered by this Agreement,

20. EXECUTORY CLAUSE

This Agreement shall be deemed executory only to the extent of monies appropriated and -

. _.available to-Customer or any. other BOCES or school district: Licensee for the purpose of thig = =

Agreement, -and no'liability: on account thereof shall be incurfed by Customer or any other BOCES
or school district Licensee beyond the amount of such monies. The Agreement is not a general:
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obligation of Customer or any other BOCES or school district Licensee. Naither the full faith and
credit nor the taxing power of any school district Licensee is pledged to the payment of any
amount due or to become due under this Agreement. It is understood that neither this Agreement
nor any representation by any public employee or officer creates any legal or meral obligation to
appropriate or to make monies available from the purpose of this Agreement.

21. NON-ASSIGNMENT

This Agreement shall be binding on the Parties and on their successors and assigns.
Vendor is prohibited from assigning, transferring, conveying, subletting or otherwise disposing of
this Agreement, or its right, titie or interest therein, or its power to execute this Agreement or any
amendment thereto, or its power to perform the obligations required by this Agreement to any
other person or corporation without the previous consent, in writing, of Customer; and any
attempts to assign the Agreement without Customer's prior written consent are null and void.

22. ENTIRE UNDERSTANDING

This Agreement and all Exhibits attached hereto constitute the entire understanding
between Customerand Vendor.
IN WITNESS WHEREOF, the Parties have caused this Agreement to be executed by their duly

authorized representativesas of the dates set forth below.

Buncee LLC

&a_n_{ Guac-_[_;&

ame:

Pring

Tite:  Chief Operations Officer

Date: 04/14/2020

ERIE 1 BOCES |

Printed Name: James Fregelette

Title: Executive Director, Adminisirative Services & Operations

‘Date: . ‘(Pf ZY!“ |
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EXHIBIT A

Exhibit A - Price List
July 1, 2020 - June 30, 2021

Buncee is an award-winning creation and communication tool for students, teachers and administrators. Our all-in-one
technology empowers all users to easily create, and share visual representations of content, across grade, age and learning
levels. Buncee is a one-stop-shop to build media-rich lessons, reports, newsletters, presentations and so much more!

Buncee's web-based creation and communication tool, Buncee V.3, enables classrooms and administrators fo create, publish,
and distribute original and authentic content. Qur creation and communication tool is delivered through 2 main product plans:

Buncee Classroom: Includes the Buncee creation and communication tool, sharing functionalities, as well as the ability for
educators to create student accounts to extend Buncee’s creation experience to their students. Additional features include a
classroom dashboard, access to a template library, as well as the ability to earn badges. Classroom accounts are priced per
teacher with limited student seats, and are priced at MSRP for Lite, and two times MSRP for Plus. {Classroom Lite: 50
Students max, Classroom Plus: 150 students max)

Buncee for Schools and Districts: Our enterprise build includes everything in a Buncee Classroom Plan, in addition to
unlimited students, private access to Buncee’s Educational Resource Library, the ability to customize your organization’s own
tempiates and graphics library; and an administrative management dashboard to menitor user permissions and privacy and
synchronize rosters. :

Page 12 of 26



Pricing Structure

Buncee is pleased to offer affordable options for New York State schools to purchase from a BOCES statewide contract. The
options provide attractive volume-based discounts, and even extend this buying power to small districts with 500 or less.

Seven options are available for small to large schools/districts purcha

. ... for annual.software-as-a-service. subscriptions.

sing independently via their local BOCES. All pricing is

L T e il SRREAET VT L& T L N ST
Qpticn A: Opfion B: Oplion C:
Small Schoci/District Mid-Slzed Sehool/District | Mid-Large Schocl/District
(10 teachers) {30 teachers) (B0 tzachars)

5% 10% 20%

[ HH $I00058

Unlimited Unlimited Unfimited

pr S
additional " b i
teacher:
Dpflon D: Oplion E: Optien F: option G:
Large Schocli/District Mid-Sized District id-Large District Large District
{100 teachars) {200 teachers) (350 teachers) {500 teachers)

Price BRO0NE b BITEE FA00E

Discount 0% 40% 50% E0%

oty T Ens s B0

Numher of Unlimited Unlimifed Uniimited Uniimitad
Students

pce per satisaEhet B e SRR

a
teacher:
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Professional Development Pricing/Options

Buncee is pleased to provide an-array of options for initial and ongoing professicnal development support. It is our desire to
work in partnership with the BOCES to model thesel offerings after successful models already in place via ERIE 1 BOCES

Bnawme

(and subsequently other BOCES/RICs statewide).

On-line Virtual | Regularly scheduled sessions FREE
Professional available each week, opento
Davelopmant general audience.
Self-study Buncae self study resources ; FREE
approximately 20 haurs of FAQ
presented in text and video
format. Available 24x7x365
Train the Customized hybrid {onsite + FREE
Trainer - irtual) sessions designed for Buncee is pteased to offer a full 1rain the
BOCES school district andfor trainar modal to ERIE 4 and elhar

educetional service agency
professianal devslopment staff.
Includes a custom plan fo
tevelop axpartise ‘in-house” for
ongeing support of end users

g BOCES
We prupusa gighl trainings, which |ncluda
four initfal lrainings and four updats tramings
per year, to be held virtually or in person at
rotaling BOGES locations around the state.
These trainings will include customized
agenda covering (but not limited to}:
+ \Whatias Buncae? (show examplas)
« How tocreate a Buncee
» Howto addin {all serta) of multimedia
and resources
« Howto share a Buncee
+ How to use Buncee terplates 1o
craate a lesson for a given grade tevel
or subject area
+ How tointroduce students to Buncee
« Howto create a Buncee that offers
differentiated levels of instruction
s Creating templates for writing prompts
«  Using Buncee for project based
interdisciplinary research projecls
» Howto use Buncee Boards to creale
virtual resource centers for your
instructional program {i.e., Middle
Schaol, your STEM program, your
Career and Tech Exploration lab)
» \Whatig new in lafast Buncea updates.
« How o introduce teachers to Buncee,
review of available online professional
development resaurces, sharing of
professional development lesson plans.
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EXHIBIT B

Exhibit B - Sample Agenda

Teach the Teacher: Using Buncee to Voice, Visualize, and Document
Academic Success

Length: 8 hours ,

Intended Audience: Professional Developers who will then instruct Administrators
and/or K-12 Educators onboarded onto Buncee Classroom or Buncee for Schools and
Districts

Seats per Session: 25 Participants

Goal: Provide onboarded professional developers with a comprehensive review of the
Buncee application, including the uses, applications, and benefits of using Buncee in the
classroom and beyond.

Description: Join a Buncee team member to learn all about Buncee, a web and mobile
based creation and communication tool designed to help students visualize and voice
their thoughts and ideas, as well as to document their mastery of leaming standards.
During this hands-on session, participants will learn about all of the features available to
classroom users, including the Classroom Dashboard, Buncee Boards, Buncee Badges,
Ideas Lab, and how they and their students can create, share, and publish "Buncees."
Examples of students using Buncee to create content and communicate will be shared,
as well as use cases that demonstrate the dynamic ways classrooms around the globe
are utilizing Buncee to engage students in deeper learning. From global collaborations to
research presentations, math story problems, #booksnaps, and even digital storytelling,
Buncee's possibilities for the classroom are endless!

Participants will leave with the skills needed to teach administrators and educators how
to navigate the Classroom Dashboard, fiip lessons and assignments, create engaging
personalized lessons, and empower students to utilize Buncee to documenttheirsuccess
and creatively build their individual identity.

Agenda: 8 hours
1. Welcome and Introductions (5 mins)

2. Buncee Presentation (30 mins)
«  Qverview '
« Visual Learning with Buncee
« Enabling Student Voice and Choice with Buncee
+ Applications of Buncee in the Giassroom
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10.

« Community Engagement with Buncee
+  Examples, Grades K-12
-  Testimonials from Educators and Students

Demonstration of Buncee Features (30 mins)
» Creating with Buncee
+ Sharing and Publishing withBuncee
« Building and Engaging Audiences withBuncee Boards
» Earning and Sharing Buncee Badges
+ Navigating the Classroom Dashboard

Creating with Buncee (45 mins}
+ Creating with Buncee from Scratch
+ Creating with Buncee using Templates
» Resizing the Canvas
+ Buncee Toolkit
« Activity: Creating with Buncee

Break (15 mins)

Classroom Dashboard in Buncee (45 mins)
+ Creating Classes and Adding Students
« Grouping Students
+ Creating, Grading, and Giving Feedback on Assignments
+  Viewing Student Buncees
- Clip & Stitch
« Personalizing Assignments using Buncee
+  The View from the Student Dashboard

Sharing with Buncee (45 mins)
+ Sharing Options within Buncee
« Sharing Directly with Studentsrreachers
+ Creating, Sharing, and Interacting with a Buncee Board
«  Activity: Interacting With Buncee Boards, the StudentPerspective

Ideas Lab (30 mins)
+  Qverview of Ideas Lab
«  Example of How to Create a Lesson to use with Students in the
Classroom : :

Lunch Break (60 mins)

‘Buncee Doodle (30 miné)
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11.

12,

13.

14.

15.

« Activity: Participate in a Game of "What am | Reading" using Buncee
Features

Your Turn! (45mins)
+ Explore on Your Own
» Activities:
+ Create a Business Card
+  Create an "All About Me" (inciude Video and a QR Code}
+ Create a Review Quiz using MCQ to Share in aBoard

Inclusivity in the Classroom (30 mins)
» immersive Reader
» TTS
+ Speech to Text
+ Simple Sign-On
» Dyslexia Font
«  AltText

Break (15 mins)

Group Activity (45 mins)
» Break into Groups, Shareldeas
« Activity: Digital Story
« Decide on a Theme/Premisein the Group
+ Each Educator Creates 1-2 Slides of the Story
» Clip & Stitch Together, Adjust Slides to Make the Story Flow

Final Questions/Thoughts (10 mins)

. Please note: There are eight trainings, which include four initial trainings-and four update trainings per year, to be held virtually
or in person at rotating BOCES locations around the state. '
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EXHIBIT C

Technical Specifications:

Buncee's proposed product application is a web-and mobﬁe based creation and communication
tool that is both device and platform agnestic. In order to access the web application, a user
must be connected to the Internet from one of the supported browsers. A description of
additional technical requirements are described below.

Browser-specific Requirements:
The Minimum Browser Requirements to run Buncee are:
= Chrome 54+
»  Firefox 46+
» Safari 11+
» [Edge 17+

Hardware requirements:
On Windows workstations, Macs & Chromebooks, the minimum specifications required for
acceptable user performance of the Buncee application are as follows:
s CPU: 1.4 GHz Intel Ceferon processor or equivalent AMO/ARM processor
- RAM: 4GB 003.
+  Screer 1024 x 768 display.
«  OS: ChromeOS, Window 8.1 or MacOS OS X 10.10: Yosemite

On iPads, the minimum specifications required for acceptable user performance are:
« 7.89-inch (diagonal)
«  1024-by-768-pixel resolution
« 1GHz dual-core Apple A5 chip
-~ Application is optimized to use on Apple iPad 2 (released in March 2011) and
higher.

Operating system requirements:
Buncee's application is device and platform agnostic. The Buncee application is browser based
and can be accessed by any device running the following operating systems:

o Windows (7, 8.1 64-bif, 10 6 4-bif)

+  Macintosh (OS 10.9 andnewer)

» Android, iOS (version 7 4 andnewer)

= Chrome 08
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EXHIBIT D

DATA SHARING AND C ONFIDENTIALITY AGREEMENT

: INCIUDING
PARENTS BILL OF RIGHTS FOR D ATASECURITY AND PRIVACY
AND
SUPPLEMEBRL INFORMATIOBRBOUT THE MLSA

1. Purpose

(a) This Exhibit supplements the Master License and Service Agreement ("MLSA") to which
it is attached, to ensure that the MLSA conforms to the requirements of New York State
Education Law Section 2-d and any implementing Regulations of the Commissioner of
Education (collectively referred to as "Section 2-d"). This Exhibit consists of the terms of
this Data Sharing and Confidentiality Agreement, a copy of Erie 1 BOCES' Parents Bill of
Rights for Data Security and Privacy signed by the Vendor, and the Supplemental
Information about the MLSA that is required to be posted on Erie 1 BOCES' website.

(b) To the extent that any terms contained within the MLSA, or any terms contained within
any other Exhibits attached to and made a part of the MLSA, conflict with the terms of this
Exhibit, the terms of this Exhibit will apply and be given effect. In the event that Vendor
has online or written Terms of Service ("TOS") that would otherwise be applicable to its
customers or ugsers of its Product that is the subject of the MLSA, to the extent that any
term of the TOS conflicts with the terms of this Exhibit, the terms of this Exhibit wili apply
and be giveneffect.

2. ‘ Definitions

Any capitalized term used within this Exhibit that is also found in the MLSA will have the
samedefinition as contained within the MLSA.

In addition, as used in this Exhibit:

{a) "Student Data" means personally identifiable information, as defined in Section 2-d, from -
. student records that Vendor receives from a Participating Educational Agency pursuantto
the MLSA. o

(b) “Teacher or Principal Data" means personally identifiable information relating to the annual
professional performance reviews of classroom teachers or principals that is confidential
and not subject to release under the provisions of New York Education Law Sections
3012-c or 3012-d, that Vendor receives from a Participating Educational Agency pursuant
to the MLSA.

. {©).""Protected Data" means Student Data and/or Teacher or Principal Data to the extent
applicable toc Vendor's Product.
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(d) "Participating Educational Agency" means a school district within New York State that
purchases certain shared instructional technology services and software through a
Cooperative Educational Services Agreement with a BOCES, and as a resuli is licensed
to use Vendor's Product pursuant to the terms of the MLSA.. For purposes of this Exhibit,
the term also includes Erie 1 BOCES or another BOGCES that is licensed to use Vendor's
Product pursuant to the MLSA to support its own educational programs or operations.

3. Confidentiality of Protected Data

(a) Vendor acknowledges that the Protected Data it receives pursuant to the MLSA may
originate from several Participating Educational Agencies located across New York State,
and that this Protected Data belongs to and is owned by the Participating Educational
Agency from which it originates.

(b) Vendor will maintain the confidentiality of the Protected Data it receives in accordance
with federal and state law (including but not limited to Section 2-d) and Erie 1 BOCES's
policy on data security and privacy. Vendor acknowledges that Erie 1 BOCES is obligated
under Section 2-d to adopt a policy on data security and privacy, but that adoption may
not occur until a date subsequent to the effective date of the MLSA. Erie 1 BOCES will
provide Vendor with a copy of its policy as soon as practicable following adoption., and
Vendor and Erie 1 BOCES agree to engage in good faith negotiations to modify this Data
gharing g\g reement to the extent necessary to ensure Vendor's continued compliance with

ection 2-d.

4. Data Security and Privacy Plan

Vendor agrees that it will protect the confidentiality, privacy and security of the Protected
Data received from Participating Educational Agencies in accordance with Erie 1 BOCES' Parents
Bill of Rights for Data Privacy and Security, a copy of which has been signed by the Vendor and
is set forth below. ' ' S

Additional elements of Vendor's Data Security and Privacy Plan are as foliows:

(2) In order to implement all state, faderal, and local data security and privacy requirements,
including those contained within this Data Sharing and Confidentiality Agreement,
consistent with Erie 1 BOCES' data security and privacy policy, Vendor will: Review its
data security and privacy policy and practices to ensure that they are in conformance with.. -
all applicable federal, stater, and local laws and the terms of this Data Sharing and

. Confidentiality Agreement. In the event Vendor's policy and practices are not in
conformance, the Vendor will implement commercially reasonable efforts to ensure such
compliance. [Please see Exhibit E, Buncee's Data Privacy Plan, and Exhibit F, Buncee's
Privacy Policy] _

In order to protect the security, confidentiality and integrity of the Protected Data that it

* receives under the MLSA, Vendor will have the following reasonable administratve, technical,

operational and physical safeguards and practices in place throughout the term of the MLSA: .
[Please see Exhibit E, Buncee's Data Privacy Plan] .

Page 18 of 26



Measures to Protect Data:

Administrative -
The manager of each team is responsible for the following:
« Operations/Data Privacy:

&

Reviewing all data protection procedures

Organizing data protection and policy training and guidance
Handling data protection questions

Handling access requests from districts, schools and individuals
Handling any contracts or agreements pertainingto Buncee's data

protection procedures

Reviewing current and new data privacy laws and regulations to ensure
compliance

+ Development:

Q

Q

Ensuring all systems, services and equipment used to store data meet
acceptable security standards

Performing routine checks and scans to ensure security measures are
functioning correcily

Evaluating third-party services to ensure that they are in compliance with
Burncee's Privacy Policy and Data Privacy Plan

+ Marketing/Sales:

0

Working with Operations and Development to ensure marketing initiatives
abide by Buncee's Privacy Policy and Data Privacy Plan

Evaluating third-party services to ensure thatthey are in compliance with
Buncee's data collection and protection policies

Understanding current and new data privacy laws and regulations to
ensure marketing initiatives are in compliance

Technical - . .
The following preemptive safeguards are in place to identify potential threats, manage

vulnerabilities

and prevent intrusion:

»  All security patches areapplied routinely

» Server access logging is enabled on all servers _

«  Fail2ban (an intrusion prevention software framework that protects servers frombrute-
force attacks) is installed on all servers and will automatically respond fo illegitimate
access attempts without intervention from Buncee's engineers ‘

- -Publicly accessible parameter for database instances is set to No, thereby disallowing
any unauthorized access to the database servers .

+  SSH key-based authentication is configured on all servers

Buncee serves 100%o of its tr affic over HTTPS. The HTTPS you see in the URL of your
browser means when you go to buncee com, you're guaranteed to be getting the genuine
Buncee website. With HTTPS in place, all interactions with Buncee will be undecipherable by

" anoutside ohservér. They are unable to read or decode data. HTTPS isthe same systemthat

. many serisitive webisites, like banks, use to secure their traffic. This applies to all our custom
Buncee for Schools & Disfricts urls too.
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Buncee's application is hosted on cloud servers managed by Amazon Web Services and
Digital Ocean, both ofwhomhave rigorous physical measuresto safeguard data. Datacenters
are conditioned to maintain atmospheric conditions at optimal levels. Personnel and systems
monitor and control temperature and humidlity at appropriate levels. These data centers are
staffed 24/7/365 with onsite security to protect against unauthorized entry. Each site has
security cameras that monitor both the facility premises as wellas each area of the datacenter
internally. There are biometric readers for access as well as at least two factor authentication
to gain access to the building. Each facility is unmarked so as not to draw any additional
attention from the outside and adheres to strict local and federal government standards.
Furthermore, physical access to our servers would not allow access to the actual data, as it
is all protected viaencryption.

Operational/Physical -

)

(©-

Only those who need if to perform their duties should have access to data
Confidential information must be requested from theirmanager(s)

Training and guidance will be provided to all employees that will be accessing
and handling data (including more specificaily, student data)

Background checks will be performed on all employees with access to data
When data is stored on paper, employees should follow these guidelines:

o Keep in a locked drawer whennotin use

o Do notleave papers where others could see them

o Shred and dispose of paper/printouts when no longerneeded

All data stored electronically should be kept secure by taking the following
precautions:

o Use string passwords that should never be shared

» Data should never be saved to laptops, mobile devices, or removable
media

o Servers should be protected by securify software and a firewali
Backup data frequently _

o . Never disclose Pit to unauthorized people within or outside of Buncee
Data should be reviewed, and if no longer required, deleted and disposed
of

o Employees who are uncertain about any aspect of data protection should
request guidance from their manager(s)

Vendor will comply with all obligations set forth in Erie 1 BOCES' "Supplemental
Information about the MLSA" below. :

For any of its officers or employees (or officers or employees of any of its subcontractors
- or assignees) who have access to Protected Data, Vendor has provided or will provide

training on the federal and state laws governing confidentiality of such data prior to their

-receiving access, as follows: Annually, Vendor will require that all of its employees (or’
officers or employees of any of its subcontractors or assignees) undergodata securityand - -
_ privacy training toensure that these individuals are aware ofand familiarwith allapplicable B

data security and privacy laws.
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Vendor [check one] 7S_  will _  will not utilize sub-contractors for the purpose of
fulfilling one or more of its obligations under the MLSA. In the event that Vendor engages
any subcontactors, assignees, or other authorized agents to perform its obligations under
the MLSA, it will require such subcontaciors, assignees, or other authorized agents to
execute written agreements as more fully described in Erie 1 BOCES' "Supplemental
Information about the MLSA," below.

Vendor will manage data security and privacy incidents that implicate Protected Data,
including identifying breaches and unauthorized disclosures, and Vendor will provide
prompt notification of any breaches or unauthorized disclosures of Protecied Data in
accordance with Section 6 of this Data Sharing and Confidentiality Agreement,

Vendorwillimplement procedures for the return, transition, deletion and/or destruction of
Protected Data at such time that the MLSA is terminated or expires, as more fuily
described in Erie 1 BOCES' "Supplemental Information aboutthe MLSA," below.

Additional Statutory and Requlatory Obligations

Vendor acknowledges that it has the following additional obligations with respect to any

Protected Data received from Participating Educational Agencies, and that any failure to fulfili one
or more of these statutory or regulatory obligations shall be a breach of the MLSA and theterms
of this Data Sharing and Confidentiality Agreement:

(a)

(b)

©

@

Limit internal access to education records to those individuals that are determined to have
legitimate educational interests within the meaning of Section 2-d and the Family
Educational Rights and Privacy Act (FERPA). :

Limit internal access to Protecied Data to only those employees or subcontractors that
need access in order to assist Vendor in fulfilling one or more of its obligations under the
MLSA.

Not use education records for any purposes other than those explicitly authorized in this
Data Sharing and Confidentiality Agreement.

Not disclose any personally identifiable information {o any other party, except for
authorized representatives of Vendor using the information to carry out Vendor's
obligations under the MLSA, unless:

() the parent or eligible student has pfovided prior writtenconsent; or
. {ii} - the disclosure is required by statute or court order and notice of the disclosure is

_provided to Participating Educational Agency no later than the time of disclosure, =

unless such notice is expréssly prohibited by the statute or courtorder.

Maintain reasonable administrative, technical, and physical safeguards to protect the
.-security, confidentiality, an_d.iht‘e'g_rity o_f Péﬂ_?O“E‘,'IY i;iehtiﬁabie student information initg T T

custody;
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® Useencryption technology thatcomplies with Section 2-d, as morefully setforthin Erie 1
BOCES' "Supplemental information about the MLSA," below.

(g) Provide nofification to Erie 1 BOCES-(and Participating Educational Agencies, to the
extent required by, and in accordance with, Section & of this Data Sharing and
Co nfidentiality Agreement) of any breach of security resulting in an unauthorized release
of Protected Data by Vendor or its assignees or subcontractors in violation of state or
federal law or other obligations relating to data privacy and security contained herein.

Promptly reimburse Erie 1 BOCES, another BOCES, or a Participating School District for
the full cost of notification, in the event they are required under Section 2-d to notify
affected parents, students, teachers or principals of a breach or unauthorized release of
Protected Data atiributed to Vendor or its subcontractors orassignees.

—
=
=

Notification of Breach and Unauthorized Release
Vendor shall promptly notify Erie 1 BOCES of any breach or unauthorized release of
Protected Data in the most expedient way possible and without unreasonable delay, but
no more than seven (7) calendar days after Vendor has discovered or been informed of
the breach or unauthorized release. '

(@

Ed

(b) Vendor will provide such notification to Erie 1 BOCES by contacting Michelle Okal-Frink
directly by email at mokal@e1b.org, or by calling (716) 821-7200 (office) or (716) 374-
5460 (cell}.

{c) Vendor will cooperate with Erie 1 BOCES and provide as much information as possible
directly to Michelle Okal-Frink or her designee about the incident, including but not fimited
to: a description of the incident, the date of the incident, the date Vendor discovered or
was informed of the incident, a description of the types of personally identifiable
information involved, an estimate of the number of records affected, the Participating
Educational Agencies affected, what the Vendor has done or plans to do fo investigate
the incident, stop the breach and mitigate any further unauthorized access or release of
Protected Data, and contact information for Vendor representatives who can assist
affected individuals that may have additional questions.

(d) Vendor acknowledges that upon initial notification from Vendor, Erie 1 BOCES, as the

educational agency with which Vendor contracts, has an obligation under Section 2-d to

. in turn notify the Chief Privacy Officer-in the New:York State Education Department

("CPQO"). Vendor shall not provide this notification to the CPO directly. In the event the

CPO contacts Vendor directly or requests more information from Vendor regarding the

incident after having been initially informed of the incident by Erie 1 BOCES, Vendor will
promptly inform Michelle Okal-Frink or herdesignees. - C .

() Vendor will consult directly with Michelle Okal-Frink or hér designees prior to providing

any further notice of the incident (written or otherwise) directly to any other BOCES or
.Regional Information Center,-or any affected Participating Educational Agency. I
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EXHIBIT O (CONTINUED)

ERIE 1 BOCES

PARENTS BILL OF RIGHTS FOR DATA PRIVACY AND SECURITY

Erie 1 BOCES is committed to protecting the privacy and security of student, feacher, and principal data. In accordance with New Yark
Education Law § 2-d, the BOCES wishes to inform the community of the following:

(1) A student's personally identifiable information cannot be sold or released for any commercial purposes.
(2) Parents have the right to inspect and review the complete contents of their child's education record.

(3} State and federal laws protect the confidentiality of personally identifiable information, and safeguards associated with industry
standards and best practices, including but not limited to, encryption, firewalls, and password protection, must be in place when data is
stored or. transferred.

(4) A complete list of all student data elements collected by the State is available for public review at hitp:/fwww.nysed.qovidata-privacy-
security/student-data-inventory, or by writing to the Office of information & Reporting Services, New York State Education Department,
Room 883 EBA, 89 Washington Avenue, Albany, New York 12234.

{5) Parents have the right to have complaints about possible breaches of student data addressed. Complaints should be directed in writing
to the Chief Privacy Officer, New York State Education Department, 8% Washington Avenue, Albany, New York 12234. Complaints may alsc
be submitted using the form available at the following website http:/fwww.nysed.qovidata-privacy-security/report-improper-disclosure.

Mﬁg Cucchi
Printed Name

Chi erati Offi
Title

04/14/2020
Date
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EXHIBIT O (CONTINUED }

S UPPLEMENT AL INFORMATION

ABOUT THE MASTER LICENSE AND SERVICE AGREEMENT
BETWEEN
ERIE 1 BOCES AND BUNGEELLC

Erie 1 BOCES has entered into a Master License and Service Agreement ("MLSA") with Buncee
LLC which governs the availabilty to Participating Educational Agencies of the following
Product(s}): ‘

Buncee for Schoofs 8 Districts
Buncee Classroom

Pursuant to the MLSA, Participating Educational Agencies may provide to Vendor, and Vendor
will receive, personally identifiable information about students, orteachers and principals, thatis
protected by Section 2-d of the New York State Education Law ("Protected Data").

Exclusive Purpose for which Protected Data will be Used: The exclusive purpose for which
Vendor is being provided access to Protected Data is to provide Participating Educational
Agencies with the functionality of the Product(s) listed above. Vendor agrees that it will not use
the Protected Data for any other purposes not explicitly authorized in the MLSA. Protected Data
received by Vendor, or any of Vendor's subcontactors, assignees, orotherauthorized agents, will
not be sold, or released or used for any commercial or marketing purposes. ’

Oversight of Subcontractors: In the event that Vendor engages subcontactors, assignees, or
other authorized agents to perform one or more of its obligations under the MLSA (including any

hosting service provider), it will require those to whom it discloses Protected. Data to execute.

legally binding agreements acknowledging the obligation under Section 2-d of the New York State
Education Law to comply with the same data security and privacy standards required of Vendor
under the MLSA and applicable state and federal law. Vendor will ensure that such
subcontactors, assignees, or other authorized agents abide by the provisions of these
agreements by: [Describ e steps the Vendor will take]

Duration of MLSA and Protected Data Upon Expiration:

"« The MLSA commences on April 14, 2020 and expires on June 30, 2023.
+  Upon expiration of the MLSA without renewal, or upon termination of the MLSA prior to
- expiration, Vendor will securely delete or otherwise destroy any and all Protected Data
. remaining in the possession of Vendor or its assignees or subcontractors or other
authorized persons or entities to whom it has disclosed Protected Data. If requested by
Erie 1.BOCES and/or any Participating Educational Agency, Vendor will assist a
Participating Educational Agency in exporting all Protected Data previously received back

- {0 the Participating Educational Agency for its own use, prior to deletion, in such formats

as may be requested by the Participating Educational Agency.
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+ In the event the Master Agreement is assigned to a successor Vendor {to the extent
authorized by the Master Agreement), the Vendor will cocperate with Erie 1 BOCES as

~ necessary to transition Protected Data to the successor Vendor prior to deletion.

+  Neither Vendor nor any of its subcontractors or other authorized persons or entities to
whom it has disclosed Protected Data will retain any Protected Data, copies, summaries
or extracts of the Protected Data, or any de-identified Protected Data, on any storage
medium whatsoever. Upon request, Vendor and/or its subcontractors or other authorized
persons or entities o whom it has disclosed Protected Data, as applicable, will provide
Erie 1 BOCES with a certification from an appropriate officer that these requirements
have been satisfied infull.

Challenging Accuracy of Protected Data: Parents or eligible students can chalienge the
accuracy of any Protected Data provided by a Participating Educational Agency to Vendor, by
contacting the student's district of residence regarding procedures for requesting amendment of
education records under the Family Educational Rights and Privacy Act (FERPA). Teachers or
principals may be able to challenge the accuracy of APPR data provided to Vendor by following
the appeal process in their employing school district's applicable APPRPIan.

Data Storage and Security Protections: Any Protected Data Vendor receives will be stored
on systems maintained by Vendor, or by a subcontractor under the direct control of Vendor, in a
secure data center facility located within the United States. The measures that Vendor will take
to protect Protected Data include adoption of technologies, safeguards and practices that align
with the NIST Cybersecurity Framework and industry best practices including, but not necessarily
limited to, disk encryption, file encryption, firewalls, and password protection.

Encryption of Protected Data: Vendor (or, if applicable, its subcontractors) will protect
Protected Data in ifs custody from unauthorized disclosure while in motion or at rest, using a
technology or methodology specified by the secretary of the U.S. Department of HHS in guidance
issued under Section 13402{H}{2) of P.L. 111-5. ‘
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Supplement to

MASTER LICENSE AND SERVICES AGREEMENT
{Term Ending June 30, 2023)

Bunicee LLC having its principal offices at 170 Montauk Highway, Speonk, NY 11972, and
Board of Cooperative Educational Services for the First Supervisory District, Erie County having
its principal offices at 355 Harlem Road, West Seneca, NY 14224 ("Erie 1 BOCES"), have _
entered into a Master License and Services Agreement, the term of which ends June 30, 2023
{the "Agreement"). By this Supplement, Buncee LLC and Erie | BOCES wish to provide for the
potential purchase of Buncee for Schoois & Districts and Buncee Classroom licenses and
services by other Board of Cooperative Educational Services (BOCES) in the State of New York
(intermediate units of the NYS Education Department) on the same terms and conditions.

Buncee LL.C agrees to honor the pricing in Exhibit A only for the BOCES that adopt the contract
at their Boards of Education. If a RIC or BOCES has not adopted the resolution Buncee LLC
may not extend the same or lesser pricing than has been set forth in Exhibit A. Lower prices will
not be offered to school districts/BOCES/RICs in NY state. Vendors may utilize national
promotions or sales within the state of New York and those prices would be extended through

. the contract after the approval of Michelle Okal-Frink orher designee. Special pricing for
specific BOCES or RICs is not allowable under thigcontract.

Erie 1 BOCES and Buncee LLC hereby agree:

1. From time to time during the term of the Agreement, another BOCES in New York State (an
"Other BOCES") may adopt a Board of Education resolution that permits Erie 1 BOCES to
represent the Other BOCES' interests and to enter into the Agreement on behalf of the Other
BOCES.

2. The Other BOCES shall purchase under the Agreement by issuing an Addendum in the form
. of a Board resolution; appropriately amended fo reflect that the Other BOCES is the purchaser.
By issuing that Addendum, the Other BOCES will agree to be bound by all of the terms of the
Agreement with respect to its purchase thereunder.

IN WITNESS WHEREQOE, the parties have signed this Supplement to Agreement.

Erie 1 Board of Cooperative Educational Services Bunceel L C

B:%mf

© ... Authorized Signature

Name: James Fregelette _ Name: Claire Cucc:hi
- Title: Executive Director Title: _ _Ghie PO (i e M"es _
. .. Address: 3565 Harlem Rd | ' Addres s 170 Mon‘ta.uk-Hw Speonk, NY 11972
West Seneca, NY 14224 Date:  04/14/2020
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