July 13 2020

REPORT OF THE AUDIT COMMITTEE

The Audit Committee met on Wednesday, June 24, 2020 at 4:30 PM via the BlueJeans Video
Conferencing Tool.

VIRTUAL ATTENDEES

Audit Committee Members
Chatika Britton, Jennifer Couser, Jim Crosset, Christine Fisher, David Foote, Elizabeth Gutridge,
Thomas D. Heldman, Daniel E. Holthaus, Carol Lawrence, Clarice Warner

Administration

Laura Mitchell, Superintendent; Kevin Ashley, Director of Financial Reporting; Jeremy Gollihue, Chief
Information Officer; Isaac Karn, Internal Audit Staff; Lauren Roberts, Director of Internal Audit; Brian
Switalski, ITM Manager Information Security; Jennifer Wagner, CFO/Treasurer

Finance Committee
Eve Bolton, Finance Committee Chair; Melanie Bates; Ben Lindy

Financial Updates

Future of Schools
Superintendent Mitchell updated the Committee on her Future of Schools Plan.

She informed the group about the following three key messages that are a major focus of the Plan.

Key messages

1. Safety and Health of Students and Staff
2. Academic Acceleration

3. Equity

She also educated the Committee about the following areas outlined in her Plan.

Review of the Center for Disease and Control Prevention Considerations for Schools
Academic/Safety Risks

Comparison of Five Models for Blended Learning

Highlight of how other local communities are opening their schools

Treasurer Wagner informed the group about the financial implications due to COVID-19 and about the
financial impact around opening and managing schools in a new way. She also discussed with the
Committee various costs for the five models for Blended Learning.

Daniel Holthaus inquired as to how the Audit Committee could assist in opening of the schools. Finance
Committee Chair Bolton advised that assistance is needed for access to Information Technology
equipment, sustaining current dollars and building cash reserves and commitments to communities to
have access.



Network Security Assessment Results Presentation
Brian Switalski, ITM Manager Information Security, introduced Keyan Shod of JW Affinity - IT
Premier Solutions Provider. The Network Security Assessment was completed during the execution of
the Fiscal Year 2020 Internal Audit Plan, but the presentation was postponed due to the impacts of
COVID-19 on the Audit Committee meeting schedule.

Mr. Shod updated the group on his work in the following areas: (1) Assessment Scope, (2) Key
Findings, (3) Detailed Findings and Recommendations, and (4) Summary.

The Scope: The IT Security Profile Assessment Project is intended to provide CPS a clear
understanding of the environment’s current Information Security posture as well as
recommendations to enable CPS to implement a robust Information Security Program
Office

The Main Objectives of the assessment were to:

Perform and audit of security processes and policies in defined technical engagement areas.
Performing vulnerability testing of defined technical engagement areas.

Create IT Security Training Content and deliver via onsite training and computer-based training.
Consolidate and provide assessment findings and provide recommendations for remediation.

Eal NS

The Goals of the assessment were to:

1. Provide data, analyses, and reports to establish an initial Security Profile for CPS.

2. Identify any existing vulnerabilities and recommend remediation.

3. Provide future state recommendations for establishing a robust Information Security Program.
4. Develop and deliver focused IT Security Training content.

Assessment Findings and CPS Response:



A copy of the full presentation is available in the Board office.

Fiscal Year 2019 Financial Audit Report

Kevin Vaughn, Plattenburg & Associates, informed the Committee that they are engaged on behalf of
the Ohio Auditor of State to audit the financial statements of the governmental activities of the
Cincinnati City School District for the year ended June 30, 2019. Mr. Vaughn reviewed the results of
the Single Audit Report and management letter.




A copy of the report is available via the Ohio Auditor of State website
(https://www.ohioauditor.gov/auditsearch/detail.aspx?ReportID=152779), and the management letter is
available in the Board office.

ACTION: Administration will provide an update at the August 26, 2020, Audit Committee meeting
outlining the action plan for each item from the management letter. Paul McDole, Director
of Human Resources, will provide an update regarding the retirement system as well as the
independent contractor versus employee management letter items. Dan Hoying, General
Counsel, will provide an update regarding the collective bargaining agreement
management letter comment.

Fiscal Year 2021 Internal Audit Plan —Internal Audit Department
Lauren Roberts, Director of Internal Audit, presented the Fiscal Year 2021 Internal Audit Plan for
approval by the Audit Committee. Ms. Roberts reviewed the following areas of the Internal Audit Plan:

Fiscal Year 2021 Risk Assessment
e Overview
Audit Universe (a full list of areas within an organization that could be audited)
Methodology (risk categories utilized to perform assessment)
Risk Assessment Results (Financial, Audit, Strategic, and Entity-Level)

Fiscal Year 2021 Planned Engagements
e Advisory
o0 COVID-19 School Site Audits
o0 Grants Financial Management & Internal Controls
o District Strategic Plan Support — Centralization of Processes
e Assurance
o Continuous Auditing
e Follow Up
0 Online Learning Compliance
e Fiscal Year 2020 Internal Audit Plan — Potential Carryover Projects
o0 Transportation Follow-Up
o Payroll Follow-Up

Multi-Year Audit Cycle
e A summary of past, present and future audit engagements.

Internal Audit Development and Advancement
e Documentation of Internal Audit Procedures
e Departmental Staffing Expansion
e Professional Development

Audit Committee Chair Heldman moved to approve the Internal Audit Plan as written and Clarice
Warner second the motion. The Plan was approved. A copy of the Fiscal Year 2021 Internal Audit Plan
is available in the Board office.



ACTION: Audit Committee member Carol Mitchell-Lawrence requested Mr. McDole provide regular
updates to the Committee regarding the progress made towards implementing the
recommendations from the Benefits Internal Audit Report dated February 27, 2020.

The meeting adjourned at 6:04 pm.
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