1. Open Google Chrome and click on your account icon in the upper right-hand corner, then click
Manage your Google Account. This requires you to be signed into your Chrome browser.

2. Click Security.
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3. Scroll down and click on 2-Step Verification.
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4. Click Get Started.
& 2-Step Verification

Protect your account with 2-Step Verification

Each time you sign in to your Google Account, you'll need your password and a verification
code. Learn more

Add an extra layer of security

Enter your password and a unique verification code
that's sent to your phone.

Keep the bad guys out

-
. Even if someone else gets your password, it won't be

enough to sign in to your account.

5. Enter password and click Next.
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To continue, first verify it's you

Enter your password

cemmesons h

[J show password
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6. If you see your device click Continue (Skip to step 9). If you do not see your device click Show
more options.

Use your phone as your second step to sign in

After you enter your password, Google prompts are securely sent to every phone where you're
signed in. Just tap the notification to review and sign in.

These devices can get prompts

q Samsung Galaxy S10

Don't see your device?

Show more options h
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7. Once you have clicked Show more options, then click Text message or voice call.
¢« 2-Step Verification

Use your phone as your second step to sign in

After you enter your password, Google prompts are securely sent to every phone where you're
signed in. Just tap the notification to review and sign in.

These devices can get prompts

H Samsung Galaxy S10

Don't see your device?

Show more options @

Security Key
A small physical device used for signing in

Text message or voice call P CONTINUE
Get codes by text message or phone call




8. Follow the steps to set up your phone to authenticate your Google account.

Get your device ready for 2-
Step Verification

Make sure you're signed in to your Google
Account on an Android phone or iPhone.

If you have an Android phone

1. Open the Settings app on your phone
2. Tap Accounts, then Add Account
3. Select Google and sign in

If you have an iPhone

1. Get the Google app from the App Store
2. Sign in with your Google Account

CLOSE  TRY AGAIN

9. Add a backup option. This is used in case you do not have your phone. You have 2 options, to
use another phone, or use backup codes. If you want to use another phone then enter the
phone number. If you want to use backup codes click USE ANOTHER BACKUP OPTION.

Almost there! Add a backup option

If you lose your phone or your second step is unavailable, you'll need a backup option to help
you get in to your account

- 610-555-5555

Google will only use this number for account Security.
Don't use a Google Voice number.
Message and data rates may apply.

How do you want to get codes?

(® Textmessage (O Phone call

USE ANOTHER BACKUP OPTION h m



10. If you choose to USE ANOTHER BACKUP OPTION you will see the following screen. Download
and save the codes to a safe and secure location. Then click Next. Again, these are used when

you are unable to authenticate with your phone.
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Save your backup codes so you'll always have account access

Backup codes are one-time passcodes that you can use to sign in when you're away from your
phone. Each code can only be used once.

O 6936 5591
O 8146 2381
0 2823 1812
0 8070 6405
[0 8248 7239

O 7046 8333
O 55217594
O 8984 5889
0 0458 2347
O 7725 3516

USE BACKUP NUMBER INSTEAD

11. Click Turn On.
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Turn on 2-Step Verification?

Second step: Google prompt (default)
Backup option: Backup codes

You'll stay signed in to vbegatto@myagsd.net on these devices: Samsung Galaxy $10, Google
Intel Gemini Lake Chromebook, and Chrome 0S

You might be signed out of your other devices. To sign back in, you'll need your password and

second step.
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You are now set up for Google Two Factor Authentication! Below is an example of the
screen you will see on your phone then you log into your Google account.
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Google

Is it you trying to sign in?
& Vbegatto@myagsd.net

Device

CrOS x86_64 13421.102.0

Near
Pennsylvania, USA

Time
Just now

NO, IT'S NOT ME YES



