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PART I — Introduction

The Jackson County Intermediate School District (JCISD) on behalf of Hillsdale Community
Schools, hereafter referred to as HCS, or collectively as customer, is accepting proposals
for Network Equipment, installation, and configuration as defined below.

PART II — Scope

Equipment and Software

The district is in search of hardware as well as the installation and documentation of the
work done. Please provide labor costs for daytime as well as after-hours work depending
on customer’s desired implementation. The proposed system should include the
following specs:

All Buildings

The vendor is requested to provide the hardware indicated in the proposal or equivalent.
Also the cost to install the access points in the existing locations, document, and label the
installs as requested by the client. The vendor should also include all CAT6 patch cables
on the AP end. These cables should be as short as possible and be white in color.

The locations that wireless APs will be installed in are as follows:

Bailey Early Childhood Center - 59 S. Manning Street, Hillsdale, Ml 49242
Davis Middle School - 30 N. West Street, Hillsdale, Ml 49242

Gier Elementary School - 175 Spring Street, Hillsdale, Ml 49242

Hillsdale High School - 30 S. Norwood Street, Hillsdale, Ml 49242

Installation Services

Please provide a cost to Install, Configure, and Document.

Final deliverables should be delivered in an excel file, with the following information:
Room Number, AP Name (given to vendor by client), MAC address, Serial Number, Drop ID

Each AP should be labeled with the name of the AP. This should be on the face of the AP in large
writing able to be seen from the floor.
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PART III — Instruction to Bidders

Overview

Jackson County ISD, will be accepting bids for “Hillsdale Community Schools Wireless
Refresh - Updated” in accordance with the attached specifications.

Project Timeline

e RFQ Technical Questions Deadline - January 25, 2024 at 4:00 p.m.
e Proposal Due Date - February 1, 2024 at 1:00 p.m.
e Project Completion - TBD

RFQ Due Date and Location

This RFQ packet will be available on our website at the following link, http://www.jcisd.org, under
the “About Us/Proposals/Bids” tab. Vendors are responsible for obtaining any updates or
amendments to the RFQ from the website. Proposals are due by February 1, 2024 no later than
1:00 p.m.

The sole point of contact concerning this solicitation is:
Brad Hess

Jackson County Intermediate School District

6700 Browns Lake Road

Jackson, M| 49201

Attn: Hillsdale Community Schools Wireless Refresh - Updated
Proposals must be delivered to Brad Hess, and be received prior to this deadline to the

address noted above. E-mails will be accepted. Submit email responses to
JCISDRFP®@jcisd.org.

Submittals

Please include in your proposal the following items:
e Anitemized list of all hardware items including quantity, description, part numbers,
and cost separated by building.
e Quotes used when ordering.
o (1) for first shift install and (1) for second shift if rates are different
o Quotes should be separated by building.
Completed “Configuration Specifications & Pricing Summary” form
Current lead times for all proposed equipment.
e Three References, include Entity Name, Contact Name, Email, Phone, Project
Description and Scope
Certification of Compliance - Iran Economic Sanctions Act Form
Contractor Agreement Form
e If bidding equivalent equipment then complete the “Equivalent Equipment
Questionnaire.”

Failure to submit all required submittals could be considered as a non-responsive
proposal.


http://www.jcisd.org/
mailto:JCISDRFP@jcisd.org
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PART IV — General Terms and Conditions

Consideration of Proposals

The Customer reserves the right to reject any and all quotes; to accept portions of bids
and alternates in any order or combination; is not obligated to accept the lowest or any
RFQ; and may waive any informality or irregularity in submittal procedures.

The Customer intends to award a contract to a qualified bidder, provided the RFQ has
been submitted in accordance with the RFQ Document requirements, and does not exceed
the Customer’s available funds.

Verbal Orders

Verbal orders for additions to or deletions from this bid must be stated in writing and
agreed upon by the Customer.

Technical Questions

Technical questions with regard to this bid document must be submitted in writing no
later than January 25, 2024 at 4:00 p.m.

No other interpretations of the meaning of this bid document will be made to any bidder
verbally. Every request for such interpretation shall be emailed to:

Jackson County Intermediate School District

Attn: Brad Hess
Email: JCISDRFP@jcisd.org

Proposal Binding Period

Prices quoted in the Vendor’s response for all labor and materials will remain in effect for
a period of at least one hundred eighty (180) business days from the issuance date of the
Vendor’s response. Labor rates should remain in effect for the length of the project.

Warranty

Materials hereinafter specified and furnished shall be fully guaranteed by the Manufacturer
for one year from transfer of title against any defects. Defects which may occur as the
result of faulty materials within one year after installation and acceptance by the Customer
shall be corrected by the Vendor at no additional cost to the Customer.

The Vendor shall promptly, at no cost to the Customer, correct or re-perform (including
modifications or additions as necessary) any nonconforming or defective workmanship or
labor within one year after completion of the project of which the work is a part.
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The period of the Vendor’s warranties for any items herein are not exclusive remedies,
and the Customer has recourse to any warranties of additional scope given by the Vendor
to the Customer and all other remedies available at law or in equity. The Vendor’s
warranties shall commence with acceptance of/or payment for the work in full.

If the Vendor procures equipment or materials under the Contract, the Vendor shall obtain
for the benefit of the Customer equipment and materials warranties against defects in
materials and workmanship to the extent such warranties are reasonably obtainable.

The Vendor shall pass along to the Customer any additional warranties offered by the
manufacturers, at no additional costs to the Customer, should said warranties extend
beyond the one-year period specified herein.

This warranty shall in no manner cover equipment that has been damaged or rendered un-
serviceable due to negligence, misuse, acts of vandalism, or tampering by the Customer
or anyone other than employees or agents of the Vendor. The Vendor’s obligation under
its warranty is limited to the cost of repair of the warranted item or replacement thereof,
at the Vendor’s option. Insurance covering said equipment from damage or loss is to be
borne by the Vendor until full acceptance of equipment and services.

Price Stability

Contract prices and discounts shall be fixed at the time the contract is signed and
deemed “approved” by the Customer and the Vendor. In the event of price changes,
replacement equipment shall be purchased at the lower of contract or then current
market price. In no case shall a price higher than contract price be paid for equipment
proposed.

In the event that the Customer desires to purchase equipment or services not contained
in the contract, future purchases will be determined using the Vendor-specified discount
rate in the proposal from the manufacturer’s suggested retail price as of the date of the
order.

In the case of discrepancy in computed proposal prices, the lowest combined value of
individual unit costs shall prevail.

In no case shall the price exceed the favored Vendor prices.

Variation in Quantities and Configurations

Equipment and quantity requirements are the best estimates currently available. The
Customer reserves the right to modify quantity and configuration requirements. The
Vendor agrees to sell the Customer the revised quantity of items at the unit price as
stated in the RFQ regardless of quantity changes.

E-rate Compliance

We are applying for category 2 E-rate funding for this project. When preparing the bid
please take these things into consideration.
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A. E-rate eligible components in the response must meet the criteria specified by USF
Category 2.

B. All Vendors must have an E-rate SPIN designation, please include the SPIN# in your
response.

C. All Vendors must have a current Service Provider Annual Certification Form 473 on file
with USAC.

D. It is the Vendor’s responsibility to understand and comply with the rules and
procedures required by the Schools and Libraries Corporation and the Universal Services
Fund. If requested the successful Vendor will complete the SPI (Form 474) application.

All USF form processing and Vendor response preparation are solely the Vendor’s
responsibility and the District is not responsible for ANY costs associated.

E. Portions of this project may be contingent on approval of E-rate funding.
F. Cost allocation will be determined where necessary by Client for purposes of devices
with partial eligibility.

G. Any considerations regarding SPI or BEAR form invoicing options required by the
Vendor must be communicated with the response.

Special Conditions

This facility is an educational facility that provides services to the students of the
Customer. As such, activities in all buildings are critical to the provisioning of services to
the students and staff and shall not be interrupted by the Vendor’s work activities.
Service interruptions during normal business hours must be coordinated by the Vendor to
minimize impact to the end users.

The Vendor will be required to work around all of the conditions listed above, as well as
working with the Customer’s staff and students to minimize disruptions to normal
Customer activities.

Recognizing the environment in which work is to be done, smoking, consumption of
alcoholic beverages and inappropriate language are not acceptable. Smoking is not
permitted anywhere on school property. Contingent on awarding of the contract, anyone
assigned to work on the project must pass and provide a background check to have on
file at the District. Any cost associated with this is the responsibility of the Vendor.

Payment Conditions

Payment shall be made upon final acceptance of the job by the Customer. The project
will be deemed acceptable when the Vendor delivers to the Customer (as applicable):

Cables which are 100% free of defective pairs of copper or fiber
strands.

Passing Network Certification test results by an approved Level Il
tester on the horizontal cabling.

OTDR / TDR test results on the backbone cables.

Inspection of Vendors work by the District has been conducted.

<L < L
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v Documentation and other deliverables have been delivered to
customer.

Acceptance shall be further defined as beneficial use by the Customer. Acceptance will
be deemed “in full” upon receipt by the Vendor of a Notice of Acceptance issued by the
Customer upon beneficial use and full implementation of the Terms and Conditions and
Technical Specifications of the Contract. Upon receipt of the Notice of Acceptance, the
Vendor shall notify the Customer in writing of a release of all liens for all materials and
services associated with this project.

Inspection, Acceptance and Title

Title to/or risk of loss or damage to all items shall be the responsibility of the successful
Vendor until acceptance by the Customer, unless loss or damage results from negligence
by the Customer. If the materials or services supplied to the Customer are found to be
defective or do not conform to the specifications, the Customer reserves the right to
cancel the contract upon written notice to the Vendor and return products at the
Vendor’s expense, based upon the terms of the Contract.

The Customer shall at all times have access to the work wherever it is in preparation or
progress, and the Vendor shall provide proper facilities for such access and for
inspection.

The Vendor shall not close up any work until the Customer has inspected the work.
Should the Vendor close up the work prior to inspection by the Customer, the Vendor
shall uncover the work for inspection by the Customer at no cost to the Customer, and
then recover the work according to the specification contained herein.

The Vendor shall notify the Customer in writing when the work is ready for inspection.
The Customer will inspect the work as expeditiously as possible after receipt of
notification from the Vendor.

Price quotations are to include the furnishing of all materials, permits, make readies,
equipment, maintenance and training manuals, tools, and the provision of all labor and
services necessary or proper for the completion of the work, except as may be otherwise
expressly provided in the Contract Documents. The Customer will not be liable for any
costs beyond those proposed herein and awarded. Time and materials quotes will be
unacceptable. The Customer is a non-taxable entity and as such sales, consumer, use,
and other taxes are not applicable.

Subcontractors

Each subcontractor shall agree to be bound to the Vendor by the terms and conditions of
this RFQ.

Regulations, Codes, Standards, and Ordinances Compliance

All work specified within this document shall default to the following requirements
unless otherwise specified:

The latest edition of the National Electrical Code®
V' All local Building Codes and Ordinances, as applicable.
V' ANSI/TIA-568-C.0 through ANSI/TIA/EIA-568-C.3.
v ANSI/TIA-569-C
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ANSI/TIA-606-B

ANSI/TIA-607-B

Federal Communications Commission.

BICSI Telecommunications Distribution Methods Manual
National Fire Protection Association

OSHA (Standards-29 CFR) Telecommunications-1910.268
Terminated in T-568B Standard

LKL KL

Safety

The Vendor shall take the necessary precautions and bear the sole responsibility for the
safety of the methods employed in performing the work. The Vendor shall at all times
comply with the regulations set forth by federal, state, and local laws, rules, and
regulations concerning “OSHA” and all applicable state labor laws, regulations, and
standards. The Vendor shall indemnify and hold harmless The Customer from and
against all liabilities, suits, damages, costs, and expenses (including attorney’s fees and
court costs), which may be imposed on the Customer because of the Vendor,
subcontractor, or supplier’s failure to comply with the regulations stated herein.

Ownership and Use of Architect’s Drawings, Specifications and Other Documents

The Drawings, Specification and other Documents prepared by the Architect are
instruments of the Architect’s services through which the Work to be executed by the
Vendor is described. The Architect grants the Customer a license to use and permit the
use of copies, including reproducible copies of the Drawings, Specifications, and other
documents prepared by the Architect in connection with the Customer’s construction of
the Project, its use, and occupancy.

The Drawings, Specifications, and other documents shall not be used on other Projects
by the Vendor without the prior written consent of the Architect, and the Vendor shall
take such action as may be necessary to prevent their use on other projects. The Vendor
and Sub-contractors are granted a limited license to use (but not reproduce) applicable
portions of the Drawings, Specifications, and other documents appropriate to and for
use in execution of their Work under this RFQ.

Indemnification

The Vendor shall indemnify and hold harmless Jackson County ISD, Hillsdale Community
Schools and their employees from or on account of any injuries or damages, received or
sustained by any person or persons, during or on account of any operation connected
with this Contract; or by consequence of any negligence (excluding negligence by the
Customer, its agents, Consultant or employees) in connection with the same; or by use
of any improper materials or by or on account of any act or omission of said Vendor or
its subcontractors, agents, servants, or employees. The Vendor further agrees to
indemnify and hold harmless the Customer, its agents, Consultant or employees, against
claims or liability arising from or based upon the violation of any federal, state, county,
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city, or other applicable laws, bylaws, ordinances, or regulations by the Vendor, its
agents, associates, or employees.

The indemnification provided above shall obligate the Vendor to defend at its own
expense or to provide for such defense, at the Customer’s option, of any and all claims
of liability and all suits and actions of every name and description that may be brought
against the Customer which may result from the operations and activities under this
Contract whether the installation operations be performed by the Vendor, subcontractor,
or by anyone directly or indirectly employed by either.

The award of this Contract to the Vendor shall obligate the Vendor to comply with the
foregoing indemnity provision; however, the collateral obligation of insuring this
indemnity must be complied with as set forth.
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Liability and Insurance

The Vendor shall assume the full duty, obligation, and expense of obtaining and
maintaining necessary insurance while providing services to the Customer under the
requirements of this RFQ and any addendum.

Insurance Coverage

The Vendor shall be fully liable to provide and maintain in force during the life of
this Contract, such insurance, including Public Liability Insurance, Product Liability
Insurance, Auto Liability Insurance, Worker’s Compensation, and Employer’s
Liability Insurance as will assure to the Customer the protection contained in the
foregoing indemnification provision undertaken by the Vendor. Such policies shall
be issued by United States Treasury-approved companies authorized to do
business in the State of Michigan and having agents upon whom service of
process may be made in the Customer and shall contain as a minimum, the
following provisions, coverage, and policy limits of liability.

General Liability

General Liability Insurance shall protect the Jackson County ISD, Hillsdale
Community Schools, its subcontractors, agents, and employees from claims for
damages. General Aggregate shall not be less than Two Million Dollars (U.S.
$2,000,000.00) and it shall apply in total to this project only. Products - Comp/GP
Aggregate shall not be less than Two Million Dollars (U.S. $2,000,000.00).
Personal & ADV Injury shall not be less than One Million Dollars (U.S.
$1,000,000.00). Each Occurrence shall not be less than One Million Dollars (U.S.
$1,000,000.00). Fire Damage shall not be less than Fifty Thousand Dollars (U.S.
$50,000.00) on any one (1) fire. Medical Expense shall not be less than Five
Thousand Dollars (U.S. $5,000.00) on any one (1) person. Broad Form Property
Damage coverage shall include completed operations.

Product Liability

Product Liability or Completed Operations Insurance shall have bodily injury limits
of liability of not less than Five Hundred Thousand Dollars (U.S. $500,000.00) per
person; Five Hundred Thousand Dollars (U.S. $500,000.00) per occurrence, and
Five Hundred Thousand Dollars (U.S. $500,000.00) aggregate.

Workers’ Compensation and Employer’s Liability

Workers’ Compensation and Employer’s Liability Insurance shall meet minimum

requirements set by the State of Michigan, but in no case less than Five Hundred
Thousand Dollars (U.S. $500,000.00). The Disease Policy Limit shall not be less

than Five Hundred Thousand Dollars (U.S. $500,000.00).

Proof of Insurance

The Vendor shall furnish to the Customer a Certificate of Insurance or duplicate
policies of insurance described above which specifically protect the Customer.
Jackson County ISD and Hillsdale Community Schools shall be identified as
additional insured on the General Liability policy form. Jackson County ISD and
Hillsdale Community Schools shall be named as the Certificate Holder.

Such certification must contain a provision for notification of the Customer thirty
(30) days in advance of any material change in coverage or cancellation.

10
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Notification shall be in writing and signed in ink by a duly authorized officer of
the Insurer.

Insurance Companies are subject to approval and may be rejected by the
Customer without stated cause.

Claims

In any and all claims against the Customer, or any of their agents or employees by
any employee of the Vendor, any subcontractor, or anyone directly or indirectly
employed by any of the contracting parties, or anyone for whose acts any of them
may be liable, the indemnification obligation shall not be limited in any way by
any limitation on the amount or types of damages, compensation acts, disability
benefit acts, or other employee benefit acts.

Bid Evaluation

1. Bids will be evaluated as follows:

Price

Compatibility with existing systems
Compliance with bid documents
Contractor qualifications
Equipment availability

Previous experience

References

2. Right to Reject

The Customer reserves the right to reject any or all bids for any reason.

This RFQ as well as the Vendor’s response will become contractual obligations of
the successful Bidder. Additionally, by bidding on this RFQ, Vendors accept and
acknowledge that the Customer may accept any or all proposals, ultimately waive
some bid specifications where in its sole discretion it is appropriate, and not
necessarily award the contract to the lowest Bidder. Additionally, Bidders accept
and acknowledge that the decision of the Customer is final and that the Vendors
waive any recourse against the Customer, Consultant or other Vendors which may
otherwise exist for action occurring during the course of this bid solicitation
process.

The Customer at its discretion may award different sections to different vendors,
if in their opinion it is in their best interest.

In the event of a conflict between any terms or conditions in any of the
documents comprising the entire present Agreement, the terms and conditions
set forth in this Request for Proposal shall take precedence.

All documents constituting the entire present agreement shall be construed in
accordance with and governed by the laws of the State of Michigan.

11
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Cancellation

In the event any provisions of this RFQ are violated by the Vendor, the Customer may
give written notice to the Vendor stating the deficiencies. Unless deficiencies are
corrected within five (5) working days, recommendations will be made to the Customer
for immediate cancellation. The Customer reserves the right to terminate immediately
any contract resulting from this RFQ for failure to correct deficiencies.

Advertising

The Vendor agrees not to use the results from this RFQ as a part of any commercial
advertising without prior written approval of the Customer.

Installation Guidelines

All work performed on this project will be installed under the guidelines of the current
edition of the National Electrical Code®, the current edition of the National Electrical
Safety Code®, the current issue of the ANSI/NECA/BICSI-568 Standard for Installing
Commercial Building Telecommunications Cabling, the current edition of the BICSI
Telecommunications Distribution Methods Manual, the current edition of the BICSI
Cabling Installation Manual, the latest issue of the ANSI/TIA/EIA Standards as published
by Global Engineering Documents as ANSI/TIA/EIA Telecommunications Building Wiring
Standards, and all local codes and ordinances.

PART V — Pricing

Total Price

The total price quoted must include shipping to the district location: Hillsdale Community
Schools, 30 S. Norwood Street, Hillsdale, Ml 49242. Any additional costs outside of the
stated guidelines must be provided with an explanation, as an attachment to the Bidder’s
proposal.
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PART VI — Configuration Specifications & Pricing Summary

This project can be awarded in whole or in part. Vendor is allowed to bid on the hardware
and/or the install of the equipment.

Bailey Early Childhood Center

Product Equivalent Qty Unit Cost Total Cost
C9120AXI-B-EDU 18
Install APs, Document 18
Total

Davis Middle Schoo

Product Equivalent Qty Unit Cost Total Cost
C9120AXI-B-EDU 40
Install APs, Document 40
Total

Gier Elementary School

Product Equivalent Qty Unit Cost Total Cost
C9120AXI-B-EDU 26
Install APs, Document 26
Total

Hillsdale High School

Product Equivalent Qty Unit Cost Total Cost
C9120AXI-B-EDU 49
Install APs, Document 49
C9200L-48P-4X-EDU 3
PWR-C5-1KWAC 1
Total

Project total:

13
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CERTIFICATION OF COMPLIANCE - IRAN ECONOMIC SANCTIONS ACT
Michigan Public Act No. 517 of 2012

The undersigned, the owner, or authorized officer of the below-named Company, pursuant to the
compliance certification requirement provided in Jackson Intermediate School District’s Request
For Proposal, the “RFQ”, hereby certifies, represents, and warrants that the Company and its
officers, directors and employees, is not an “Iran Linked Business” within the meaning of the Iran
Economic Sanctions Act, Michigan Public Act No. 517 of 2012 (the “Act”), and that in the event the
Company is awarded a purchase order by Jackson Intermediate School District as a result of the
aforementioned RFQ, the Company is not and will not become an “Iran Linked Business” at any
time during the course of performing any services under the purchase order.

The Company further acknowledges that any person who is found to have submitted a false
certification is responsible for a civil penalty of not more than $250,000.00 or two (2) times the
amount of the contract or proposed purchase order for which the false certification was made,
whichever is greater, the cost of Jackson Intermediate School District’s investigation, and
reasonable attorney fees, in addition to the fine. Moreover, any person who submitted a false
certification shall be ineligible to proposal on a request for proposal for three (3) years from the
date that it is determined that the person has submitted the false certification.

NAME OF COMPANY

NAME AND TITLE OF AUTHORIZED REPRESENTIVE

SIGNATURE

DATE

14
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Contractor Agreement Form

We, the undersigned, have prepared and submitted this Contractor Agreement Form as
our proposal in response to the “Hillsdale Community Schools Wireless Refresh -
Updated” issued by the Jackson County Intermediate School District located at 6700
Browns Lake Road, Jackson, Michigan 49201 on behalf of Hillsdale Community Schools.

We understand the submittal of this Contract Agreement constitutes our offer of Proposal
for this equipment. And that this submittal shall not be construed as a bilateral Agreement
until fully executed as a Contract countersigned by the Customers.

This price is guaranteed for one hundred eighty (180) days after the date of opening bids,

and that labor rates are guaranteed for the length of the contract. If authorized to proceed
within that period we agree to deliver the equipment covered by this bid at the said price.

Signature of Authorized Agent:

Printed Name and Title of Agent

Name of Firm

Address, City, State, ZIP

Telephone Number

15
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Equivalent Equipment Questionnaire

Compatibility with Cisco ISE

The district participates in a Consortium that currently relies on Cisco Identity Services Engine (ISE) to
perform network authentication and access control for both wireless and wired clients.

Do the switches and access points within the proposed solution have certification to work with all
feature sets that are included within Cisco Identity Services Engine (ISE)? If yes, then please
provide documentation of certification.

Is Integration with Cisco Identity Services Engine fully supported by the equipment
manufacturer(s)?

If the proposed solution is not certified to work with all feature sets that are included within Cisco
Identity Services Engine then:

o Please detail how the solution will provide each of the functionalities listed below for both
wired and wireless clients.

o The provided solution should also be compatible with existing Cisco Catalyst switches and
existing Cisco 9120AX series access points.

o Include any additional costs or third party products that would be necessary to deliver the
feature sets.

Features:

¢ RADIUS authentication, authorization, and accounting, including 802.1X, MAC
authentication bypass and easy connect, and web authentication.

e  Support for TACACS+

¢ MACsec.

¢ Authentications that are based on Single Sign-On (SSO), Security Assertion Markup
Language (SAML), and Open DataBase Connectivity (ODBC) standards.

Guest access and sponsor services.
Representational State Transfer (REST) APIs for monitoring purposes, and External
RESTful Services APIs for CRUD operations.

e Passive ID services.

e Secure wired and wireless access.

e Bring Your Own Device (BYOD) device registration and provisioning, with a built-in
certification authority. Device registration occurs through the configured My Devices
portals.

e Security Group Tagging, TrustSec, and Cisco Application-Centric Infrastructure (ACI)
integration.

e Profiling services, including basic asset visibility and enforcement features.

o Feed services.

e Context sharing (such as pxGrid), and security ecosystem integrations.

¢ Rapid Threat Containment, using Adaptive Network Control and context-sharing services.

e Cisco Al Endpoint Analytics visibility and enforcement.

16
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Compatibility with Cisco DNA Center

The district participates in a Consortium that currently relies on Cisco DNA Center as a network controller
and management dashboard.

Do the switches and access points within the proposed solution have certification to work with all
feature sets that are included within Cisco DNA Center? If yes, then please provide documentation
of certification.

Is Integration with Cisco DNA Center fully supported by the equipment manufacturer(s).

Is the proposed solution able to provide metrics and reporting to Cisco DNA Center, please provide
an example of the data that is reported?

If the solution is unable to work with Cisco DNA center then please include the cost of an equivalent
system as part of your proposal.

Compatibility with Cisco Emergency Responder

The district participates in a Consortium that currently relies on Cisco Emergency Responder (CER) in order
to comply with E911 requirements. CER is integrated with a Cisco Communications Manager environment.

Do the switches, access points, and wireless controllers within the proposed solution have
certification to work with all feature sets that are included within Cisco Emergency Responder and
Cisco Communications Manager, including operability with the “Wireless Access Point
Synchronization Schedule Service?” If yes, then please provide documentation of certification.
Is Integration with Cisco Emergency Responder fully supported by the equipment manufacturer(s)?
If the proposed solution is not certified to work with all feature sets that are included within Cisco
Emergency Responder then:
o Please detail how the solution will provide Michigan and Federal required call location
details related to 911 calls from wired and wireless clients to the PSAP.
o The provided solution should also be compatible with existing Cisco Catalyst switches,
supported Cisco IP phone models, and the Jabber softphone client software.
o Include any additional costs or third party products that would be necessary to deliver the
feature sets.

17
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Please complete the below feature matrix for the proposed wireless access point model. Also note any additional cost, not included on the
E-Rate response, associated with implementing the feature.

Feature Matrix questionnaire

Please note: Some listed features may be Cisco specific branding of a feature/functionality.

Radio Frequency Features

Has this
feature |Vendor specific name for the
Feature (Y/N) technology, if applicable Notes

6GHz

RRM-DCA, TPC, CHDM

FRA

Band Select

Load Balancing

Optimized Roaming

RX-SOP
DBS

JACKSON COUNTY INTERMEDIATE SCHOOL DISTRICT
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Off-channel Scanning

Off-channel Scan Defer

Flex DFS

ClientLink

A-MSDU/A-MPDU aggregation

config per priority

EDRRM

Spectrum Intelligence

UL OFDMA

DL OFDMA

DL MU MIMO

TWT

BSS Coloring

Wi-Fi 6/6E Analytics

iCap - Anomaly/Scheduled
PCAP Capture

iCap - Spectrum Analysis

Apple iOS Analytics

Samsung Analytics

Intel Connectivity Analytics
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Security Features

Has this

feature |Vendor specific name for the
Feature (Y/N) technology, if applicable Notes
WPA2-AES

WPAS3-Personal (SAE)

WPA3-Enterprise

WPA3-OWE

TKIP

Peer-to-Peer Blocking

Adaptive wiPS

Client Exclusion

Rogue Detection

11r

11k

11v BSS Transition
Management

802.11v DMS

PMF (802.11w)

Local Policy with QoS and AVC

TrustSec SXP, SGT

LSC

TCP MSS Adjust

MAC Authentication
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OKC

CCKM

HW DTLS Encryption

802.1x on AP (EAP-FAST)

802.1x on AP (EAP-PEAP,
EAP-TLS)

Services Features

AVC-Mark, Drop, RL

AAA Override-VLAN

AAA Override—ACL, QoS

AAA Override—Session Timeout

AAA Override of AVC profile

AAA Override BW contract

Local Profiling

RADIUS Profiling

Per-User Bandwidth Contract

Per-SSID Bandwidth contract

VideoStream

CAC, WMM Policy

QoS Profiles

Bonjour GW, mDNS AP

LSS

Adaptive 11r
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Fastlane

MAC Authentication

802.11u

BYOD, NAC RADIUS, CWA

Infrastructure Features

Has this

feature |Vendor specific name for the
Feature (Y/N) technology, if applicable Notes
CDP
LLDP

Pre-image Download

Fast SSID Change

BLE

User idle timeout per WLAN

DHCP Option 60

Passpoint

Fast Locate

AP Multicast Mode

Multicast VLAN

IGMPv3

Client IPv6

AP PnP

FlexConnect
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Local, Sniffer, and Monitor
Mode

RFID Tagging

FIPS Certification

Native IPv6

Allow WGB Connection

Allow uUWGB Connection

CAPWAP VLAN Tagging

DHCP Option 82

WebAuth—Internal/External

FlexConnect Features

Feature

Has this
feature
(Y/N)

Vendor specific name for the
technology, if applicable

Notes

Local Switching

Central Switching

WLAN-VLAN Mapping

Local Auth w/External RADIUS
Server

TKIP

WPA2/AES

WPA3/Personal

WPAZ3/Enterprise

WPA3/OWE

OEAP
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Webauth—Internal/External

EoGREv4/v6 on FlexConnect
AP

VLAN-based Central Switching

WIPS

aWIPS

Rogue detection and Mitigation

CCKM Fast Roaming

802.11r

Adaptive 11r

OKC

AAA Override-VLAN ID, ACL

AAA Override-VLAN Name

AAA Override—QoS

AAA Override-Session Timeout

AAA Override of AVC Profile

AAA Override Bandwidth
contract

VLAN ACL

DNS ACL

Limit Clients per WLAN/Radio

WGB

Split Tunneling

Passive Clients
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Client exclusion

TrustSec SXP/SGT

QoS Markings DSCP/dot1p
Markings

Native VLAN and VLAN Support
on FlexConnect Group

AVC Policy

Proxy ARP

Syslog (no support for facility
setting)

ClientLink

Load Balancing

Band Select

Smart AP Image Upgrade

Default Flex Group

NAT/PAT

Fallback Radio Shut

Bidirectional rate-limiting (Per
Client, Per BSSID)

Bidirectional rate-limiting Per
WLAN

Peer to Peer Blocking

PMF (802.11w)

BYOD, NAC RADIUS, CWA
Flex Central Auth.

BYOD, NAC RADIUS, CWA
Local Auth
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MAC Authentication Flex
Central Auth

VideoStream

Multicast Direct

mDNS




