GATEWAY UNIFIED SCHOOL DISTRICT
4411 Mountain Lakes Boulevard
Redding, CA 96003

JOB DESCRIPTION: DISTRICT LEAD TECHNOLOGY SPECIALIST

DEFINITION:

Under the general supervision of the Director of Technology Services, work as a member of the
Gateway Unified School District’s Technology Department to design, maintain, improve, and
refine district’s computer systems, file storage, backup/recovery, and security. Perform complex
network and systems troubleshooting for system hardware. Provide supervision to assigned staff
including other District technicians. Work closely with vendors, technical and administrative
personnel acting as technical lead in networking, storage and security-related projects including
evaluating, testing, and recommending new technologies and technology related procedures and
policies. Work with site leaders to design, develop, and maintain the expanding computer
systems, servers, networking and security needs. Stay abreast of developments in the field and be
adaptive to meet the growing needs of information technology in the educational environment.

ESSENTIAL FUNCTIONS/JOB DUTIES:
1. Design, maintain, and monitor the district’s wide area network.
2. Maintain, improve, and refine District datacenter.
a. Develop and maintain installation and configuration procedures.
b. Procure repair services of district server and network hardware.
3. Maintain, improve, and refine backup, recovery, and business continuity processes.
a. Implement regular backup procedures and periodically test integrity of backups and
restored data.
b. Prepare for business continuity in the event of an outage through the use of on-site and
offsite redundant systems.
c. Identify and define potential and/or existing backup, recovery, and business continuity
problems; develop and recommend solutions.
d. Document server file structure and backup procedures.
e. Coordinate repair and maintenance of systems; procure repair services of district server
hardware.
4. Establish and monitor effectiveness of security procedures.
a. Install and configure equipment, including, but not limited to firewall and routers.
b. Plan and implement adequate up-to-date virus and intrusion protection.
c. Act as security officer for the District’s network.
5. Oversee development of in-house applications to automate tasks.
6. Assist in setting district hardware and software standards related to imaging, storage,
backup/recovery and business continuity.
a. Recommend specifications for computer and network hardware and software
purchases.
7. Provide technical support to other District technician positions as related to assigned
duties.
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8. Assist District and site administrators in planning instructional and administrative uses of
technology related to this position.

9. Represent the District at county, state, and federal agency meetings pertaining to assigned
duties.

10. Crosstrain and provide support to District technicians.

11. Assist in the development of bid (i.e. RFP, RFQ, RFI) requirements, evaluating vendor
responses to bids

12. Assist in supervising the work, operation, and scheduling of District technicians in the
technical support environment.

QUALIFICATIONS:
1. Minimum of a bachelor’s degree in Computer Science or equivalent experience.
2. Microsoft System Engineer and Cisco Network Engineer certified or equivalent
experience.
3. Experience building and maintaining multi-protocol internets using Cisco and other
products.
4. In-depth understanding of local area networking protocols including specific knowledge of
TCP/IP and Ethernet.
5. Experience with modern wide area and metropolitan area networking services.
6. Experience with point-to-point circuits; ability to order and troubleshoot these connections
in conjunction with circuit providers.
7. Experience with server virtualization, including VMware required.
8. Experience with mobile device management (MDM)
9. Proficiency in Windows, Linux and Apple operating systems.
10. In-depth knowledge of DNS and other TCP/IP implementations/applications in Windows.
In-depth knowledge of Active Directory, Group Policy, and LDAP desired.
11. In-depth knowledge in network security monitoring tools, firewalls, intrusion detection
systems, and security policy management as implemented on Cisco routers and other
networking products.
12. In-depth knowledge of enterprise-level wireless networks.
13. Understanding of Microsoft Access and SQL databases used for student information,
human resources, assessment, facilities maintenance, transportation, business services, food
services, and other district functions.
14. Excellent organizational and communication skills, including English usage, spelling,
grammar, and punctuation.
15. Ability to establish and maintain effective working relationships with those contacted in
the performance of required duties.
16. Possession of a valid driver’s license, automobile and auto insurance that meets District’s
minimum requirements.
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PHYSICAL DEMANDS:
The physical demands described here are representative of those that must be met by an employee
to successfully perform the essential functions of this job.

While performing the duties of this job, the employee is regularly required to walk; sit, use hands
to finger, handle, or feel and reach with hands and arms. The employee frequently is required to
stand. The employee is occasionally required to stoop, kneel, crouch, or crawl. The employee
must frequently lift and/or move up to 25 pounds and occasionally lift and/or move up to 50
pounds. Specific vision abilities required by this job include close vision, distance vision and
peripheral vision. The noise level in the work environment is usually moderate.

Work Environment:
e Office and classroom environment at district and school sites;
e Frequent travel by automobile between district and school sites;
e Subject to frequent interruptions during work day.

Reasonable accommodations may be made to enable individuals with disabilities to perform the
essential functions.

Board Approved: 4/16



