SAFEGUARDING NEWSLETTER

In addition to the useful resources on a variety of matters concerning
your childs well-being, this edition focuses on social media and mental
health provides resources you may find helpful to support you and
your child.
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Snapchat is a photo sharing app for mobile phones and
tablets. The app allows users to share images, videos and
chat with friends. Users can share images and videos directly
to specific friends, or through a‘story’ shared with their
entire friend list, which documents the previous 24 hours. In
a study, Snapchat was ranked the 4th most negative app in
terms of having an impact on young people’s health and
wellbeing, with children feeling that they can use the app
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EXPOSING YOUR CHILD'S
EXACT LOCATION

The‘Snap Map' lets you share your EXACT location in
real-time through a map on the app. The user’s
location updates when the app has been opened on
the device. There is a warning on the Snapchat
website about uploading images and videos to ‘Our
Story. stating that “snaps you submit to ‘Our Story’
can still show up on the Map, no matter which
location setting you choose!.”When uploading to
‘Our Story, your child’s image or video could appear
in“Search results and Stories on or off Snapchat -
today or in the future.”

LENS EXPLORER

The‘Lens Studio’ on Snapchat gives users the
freedom to use their imagination to design their own
filters for themselves and others to use. Snapchat
states that the lenses users create “must comply with
our Lens Studio Submission Guidelines and
Community Guidelines and must be appropriate for
Snapchatters ages 13+.” The‘Lens Explorer’ in the
app now enables users to choose from thousands of
these creations to alter their snaps. Anyone can
create a lens for Snapchat, which gives
opportunities for age-inappropriate content to
be uploaded.

THE RISKS OF SEXTING

It can be slightly awkward talking about this topic with your
child, but if it helps them protect themselves, it is worth it.
Talk to them about the consequences of sexting and make

sure that they're aware of the risks. Ensure your child knows
that‘Snaps’ can be screenshotted. Teach them that if they

post anything potentially embarrassing or harmful (either of
themselves or someone else) it can have severe
consequences as the message, image or video can be shared
urther.

REPORTING A STORY, LENS, FILTER,
SNAP OR MESSAGE

If your child comes across inappropriate Snapchat content
sent directly to them or in another person’s story, advise
them to report it immediately. This may include an
inappropriate lens, filter, message or snap. To report an
offensive lens, they should open the app and select the lens
they want to report. An info button will appear above the
lens. Click this, followed by the flag icon. This will send a
report to Snapchat for further investigation. Reports can also
be made on the Snapchat support website:
support.snapchat.com.
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Snapchat to “make you look pretty.”

SCREENSHOTS & SAVED
MESSAGES

While Snapchat’s gimmick is that all photos, videos
and text disappear eventually, users still have the
capability to screenshot or record anything which

has been sent to them. Users may sometimes forget

that screenshotting is possible and send a
compromising image or message to somebody who
they think they trust. They may also accidentally
send an image or message to somebody who they
do not trust. Simply by pressing and holding a
message, the user is able to save a message they
have received, which can be screenshotted or used
against them at a later date.

SNAPSTREAKS & ADDICTION

‘Snap Streaks' are gained when snaps have been
sent back and forth consecutively between friends.
The longer that snaps are sent between users, the
longer the streak becomes. Furthermore, Snapchat
rewards users who have achieved high Snap
Streaks, by gifting emojis, adding incentives for
users to keep the streaks. Children invest time into
making their streaks as long as possible, which can
put an incredible amount of pressure on both
themselves and their friendships.
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USE‘GHOST MODE'

We highly recommend enabling ‘Ghost Mode’ on the app so

that your child’s location will no longer be visible to anyone

on the ‘Snap Map. To enable this, go onto the Snap Map and

tap the cog in the top-right corner. Here, change the setting
to‘Ghost Mode.

HOW TO DELETE A MESSAGE

Advise your child never to send any negative messages (or
images through gallery in the chat on the app) as
screenshots can still be taken. You should also advise your
child to screenshot any negative comments they receive as
the sender can also delete them. To delete a message,
simply press and hold the sent message and press delete.

TURN OFF “QUICK ADD’

‘Quick Add’ helps friends find each other on the app. This is
based on mutual friends or if their number is in their phone
book. Explain to your child that this feature can open up
their profile to strangers. We highly recommend that your
child turns off the ‘Quick Add'’ feature. This can be done in
the settings.
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Email us at hello@nationalonlinesafety.com or call us on 0800 368 8061

SEXTING

Due to‘Snaps’ disappearing, (users can even
send a one-second photo or video), Snapchat
has become the chosen platform for children
and young people to send sexually explicit
images or ‘selfies. Once a photo/video has been
screenshotted, or recorded using another device
or software, this can lead to further dangers,
such as blackmail and cyberbullying. Itis illegal
to make, possess, download, store and share
sexual images, photos and videos of a person
under the age of 18. This also includes any
sexual images, photos and videos that a child
may have taken of themselves. However, if a
young person is found creating or sharing
images, the police can choose to record thata
crime has been committed, but taking formal
action isn’t in the public interest.

SNAP ORIGINALS

Through ‘Snap Originals; users can watch content
which has been created by Snapchat on the app,
including comedy shows, drama, news and more.
Additionally, there are new lenses and filters
available, inspired by the 'snap originals' shows. This
is another feature to encourage addiction.
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RESTRICT STORY VIEWS

Your child can add videos and images to their ‘Story’
throughout the day which will last for 24 hours. By default,
anyone in a user’s friends list can see their story. We
recommend checking the privacy settings to ensure that
this has not been edited. This can simply be done in the
apps settings under the ‘Who Can View My Story’ section.
The options to choose from are‘My Friends, ‘Everyone’ or
‘Custom’- we suggest that it is set to ‘My Friends




Instagram is an image and video sharing app that
allows users to share moments with the world. The
app has a live streaming feature and additional
add-ons, such as’Boomerang; ‘Hyperlapse’ and
‘Layout; which can be used to enhance their
feed. Users can choose to add filters and make
adjustments to their photos, such as brightness/
contrast, To make their content more ‘searchable;
users can include hashtags in their uploads to
make them easier to find,
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LIVE STREAMING TO STRANGERS

The live stream feature on Instagram allows users to
connect with thelr friends and followers in real-time.
Followers can comment on the video during the broadcast
{which can be turned off in the settings). If your child has
a private account, only their approved followers can see
thelr story. It is important to note that they still may have
followers that they do not know, which means they could

*¥¥NEW FOR MAY 2018***
IN-APP PAYMENTS

Instagram Is rolling out In-app payments
for products and services directly through

Posting photos and videos Is Instagram’s biggest selling
point, 50 with sharing images comes risks, A photo which
Indludes landmarks in the area, their school uniform,
street name, house and even tagging In the location of
the photo uploaded to Instagram can expose the child’s
location making It easy to locate them. If their account Is
not set to private, anyone can access thelr account and see

be live streaming to strangers, A public account allows the app. It will operate under the same rules thelr Images.
anybody to view their story. We suggest that your child as Facebook Payments, which state if you
goes through thelr followers list and blocks people they are under the age of 18, you can only use HIJACKED HASHTAGS

do not know. An additional risk with live streams is that

your child may do something that they regret. This could

be captured by a viewer taking a screenshot and further
shared around the internet.

Facebook Payments with the involvement of
a parent or guardian.

Like Twitter, hashtags are also an extremely prominent
tool Iin Instagram and with that, comes potential risks
for your child.One person may use a seemingly lnnocent
hashtag with one thing in mind and before you know it,
hundreds of people could be using the same hashtag for
somathing Inappropriate or dangerous that your child
certalnly shouldn't be exposed to.

LOCATION TAGGING

Public locations can be added to a users photos/videos
and also to thelr stories, While this may seem lke a good
Idea at the time, It can expose your childs location; this Is

particularly more of a risk if It is on thelr story, as it Is In

realtime.
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DAMAGE TO CONFIDENCE, BODY
IMAGE & MENTAL HEALTH

When Influencers, celebrities or peers use filters on thelr
photos or videos on Instagram, it can set unrealistic
axpectations of their own appearance and create feelings
of Inadequacy and low self-esteem., Children may try
| tostrivefora comparable number of likes on thelr own
photo to an image or video that has been edited heavily,
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***NEW FOR MAY 2018***

FILTER INAPROPRIATE
COMMENTS

Instagram announced on 1st May
that they now have an 'anti-bullying'
filter on the app. The new filter hides

comments containing aftacks on a

person's appearance or character,

as well as threats to a person's well- ‘
being or health. The filter will also alert

Instagram to repeated problems so

they can take action on the user if
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TURN OFF SHARING

Even though this feature will not stop
people from taking screenshofs, it
will stop others being able fo directly
share photos and videos from a
story as a message to another user.
This feature can be turned off in the
seftings. We also recommend turning
off the feature which automatically
shares phofos and videos from a story

to a Facebook account.

REMOVE PAYMENT

METHODS

If you are happy for your child to
have a card associated with their
Instagram account, we suggest
adding a PIN which needs fo
be entered before making a
payment; this will also help prevent
unavuthorized purchases. This can be
added in the payment settings tab.
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RESTRICT MESSAGES USE A PRIVATE ACCOUNT

If your child's account is not private,
anybody can message them and
reply fo their stories. If they do wish
to keep their account public, we
strongly recommend changing the
message reply settings to restrict who
can message them.
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necessary. This is an automatic filter,
but it can be turned off. Make sure this
Is turned on In the apps seftings.

ndefoult any ima?e or video your
child uploads to Instagram is visible
to anyone. A private account means
that you have to approve a request
if somebody wants to follow you and
only people you a;y)rove will see

your posts and videos. ( )

www.nationalonlinesafety.com



At National Online Safety we believe in empowering parents, carers and trusted adults with the information they need to hold an informed conversation about online safety with their children, should they

feol it is noeded. This guide focuses on one platform of many which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for aduits,

TikTok is a video-sharing social media app available on i0S and Android which lets users
create, share, and view user created videos in a similar manner to Facebook, Instagram and

Snapchat, Its main draw, however, is that users can record and upload bite-sized looping
videos of themselves lip-syncing and dancing to popular music or soundbites, often for 1 2 +
comedic effect, which can then be further enhanced with filters, emojis and stickers. TikTok
has been designed with the young user in mind and has a very addictive appeal. At the B poae

beginning of 2019 it skyrocketed in popularity and has featured near the top of download gonrcian required
charts ever since. Estimates suggest that it now has anything between 500 million and over
1billion monthly active users worldwide.
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‘TALKABOUTONLINECONTENT  USEPRIVACY SETTINGS
your child is above the age limit to the easiest way to
use make sure you take the time to talk child on is to make sure their account s set S
to them sbout what they are seeing on the to private. This means only those users your child
app. Have an open dialogue, get them to give approves can view, like, and follow their content. S,
youthesopinion on what s ppropriste and Seting the account o privatemay clash withyour — = () )
model the correct behaviour. Go over why child's goal of soctal media superstardom, but it "
they shouldn'’t give out Information or their account secure from strangers, This
identifiable and be positive and setting can be enabled under the and
uﬁiﬁ:ﬂn run, getting them safety menu by pressing the ellipsis in the ‘me’ tab
to think sbout what they're seeing of the app. To be extra safe, there are additions!
goes a long way to keeping them sodial media controls available to togghe such as who can send
savvy, comments and messages, among other options.
%‘Lﬂmdﬂrﬂmuwm. on m“;.“.l:mm ”:nd
Whilst the app has moderation tools, videos mumum in place, TikTok can be 8 the digital wellbeing section, the screen time
an still the net so it's important to space for your child to express themselves. mmmmﬂuﬂy
regularly hmﬂﬂz-m to allotted time on the app in increments
Mn‘hna app yourself is s ranging from 40 to 120 minutes. You can also lock
great way to get to grips with it. You could then and report content that isn't appropriste and to this preference behind a PIN number which has to
oo g @) Sty e " () e e e
You can also block individual users by going on their memes without wasting away the
Meet our expert FAMILY SAFETY MODE
Pete Badh is a writer with over 10+ years in research TikTok Safaty Mode allows parents to link their own TikTok account
and analysis. Working within a specialist area for Mmlﬁuwmbm;mmw #
mYmMP;nhuwmwmh #wwgﬂ:&g&wmumﬂw
profile cases in court as well as writing as a subject """"‘“m'"“”"‘.mi m"’"“"":" I""I
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Users of this guide do so at their own discretion. No liability is entered into. Current as of the date of release: 09.09.2020
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WhatsApp is one of the most popular messaging apps in
the world, with more than 1.5 billion people in more than
180 countries using it to send and receive text, photos,
videos and documents, as well as make voice and video
calls through an Internet or Wi-Fi connection. The free app
offers end-to-end encryption, which means that messages
can only be read by the sender and the recipient in
one-to-one chats, or all members if it is a group chat, Not
even WhatsApp can read them.
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AGE LIMIT CHANGE

Since May 2018, the minimum age for using WhatsApp is 16
years old if you live in the European Union, including the UK.
Prior to this, the minimum age was 13, which still applies for
the rest of the world. WhatsApp has not yet stated whether it
will take action against anyone aged between 13 and 16 who

already hold accounts under the old terms and conditions,
such as closing their account or seeking parental permission.

SCAM MESSAGES

Occasionally on WhatsApp, people receive spam messages
from unauthorised third parties or from fraudsters
pretending to offer prizes to lucky people, encouraging
recipients to click on a link towin a prize. A common scam
involves messages warning recipients that their WhatsApp
subscription has run out with the hope that people are
duped into providing their payment details. Other scam
messages include instructions to forward the messagein
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FAKE NEWS AND HOAXES
WhatsApp has been linked to enabling the spread of
dangerous viral rumours. In India, for example, a number of
attacks appear to have been sparked by false rumours shared
onWhatsApp.

THE'ONLY ADMIN’ FEATURE
AND CYBERBULLYING

Cyberbullying is the act of sending threatening or taunting
text messages, voice messages, pictures and videos, with the
aim to hurt and humiliate the receiver, The group chat and
group video call features are great for multiple people to chat
simultaneously, but there is the potential for people to hurt
others with their comments or jokes. The ‘only admin’feature
gives the admin of a group chat greater control over who can
send messages. Whilst this can be good for one-way
announcements, the group admin has the power to block
somebody from ding to an offi ge in achat,
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CONNECTING WITH STRANGERS )

To start a chat in WhatsApp, you need to know the mobile
number of the contact you want to speak to and they also need

to have the app downloaded. WhatsApp can find contacts by
accessing the address book of a device and recognising which

of those contacts are using WhatsApp. If your child has shared
their mobile number with some- body they don’t know, they can
use it to get in touch via WhatsApp.

LIVE LOCATION SHARING

WhatsApp's Live Location’ feature enables users to share their
current location in real time to their contacts in a chat, allowing
friends to show their movements. The feature, which can be
found by pressing the ‘attach’ button, is described by WhatsApp
asa“simple and secure way to let people know whereyouare.”
Location-sharing is already a common feature on other social
apps, including Snapchat’s Snap Map and Facebook Messenger
and can be a useful way for a child to let loved ones know they
are safe. However, if your child is in a group chat with people

they do not know, they will be exposing their location.

which could resultina child being upset and unable to reply. A

!eturnfor a reward or gift from WhatsApp or another person,
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CREATE A SAFE PROFILE

Even though somebody would need your child’s phone number
to add them as a contact, as an extra security measure we
suggest altering their profile settings to control who can see
their profile photo and status. The options to choose from are
‘Everyone,‘My Contacts’ and‘Nobody. We suggest selecting ‘My
Contacts’ or‘Nobody’ to ensure their profile is protected.

EXPLAIN HOW TO BLOCK PEOPLE

If your child has received spam or offensive
messages, calls or attachments from a contact,
they should block them. Messages and status
updates sent by a blocked contact will not
show up onthe phone and will stay
undelivered. Blocking someone will not
remove this contact from the contact list-
they will need to be removed from the phone’s
address book. To block a contact, your child
needs to open the person’s chat stream and
tap on the settings.

 a
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REPORT SCAM MESSAGES

Advise your child not to tap, share or forward any message that
looks suspicious or sounds too good to be true. When your
child receives a message from an unknown number for the first
time, they will be given the option to report the number as
spam directly inside the chat. They can also report a contact or
a group as spam using the following steps: 1) Open the chat.
2)Tap on the contact or group name to open their profile
information. 3) Scroll to the bottom and tap‘Report Spam.

LEAVE A GROUP
If your child is part of a group chat that makes them feel
uncomfortable or has been added to a group they don't want to
be part of, use the group’s settings to show them how to leave.
If someone exits a group, the admin can add them back in once,
If they leave again, they cannot be added again.

USING LIVE LOCATION SAFELY

If your child needs to use the Live Location’ feature to share
with you or afriend, advise them to only share it for the amount
of time they need to. WhatsApp gives the options of either 15

DELETE ACCIDENTAL
MESSAGES
If your child has sent a message to the wrong chat
or if a message they sent has contained a mistake,
they can delete it. To do this, simply tap and holdon
the message, choose'Delete’ and then'Delete for
everyone! The app allows seven minutes to delete the
message after it has been sent, but it is important to
remember that recipients may have seen and screenshota
ge before it was deleted
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SET TIME LIMITS

A 2017 study found that by the age of 14 the average child
will have sent more than 35,000 texts, 30,000 WhatsApp
messages and racked up more than three solid weeks of

video chat. Although it is inevitable that your child will use
technology, you can still set boundaries. This is not easy,

especially since teens use their devices for both
schoolwork and free time, often simultaneously.

minutes, one hour or eight hours. However, your child can
choose to stop sharing at any time. J
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Feeling anxious?

The Coventry and Warwickshire Mental Wellbeing
Line is here to support you 24/7, 365 days a year.

Available for Coventry and Warwickshire residents, our
friendly and compassionate team will provide connection,
advice, information and signposting to others services.

wellbeingforwarwickshire.org.uk

(%) 0800 616171

Wellbeing for Warwickshire

An open door to supporting your mental health
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Kooth is an online mental wellbeing
community for young people

Here are some of the features young people can access on Kooth:

Magazine
The Kooth magazine shares personal experiences
and tips from young people and our Kooth team

Discussion Boards

Young people can start or join a conversation with
our friendly Kooth community, with lots of topics
to choose from

Chat
Young people can chat with our helpful team about
anything that's on their mind

Daily Journal
Young people can view their daily journal to track

feelings or emotions and reflect on how they're doing

~ Sign up for free at Kooth.com
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We're still here for

Coventry & Warwickshire

Mental health services are here
for you and your wellbeing 24/7.

Call the Mental Heatth Criss line

08081 966798

Urgent Mental e

Warwickshire Partnership

Health Support
is provided by Coventry and Warwickshire Partnership NHS Trust.

ﬁ"&'?:f&’l‘?i"&ﬂf&?::ﬁ (08081 966798

for more mformatson on Urgent Mental Health Support
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