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Adolescent Brain Development

Rapidly Changing Content

Immediate Gratification, Short Attention Spans
Mirror Neurons missing

Overcompensation of Certain Senses and Emotion

Windows and Walls

(Young, 2009)

Adolescent Brain Development

(Young, 2009)




Adolescent Internet Use

As of July 2011, 95% of teens were online
Most of them (63%) go online daily
f adolescents have an online profile
o of teens have
a cell phone
— 58% of 12-year-olds

— Avg 3400 txts/month

What is Cyberbullying?

“Willful and repeated harm inflicted
through the use of computers, cell
phones, or other electronic devices”

What is Cyberbullying?

* Using a computer or cell phone to be mean,
disrespectful, or hurtful

“Bullying and harassment, most often by peers, are the
most frequent threat that minors face, both online and
off...” (Berkman Center’s ISTTF Force, 2009)




The Effects of Cyberbullying...

Victims
Offe
Bystanders
Families

Schools

School Response to Cyberbullying

School’s Responsibility

* School personnel have a responsibility and
obligation to:
— Adapt to technological change provided to and utilized by
their students
— Must recognize and establish standards and codes of
conduct with respect to appropriate use of computers and
the Internet
de students with a school environment that
ual opportunities to learn
— Educate students, staff, and parents about Internet safety
and responsibility

* Federal and state mandates!




Freedom of Expression Summary

US Courts are oriented towards supporting
First Amendment rights of free expression
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What is Your Educational Mission?

“Our mission is to develop students with active and creative minds,
a sense of understanding and compassion for oth and the
courage to act on their beliefs. We stress the total development of
each child r , social, emotional, and
physical.”

“Hamilton School strives to be a community of learners in which
all members use their minds well and catre about one another. We
¢ with challenging academics and the unique resources
city and region in order to become active citizens and res

stewards of our world.”

“Lakeview will provide a safe, supportive learning environment with

opportunities for each student to develop the skills and knowledge
to become a respon ful ci .

So...What Can Schools Do?

Acknowledge reality an
Focus on the action (bully rather than the noun
Enlist everyone's help and energ
Believe that change is possible; reject cynicism
ink big but start small
Reframe the problem in positive terms

Engage HEARTS, morality, ethics

nes, 2010)




Substantial Disruption

“Substantial disruption” means without limitation
that any one or more of the following occur as a
result of the bullying (AR Legislature, Public Act

f instruction ot educational
. Inability of students or educational staff to focus on learning or
function as an educational unit because of a hostile environment;
. Severe or repetitive disciplinary measures are needed in the
cl om or during educational activiti

. Exhibition of other behavior by students or educational staff
that substantial ¢ with the learning environment

Pennsylvania Law (H.B. 1067)

Covers electronic bullying

Requires development and implementation of research-
based violence prevention programs that address
bullying

Adopt or amend existing bullying policy to co
reporting, prevention, intervention, and education to
address bullying

Recommendations for District Policy

Comprehensive policy would include the following:

1. Specific definitions for harassment, intimidation, and bullying
(including tt

Graduated consequences and remedial actions

behavior results in “substantial disruption of the lear
nent,” the student can be disciplined

Procedures for preventing bully

curriculum enhancements)




Cell Phones at School

CELL PHONE USE
PROHIBITED ON
SCHOOL GROUNDS

Cell Phones at School

Cell Phones at School




Cell Phones at School

Student Responses When Confronted

Tell you he didn’t know about the policy.
ive you his phone.

give you his phone because his parents
paid a lot of money for it.

y switch out the phone he uses with an older ph
Give you the phone but keep the batte
Give you the phone but keep the SIM card.
Give you the phone but not tell you the lock code o

Tell you to physically take it from them.

)

Discipline Offenders

State that cyberbullying is treated seriously

Attempt to get them to see the wrongfulness of their
actions

Make clear that additional dents are unacceptable

Prescribe penalty if/as necessary
— “You’te not in trouble now, but...”

Link behavior to consequence




Clearly Define Consequences

Have a continuum based on seriousness

Teasing Identity theft Physical threats
Ignoring Spreading rumors Stalking

Name calling Posting pictures online without Intimidation
Taunting permission Death threats
Flaming Creating video of bullying

Meeting with parents Meeting with principal Legal/criminal punishm
Meeting with counselor Behavior plan Civil punishment
Creative sanction (e.g., anti- Extracurricular consequences Suspension
cyberbullying posters) Detention Expulsion

Mature Decision-Making

t - How would you feel if someone did

The Mom or Dad (or Equivalent) Test - What would your
mom or dad (or another person who you look to for
guidance) think?

The Front Page Test - If yout action were reported on the

front page of the newspaper, what would other people thi

The "If Everybody Did It" Test - What would happen if
ybody made tk cision to do thi

- How do you feel inside?

(Willard, 20(

Share Positive Stories!




Respond Creatively

* Research paper about effects of hat (using
paper and pen and library...no teck

* Public Service Announcement Videos and Posters




Incident Tracking

Other Considerations

Avoid changes of placement
Tell parents/defer to their authority

Contact content provider
(Facebook, Google, AT&T)

Civil/ctiminal penalties




Civil Law

Victims can always pursue action in civil court
¢ Defamation of character
rasion of privacy

Intentional infliction of emotional dis

Criminal Law

Very rarely does cyberbullying rise to the level of a
violation of criminal law, but the following can lead
to arrest/prosecution:

Making threats of violence to people or their property

Eng

Making obscene or harassing phone calls

Harassment or stalking

Hate or bias crimes

_reating or sending sexually-explicit images of teens
Sexual exploitation

Taking a photo of someone where privacy is expected

(Willar




Prevention: Advice for Schools

Assessment

* Does cyberbullying negatively affect your school?

* Conduct a survey of students, staff, and parents
Technology usage
ization and Offending
nd Mediums

Emotional, psychological, behavioral outcomes
How are spond

What is currently being done

Assessment




Educate the School Community
about Cyberbullying

Establish clear rules for computers, etc.
Proactively engage students in dialogue about
online experiences
Sponsor community/parent events
related to online safety

ents” Honor Roll
— Wii giveaways

Invite LEOs to speak about

responsible Internet use

Use role-playing scenatios

SCENARIO 1

James is frustrated and saddened by the comments his high school
peers are making about his sexuality. Furthermore, it appears a group
of male students is creating fake e-mail accounts at Yahoo.com and
sending love notes to other male students as if they came from
James—who is mortified at the thought of what is happening.

If you were a school guidance counselor or administrator within the
school, what would you do if James approached you with the problem?
What about if you were James's mom or dad? What can James do to deal
with the embarrassment? What would be some incorrect and unacceptable
ways that James might try to deal with this problem?




Create Opportunities for Students to
Report Inappropriate Behaviors

Anonymous reporting
system

Email reporting

Online form

Drop box

Phone number for texts

To... help @school.k12.mn.us
e

Subject:  [ayberbullying

Communicate That You Care

¢ Students are afraid to talk to adults about these issues
— Lose computer/cell phone privile
— Unfamiliarity of adults with the te

* “Sexting video”

Recommendations for
Sexting Policies

Should state that:
the mere pos on of sexually-explicit images of minors on any
device is prohibited
all involved in sexting, unless they immediately deleted the images,
could be subject to d

parents and the police will be contacted to investigate

harassment and bullying related to sexting incidents is prohibited

shment will follow when threats are made related to




Advice for Youth: Password Safety

Never give your password or phone unlock code to a frier
your secret answers to challenge questions

Do not use p! yords based on personal information

nonalphabetic characters

Change it often

Never provide it over email or in response to an email request
Do not write it down under your mousepad or keyboard

Do not type it in on computers that you do not own

Don't use the same password across all of your accounts

Advice for Youth: Password Safety

* Never give your password or phone unlock code to a friend
"I had chosen to give my facebook password to one of my
"best friends' she was friends with a girl that i had been
having some bullying problems with. One day my "best
friend" was at my enemies house and decided to get on my
facebook and delete all my pictures and they took a picture
of this boy that i really liked and put it as my profile
picture. they wrote "i miss you" "i am in love with you" "i
cry over you all the time" all over my profile. so all my
friends saw it. it was all really stupid but it hurt me so bad."
12-year-old girl from North Carolina

sall of your accounts




Take minor forms of bullying and

cyberbullying seriously so they do not
escalate into bigger problems.

School Climate

Environmental factors
Social factors
Sense of welcome
of community

se of belongingness
Sense of order and predictability
Sense of fairness
Style of leadership
Personal skills of leaders

Balance of productive and nurturing factors




“I feel safe at my school because the school
always reminds me that I need to tell an adult
when I am threatened.”
13-year-old from FL.

What Can Youth Do?

Research the problems

Interview experts

Create a PSA

Mentor younger students

Review your school policy

Create informative poster

Build an aware campaign

Develop a web site, blog, or Facebook group
Teach siblings/relatives

Be known for something bigger than yourself

Define the Line




Be a “Cyberbullying Trustee”

For your students, your children, and other youth

Listen respectfully

Maintain open line of communication

Deal with cyberbullying as you’d deal with any other
llying

Be proactive in learning about the Internet

If you are unsure about how to deal with a particular

situation, get help

www.cyberbullying.us
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Talk to me if you or someone you know

is b 1 ically harassed ar
1 care about your anline experience and can help!

For more information, v

www.cyberbullying.us




www.facebook.com/cyberbullyingresearch
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