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DIGITAL CITIZENSHIP
DIGITAL CITIZENSHIP IS DEFINED AS THE APPROPRIATE AND RESPONSIBLE USE OF TECHNOLOGY AMONG USERS.
(3 PRINCIPLES DEVELOPED BY MARK RIBBLE)

•Respect – Etiquette, Access, and Law

•Educate – Literacy, Communication, and Commerce

•Protect – Rights and Responsibilities (Ethics), Security, and Health

 Game for students that helps to teach Digital Citizenship

 (There are also parent and teacher resources associated with the game.)

 https://beinternetawesome.withgoogle.com/en_us/

https://beinternetawesome.withgoogle.com/en_us/
https://beinternetawesome.withgoogle.com/en_us/


3 DIGITAL CITIZENSHIP PRINCIPLES EXPLAINED…

RESPECT
Digital Access:  Equal rights and access

Digital Etiquette: Teaching appropriate 

conduct online

Digital Law: Proper usage and sharing of 

each other’s digital property online.

EDUCATE
Digital Communication: Choosing the right 

ways to communicate in relation to the 

receiver and what needs to be said.

Digital Literacy: Being able to find, 

evaluate, and cite digital materials

Digital Commerce: Understand the 

importance of the digital economy.

PROTECT
Digital Rights and Responsibilities: Students 

need to understand their basic digital 

rights to privacy, and freedom of speech.

Digital Safety and Security: Need to know 

how to safeguard information by 

controlling privacy settings.

Digital Health and Wellness: Screentime 

awareness.  Being able to balance their 

time online and off.



CYBER COMMUNICATION

•Cyber Safety

•Email

•Apps (Facebook, Instagram, Snapchat)

   Chat (Regular, Phone, Video)

   Games (Monitoring Chat)

•Online Challenges



EMAIL (DISTRICT ISSUES)

• SPAM – User-Reported SPAM (Be careful with what you put in SPAM)  

A lot of students are putting their teachers or fellow students in SPAM.  Putting 

messages in SPAM that are not necessarily SPAM can cause the students to miss 

important messages from the senders.

• Phishing – Recently, we have had an uptick in phishing emails.  This is just a reminder 

to make sure you check the sender (email address).  Sometimes the name will be the 

same as someone you know, but the email address will not be. 



CYBER SAFETY

http://www.youtube.com/watch?v=yrln8nyVBLU


5 INTERNET SAFETY TIPS FOR KIDS

http://www.youtube.com/watch?v=X9Htg8V3eik


INTERNET SAFETY AND PRIVACY (EMAIL AND 
SOCIAL MEDIA)

http://www.youtube.com/watch?v=25G4tLVH1JE


GREAT RESOURCES FOR PARENTS AND EDUCATORS
REGARDING SOCIAL MEDIA
HTTPS://SMARTSOCIAL.COM/#PROGRAMS

Social Media Apps & Cell Phone Safety Flip Phone – Good Start

https://smartsocial.com/#programs
http://www.youtube.com/watch?v=gM12tMf8YiU
http://www.youtube.com/watch?v=O6gdiF5MEgU


APP SAFETY GUIDELINES (FACEBOOK EXAMPLE)

https://www.ritenour.k12.mo.us/cms/lib/MO01910124/Centricity/Domain/4/Screen%20Shot%202022-03-04%20at%2011.46.48%20AM.png


APPS TO WATCH FOR

https://www.ritenour.k12.mo.us/cms/lib/MO01910124/Centricity/Domain/4/10%20apps.jpeg
https://www.ritenour.k12.mo.us/cms/lib/MO01910124/Centricity/Domain/4/21%20apps.jpeg


CHAT ROOMS/GAMES TO WATCH FOR

•Whisper –anonymous message app

• Tumblr – photo, video sharing and chat

• Instagram/Snapchat/Facebook – 

sharing photos/videos and messaging

•Discord - free voice, video, and text 

app

• Look – free video messaging app

• Tellonym –messenger app

• Bigo Live – live streaming app

• Imvu –virtual world game (chat now)

• Houseparty – video chatting app

• Tinder – Dating app – 13+can register

• Kik – text (for 17+ no age verification

• Voxer – walkie-talkie app



DANGEROUS CHALLENGES
•Momo Challenge: encourages kids to hurt themselves.  Also used in hacking.

•Choking/Fainting/Pass-Out Challenge: Very risky and has resulted in death.

•Tide Pod Challenge: Biting into a pod of laundry detergent.  Can cause 

chemical burns and kidney and lung problems.

•Blue Whale Challenge: 50 day challenge full of harming tasks.  On 50th day, 

the kids commit suicide.  This challenge has resulted in death.



CHALLENGES

FUNNY
• Try Not to Laugh Challenge: involves 

short, funny videos and trying not to 

laugh.  Harmless, although sometimes 

laughing at other’s expense.

• Whisper Challenge: Person wears 

headphones with loud music laying.  

Other person would try to read lips.

• Mannequin Challenge: A group of 

people gets together, poses, and 

freezes while camera rolls and music 

plays. 

FOOD
• Eat It or Wear It Challenge: This one 

takes prep.  Player chooses a number, 
checks out the food, and decides to 
eat or wear it.  Very messy, but 
low-risk.

• Hot-Pepper Challenge: Eat a hot 
pepper (habanero/ghost pepper) 
while filming and chugging milk to try 
to stop burning.  Can be dangerous.

• Cinnamon Challenger: Eat a spoonful 
of cinnamon, sputter and choke, and 
record the whole thing.  Can be 
dangerous.

PHYSICAL
• Bottle-Flipping Challenge: Partly fill a 

plastic water bottle and toss it in such 
a way that it lands right-side up.

• Backpack Challenge: One person runs 
between two rows of people who try 
to hit you with heavy backpacks.  The 
goal is to make it to the end without 
falling down.  Can be dangerous.

• Kylie Lip Challenge: Kids would put a 
shot glass over their mouths, suck in, 
and make their lips swell artificially.  
Can cause damage, also has to do 
with impossible beauty standards.



PARENTAL CONTROL APPS ALL PLATFORMS
•Net Nanny Parental Control – excellent web-filtering technology and a 

modern, intuitive design.  Supports Android and iOS.

• iKeyMonitor Parental Control – monitor text messages, calls, websites, social 

media apps.  Supports Android and iOS.



BEST PARENTAL CONTROL APPS
Best apps for Android

Enable Parental Controls on YouTube

Best apps for iOS

http://www.youtube.com/watch?v=gGe8WYM5e0I
http://www.youtube.com/watch?v=J70o9nOU1v0
http://www.youtube.com/watch?v=3FRX46DuxO0


EXTRA CONTENT

• Jailbreaking (Rooting) apps

Cydia is a gateway app that allows tech savvy teens to download apps from a 

3rd party without going through Apple or Google Store.



RESOURCE WEBSITES USED
• https://www.aeseducation.com/career-readiness/what-is-digital-citizenship

• https://www.fosi.org/good-digital-parenting/introduce-kids-email-safety/

• https://smartsocial.com/faqs/#safety

• https://smartsocial.com/faqs/#monitor

• https://www.familyeducation.com/mobile-apps/a-complete-guide-to-potentially-dangerous-apps-al
l-parents-should-be-aware-of

• https://www.commonsensemedia.org/blog/viral-youtube-challenges-internet-stunts-popular-with-kids

• https://www.iste.org/explore/digital-citizenship/essential-elements-digital-citizenship

• https://www.tomsguide.com/us/best-parental-control-apps,review-2258.html

https://www.aeseducation.com/career-readiness/what-is-digital-citizenship
https://www.fosi.org/good-digital-parenting/introduce-kids-email-safety/
https://smartsocial.com/faqs/#safety
https://smartsocial.com/faqs/#monitor
https://www.familyeducation.com/mobile-apps/a-complete-guide-to-potentially-dangerous-apps-all-parents-should-be-aware-of
https://www.familyeducation.com/mobile-apps/a-complete-guide-to-potentially-dangerous-apps-all-parents-should-be-aware-of
https://www.commonsensemedia.org/blog/viral-youtube-challenges-internet-stunts-popular-with-kids
https://www.iste.org/explore/digital-citizenship/essential-elements-digital-citizenship
https://www.tomsguide.com/us/best-parental-control-apps,review-2258.html

