
Dr[l'A SHA I(lN(; AC RF] riU ENT

Caltlsieu Pnrish School lloa rrl
.\l)t)EN l)trll'I{) c()NTIi.\cT

IIris r\cldcrtclunr lL) ( ()nlraet l"AddendLrrrr") is crrtelctl irrkr b; arrrl lret\.vecn thc (aleasietr
Palish School Boartl thereinaticr'"Sclrool Boalcl") antl F.lS Vl,-'cl('lainrs (lreleinatler'"Vendor"').
-['lre r\dtlerrdLrnr is eU'ective as oi thc //4 (lo: nl t_44a,4r/L.20 U_ .

l)ulirrg thc 201-[ [.orrisianu l.egislative Session. thc Strte ol'LoLrisiarra enactstl ne\r larrs
goverrring thc collectiorr. disclrrsule ancl usr; ot'studcnls' pelsonally iclt-rrtiliablc irrtblrrraliorr. The
ner,r, lur',,s re(lLr;re (hat anv contlacts hetu'eerr l sclrool s)'sterll and a thild-palty. lrto is enlrtrsted
rvith pcrsonrlll identillable inlirlnrrtion of an)' sludenl. contain thc stalLrtorily pleselibecl
nrirrirntrm rccprilcrrrents as to thc rrsc of pcrsonallf idcntitirble inf'olmaliorr. ln ordel kr ci,nrplt'
with the leqLrilenrcnts .rl'the rrcrr, lan.s. tlris Acltlcrrdrrrn and thc tcrnrs coutaincd helein ale herebl
rncolPo
cntit lucl

rllcd inl
,l<.anf

o Ihe ligrcer]1c ler ir'rrrslv entered int() bctlr,een Vcnclor alrtl tlrc Sclrool []oard
ancl datccl

in lirrrnati r)n to he c{)llcctc tl on a nron thlv
ldentifier (SASID), Social Secrrrity Nunrber, first rntl Last Ntmcs, Datc of Birth, (lender,
School, Cratle, Teacher', Pa rcrr t/fluartl ian Nanre, l'hone n urnber.

Itr accotclattce rvith La. R.S. l7:l9l.i([). Vorikrl aglees to protect pc'rsonallv idertinablc
inlortlatiort itr a rrrattnct tllal allr)ws ortll- lhosc incliriclLrals. l,lto are authorizccl b1 Verrtkrl to

access the inibruration. thc abilitl to tlo so. I'ersonalll identifiatrle irrtirlnratiorr shoLrkl be

lll()tected b5'appropriatc sectrritl r1leasurcs. inclLrcling- but not linrite.l t()- tlrc usc ot user narnes.

secule passwolds. enclyption. seculitv elLrcstions. etc. Vcndor's ncrrvork must nrtrinrain a lrigh
lcvel ol clectronic protcct;on t() ensurc tlre illegr;t) of scnsitive inlirrnratiorr an(l to p[everrt
utautltorized access in these systerlrs. -l he Verrdor agrccs to perfirlnr regLrlat lcvieus of its
protecliol urethorls anrl perlirrru slsterl aucli{ing to rrraintain proteclion olils systcnrs. Venilor'
agrecs t() orairrtuitr sccrrre systclrs that arc ;latchccl. up to datc. and have rll apPlopriatc security'
uptlales irrstallccl.

-l'o 
crrstrrc thal thc orrl) irrtliviritr:rls uncl crrtitics rvho cun acccrss stualcrll (lata rr thosc that

Irave lrecn specitically arttholizcil bi Ventlor to itccess perscrrrrlll idcnlifiable stu(lclt data.
Vendolshall inrplemcrtt vlliotrs lirrus ol'aLrthcrlticrti()n to ideltilv the specilic inilivitlual rvho is

acccssing lhe ilfirrurati,rn. Verrdol rrrrst irrrlir,idLrall),dcternine the allpropriate level ol'secrrril_v
that rvill ptovitlc the necessall lcvcl ot protcction lbr tllc studcnt clrta it rrraintains. Venilor shtrll
not rlkrw arrv intliviclrral or entil\ unaLrthenticalcd lcccss to contidential prsonalll identitiable
studenl records or data I an)' ti le.

Vendol shall inrplcnrcnt irpploprinls r1'rcrsurcs t{r ensure thc corrticlentiality anrl secLrrity

ol'Pclsorrallt iclcrrtiliable irtirlrn;rtirrr. Ir'o(ect u!ilinit iln\ unirnlicil) tc(l access ol tlisclosttre of'
intblrnation. an.l prevcnl an! othcr aclion thal coulrl resLrlt in sutrstantial hulrn to tlte Sclrool
Board or anf inJividual idcntitietl br thc'date.

Vcndol agrees that an) and all plstrrrally identilialrlc stLrtlcnt clala will lre storeil.
proc!'sse{l. ancl rrrairrlaincd in a sccure lecatiorr arrrl solel_y ol1 dcsigtratcd servers. No School

r'&Aa141, l/futrltc '( ', )n rrl.t" ). Slu(lena
f,*ii r"iff i'l[(uf" Strle .\ssigne(l Strr(lerl
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Boarcl clltt. at rn) tilnc. rvill bc ;rlocessed on or trans[elled k) lr))'l)ortable conr;lutinu clevice trr'

any I)ortrblc storagc nlcdiLtnr. unless thlt storagc rncdiulrr is in rrsc its f;r1 of tllc vcn(k)r's
(lesignate(l lracktrp ancl rccr)\'cr) pfocesses. AII ssrvers, stolage. l)ackufs, an(l ne(\ orl( plll)!
trtilizecl in tlre rlc'livc11, o[' tlrc service shall be containecl rvithin the Urritecl States unlcss
spccitlcall)'aglee(l to in rlritirrg br the Sclrrxrl L]r'artl.

Ventlor agrec's that an) rn(l all rlat, obtaincd liour thc Schotrl Boanl shall he used

explcsslr arrd solell. tirl the pLrr'poses enurncrale(l in the original ('on(r'act. Data slrall not bc
tlisttibLrted, rrsed. ol shalecl tbl any other pulpose. As rec;Lrirccl bt' [:cdclal ancl Statc law. Verrclor
fLrlthcl ar.lrees that no data of anr kincl shall lre lelealed. trar]snritlcd. erehanged or otherwisc
passecl Io othet verttkrs ol intclestecl l.raltic's. Vcndol shall not sell. transl.er'. share ol proccss an)'
slu.lent data iirr any pLrr.poses otirer tllal tlrose Iisted in lilc Contlacl- inclLrcling cornnrerciel
aclver'(ising. nrdrketins. or any other corlnrcrcial pLn'pose.

Verrtkrr shall estrblish arrtl irnphnrerrt a clcal data L.rreuch lcspons.' plarr oullirring
olganizational lxrlicies arril pl{lcedurcs tbr addlessing a llotential blear:lr. Vendor''s resltcrrse plan
slrall lequirc pr'(,rnpt rtsponse lirl rnirrirrrizing (he risli ol'arr1, firrthc'r datl loss and anv nesative
conse(lucnces ol'l.he lrleach. irrclLulirrg potcntial harrn to at'fectL,d irrtlividuals. A daLa hreach is
any irrstance irr rvhich thcre is arrr unartlrolizcd release or acccss ol'persoualll, identifiuhle
int'ornratir)r or olhcl inlirlfira(ion not suitab[. tirr public release. This clefinition applies
lcgardlcss ol'u,ltether Verrrlor stores arrcl rranages tlrc data dircctlv or tlrlough a contraclor'. such
as a cloud service plovider'.

Venclol slrall clevelo;: a polic.r- tirr the protection an(l stotagc ol audit logs. T'hc polic,"',

slrall reclLtile the stoling ol audit logs alrl rccolds on a se[\,cl sel]arate tlonr lh!- systerl.] tlllt
gcnerates tlre audit trail. Venclor rrusl rcsl[ict ilccess to audit logs to p[e\er1t t rnperir]g or
altcring of auclit dala. Rerention ot audit trails slrall bc basctl orr a sclredrrlc detelnrirred atier'
consLrltation u'ith opelariorral. tcchnical. risli nrarragernent. and legal sta11.

Vendor is pernrittcrl lo clisclose (orrlirlcntial lnlbrrnation to ils ernployees. autholizetl
srrbcorltractors. agents. consuLtants ancl aLrclitols ol r nccd kl linorv hasis only. provided that all
such subcorltractors- agerlts. consuItar)ts. ancl arrciitols havc rvlitten corrticlcntiality olrlisations to
Venrlor and tlre School Boartl. '['he conticlcntiality otrligations shall sLrlvive telrnination olanl
aglecn'lcnt uitlt Verrtlor tirr t periocl ot'tllicrn (15) years ol lol so long as lhe inlorrrration
remains contidential. rvhichcvcl is longer-. and rlill inrrre to the benelit ot'the Sclrool []olr(1.

Ventlol acknorvletlges and aglees that Lrnnuthorizc<l disclosure or use of plotectcd
inlblnrrtion nray ilreparabl-"- darragc tlre Schorrl Boaltl in such a rvay that ade(lual.e conlperlsalion
coultl not be obtained solell, in rnonctary tianrages. Accoltlinglv. the School Br)urd slrall llave
tlre light to secl< in-iuuctivc relief lcstlairring the actLral or thcatcrlcd unaLrtlrolized tlisclosure ol
use ot'an1, protected intirtnration. in addition to any other lerle'tl1, Lrthenvisc available (irrcludirrg
reasonablr.'attolney f'ees) Venclol herebl, rvaivcs the posling ol a lrond rlith rcspcct (L) anv actiorl
lirr irrjunctivc reliel. Ventkrr firrther granls the Schtxrl Boarcl llrc risht- lrut nLrt lhe olrligation, kr
cntblcc tlrcsc prnvisiorrs in Vcrrdor"s nanrc against an), ot \,'cndor''s cnrplovccs, otliccls, lroalti
nrcrrbcrs. owrlcrs. r'ePresentativL-s, ngents. c()rtracl()r's, ar)d suhcontl irctors.

Verrdor agrecs to conrlllv rr'ith tlrc requircrncrlts ol [.0. lt.s. 5l:-1071 ct,scr7. (l,ouisianr
l)atalrasc []r'eaclr Notitlcatiorr [-au) as uell as any otller agrplicahl,-' la,'rs that tetltrirc the
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n()tillcati()n ol irrtlivi.lulls in tllc evenl ot Lrnltrthorized lclsirsc ol pcrsolally iilentiflrhlc
intilrmation or ()(hcr cvc l lcc;triling nofiflcatiL)n. lrr the event ol'a lrleash of arry ofthc Vcnd()r"ri

securitv ohligati(rrrs or othel evcnt le(luirins rrotillcation untlel applica[rlc larv. Ventlol aglees to
notily the School Boarel irnrrrcrliatcly anrl assurre lesporrsitrility l'rrl irrfrrlnring all such
irrtlivit[trals in nccrrrclarrce with applicable lan anrl ro indenrrrity. lroltl harnrless ilrxl detend the

Scllool Br)ilrd an(l ils enrPl()\,ccs liorn and against an) irn(l all clairns. dattrages. ()r'causcs ()l
action relate(l k) thc ullaLrtllorizctl release.

Irr accorclauce vr.ith applicable stale an(l le(lcral luir,. Vendor agrccs tlral auditors lr'on1 an)
stntc, f'ederal. orothcr agenc),. as \\,ellas au(litors so clesignatcd b1'thc School []oarcl. shall havc

thc option to:rLrclit Vcntlor''s scn icc. I(ecortls purtaining to tlrc scrvice slrall lre nratle a!ailahlc to
auclitols and thc School Board tr hc'n lequestecl.

Venrlol irglccs that il tlrc olisinal (.ontlact is lelnrinutc'rl ol il'the otiginal ('ontract

cxpiles. Ventlor slrall le(Lrln all (liltil lo the School []oulcl in a useill)le eldcronic lirrtral. Verrdor'
lirrtlrer agrees (o erase. dcstro-v. and |errdef Lrnreadable. all data in ils er'rl;ret\ in a nlxnlrer thal
preven{s ils plrl.sical leconsllrrction throtrgh thc Lrse of corrrrnortly availalrlc lile restotation
Lrtilitics. Venclot shall certil-r in r.r litinr.: tlrat thcsL- actions have becn conrplet!'d rvithirr 30 da1's ol
the ternrirratiorr ()t'rhc Contrac( rrr' ',vithin scvcn (7) dal's frrrr rcceipi ol an)' request by thL'

School IJoard. r,'hicheve| conrcs liIst.

The te ns of this Aclclcndurn slrall srrpplenrent and strpersede any conllicting temrs or'

conditions of thc oliginal Contract l)etwer-n tlre Parties. Sub.iect to tlrr.'lcrregoirrg. the te ns ofthe
original Contract shall remain irr tirlt firrce and elf'cc1.

VIiNDOII S(lll0()L ltor\lU)

A Ltlho Reprcscntative ol Ventlor' A Lrtlrrlizecl l{el)r'esenta tive ol'School Boalcl

(itcgort'Bcrgcr0n Iiull []rrrclrhrrrrs
Autlrolized Repr esentat ive Nanre (l'r'int) A utholizecl Rcpresentative Nanrc (Plint)

l)r'esident SLrpe lin(crtrlcrtt
'I itlc f itle

trlS lVlcdC la inrs. t.l.(' ('llcrsictr Palislr Sclrcol []oard
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