Setup Multi-Factor Authentication (MFA)

CPSB will be enabling “Multi-Factor Authentication (MFA)” for Office 365 on
staff accounts. MFA adds a layer of protection when using Office 365
products such as CPSB email. Hackers are getting very creative in
acquiring user passwords and MFA should dramatically decrease the
likelihood of your password being compromised and in return
compromising the school system. Please do the following steps to set up
MFA. This is a one-time setup process.

For assistance, call Tech Help at (337) 217-4357.

Before you get started, your may want to print out these instructions.
Sign out of any Office 365 online/web apps that you may have open in
browsers on your device.

Setup MFA

1. Install the Microsoft Authenticator app on your phone. Keep push notifications
enabled.

# Download on the
¢ App Store

Note: If you do not use one of the above links, when searching for the app in the App
Store or Google Play store, make sure to search for Microsoft Authenticator.

Microsoft Authenticator
a Use Microsoft Authenticator for easy, secure sign-ins for all your online accounts using multi-factor

authentication, passwordless, or password autofill...

View more >

% Microsoft

On your computer, go to office.com. Sign in

Sign-in with your CPSB email address and —_—
click Next. B
4. Enter your CPSB password and click Sign in. em
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5. On the More information required prompt, click
Next.
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https://www.office.com/
https://apps.apple.com/us/app/microsoft-authenticator/id983156458
https://play.google.com/store/apps/details?id=com.azure.authenticator&hl=en_US&gl=US

6. Select Mobile app and
Receive notifications for
verification.

Click Set up. :
On your phone, open the D Receive notifications for verification
Microsoft Authenticator e verieton code

App.
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9. In the phone app, add an
account and touch Work or
school account.

10.Touch Scan QR code.

11.Scan the QR code on your
computer screen.

12.Your account will be added
to the Authenticator app.

13.0n the computer, click

On Computer

nd choase "Other account”.|

[OE R0
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Next.
Step 1: How should we contact you?

14.The QR code popup will Hoble spp v

C|OS€ and the M0b||e aQQ How do you want to use the mobile app?

Wl” be COﬂfIqured for ®  Receive notifications for verification

notifications and verification O Use verification code

Co_d—es. To use these verification methods, you must set up the Microsoft Authenticator app.
15.Click Next. »

16.0n your phone, you should
receive a popup
notification, click Approve. @ Approve sign-in?

17.You can ignore the app

cpsb.org
password for now or copy john.public@cpsb.org

it for later use.

***Note: See link below for DENY APPROVE

more info.
18.Click Done.

Approving sign-ins from the Microsoft Authenticator app

1. Sign in to an application or service, such as Office 365 using your CPSB email
and password.

2. The app or website pushes an approval notification to your phone.

3. On your phone, press Approve on the popup notification.

***Note: Push notifications must be enabled for the phone app.

App passwords will be needed for apps that don’t support MFA. See this link for more
information.
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https://calcasieu.incidentiq.com/kb/articles/9da52226-9661-40d6-8d8d-af3e199e18fd
https://calcasieu.incidentiq.com/kb/articles/9da52226-9661-40d6-8d8d-af3e199e18fd

