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1) Navigate to your 
Profile 

2) Choose ‘Settings 
and Privacy’ 

3) Choose Privacy 
Checkup 



 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

4) Choose the 
category you want 
to review 

5) Categories 
covered under this 
section 

6) Set to friends only as these 
sections are PII/ precursors 



 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

7) Limit visibility to trusted 
contacts only 

8) Use as needed for an extra 
layer of protection from known 
bad faith persons/ accounts 



 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

9) Helpful strong password tips 

10) Turn on 2FA 

11) Turn login alerts ON so you are 
notified of attempts to access your 
account from ALL devices.  If you think 
you have been hacked this section will 
contain login information you can use to 
identify when and where your account 
was illicitly accessed 



 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

12) Friend ‘requests’ that 
you did not initiate should 
be limited to the friends of 
your friends, not ‘Everyone’ 

13) Only Friends should be 
able to see your contact 
information 

14) De-list your account from 
being publicly searchable in 
search engines 



 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

15) Other apps that have 
been given permission to use 
Facebook services will show 
up here; filter the ones you 
want to remove 
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16) Facebook aggregates 
information aggressively, 
and you are informed here, 
but are not able to opt out 
of this 

17) This information is 
monetized by Facebook 
if you allow it to be 

18) Only safe if your friends list is 
closely controlled; consider 
disabling altogether.  Facebook 
tracks photos and videos of you 
for products their advertisers sell 
and will use your likeness, photo, 
or videos, to monetize the 
product pages they are hosting 



 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

1) Click your Profile 
Picture 

2) Navigate to ‘Settings 
and Privacy,’ then 
‘Privacy and Safety’ 



 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

3) This is the primary 
section to manage all 
relevant ‘Privacy and 
Safety’ settings 

4) Make your tweets 
private so only your 
followers can see them 

5) Mark whether your 
tweets may contain 
‘sensitive’ information 

6) Remove location 
information from 
your tweets! 

7) If this is enabled, 
consider disabling 
‘Show read receipts’ 



 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

8) Considered safe if 
you are controlling 
who follows you 

9) Only safe if you closely 
vet your contacts; 
consider disabling 

10) Disable to prevent 
your activity from 
being tracked and sold 
to advertisers 

11) You can prevent your 
information from being sold 
to advertisers, but you 
cannot opt out of being 
grouped with advertiser 
accounts 



 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

12) Turned ‘ON’ by 
default; disable to 
prevent aggregation 
of cross-platform data 

13) Disable to prevent 
further monitoring 
and monetization of 
your online activity 

14) Turn off to prevent 
location association 
with your real-world 
activities 

15) Ensure this is 
disabled here as well 

16) Disable this FOURTH 
location enrichment setting 
to prevent location tagging 



 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

1) Navigate to your profile, 
then Settings 

2) Contains all the apps and 
websites that have 
permission to access public 
and non-public data from 
your account 

3) Ensures likes and comments 
on your posts are only allowed 
from the people you follow 



 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

4) Ensures likes and comments on 
your content are only allowed 
from the people you follow 

5) Allows you to interact with 
potential new followers/ contacts; 
disable for a more controlled 
environment 



 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

6) Allows great control over who 
can see your information; previous 
settings are focused on who can 
interact with your information 

7) Prevents un-vetted 
users from being able 
to see your activity 
habits 



 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

8) Prevents followers/ friends 
from posting your content to 3rd 
party audiences that you have not 
approved 

9) Prevents the Instagram app 
from posting your photos 
automatically 

10) Enable for strong 
authentication and account access; 
best account security setting 

11) Prevent Facebook/Meta and Instagram from 
automatically monetizing your likeness and 
publicly displaying your shopping preferences 



 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

12) Shows a history of 
login sessions from all 
devices that have 
accessed the account 13) Able to manage devices, log 

devices out of sessions, and 
ensure your devices are the only 
ones with legitimate access; use 
before resetting your password 



 

 

 
The following is an overview of how the Snapchat app works. The most up-to-date (and 
additional) information is available on the Snapchat Support Site at: 
support.snapchat.com. 

 
Snaps are photos or videos taken using the Snapchat app’s camera on an individual’s mobile device, and may 
be shared directly with the user’s friends, or in a Story (explained below) or Chat.  Snap’s servers are designed 
to automatically delete a Snap after it has been opened by all intended recipients. Snap’s servers are designed 
to automatically delete an unopened Snap sent directly to a recipient after 30 days and an unopened Snap in 
Group Chat after 24 hours. 
 
Stories 
A user can add Snaps to their “Story”. A Story is a collection of Snaps displayed in chronological order. Users 
can manage their privacy settings so that their Story can be viewed by all Snapchatters, their friends, or a 
custom audience. A user can also submit their Snaps to our crowd-sourced service “Our Story”, which enables 
their Snaps to be viewed by all Snapchatters in Search and Snap Map. 
 
Snap’s servers are designed to automatically delete a Snap in a user’s Story 24 hours after the user posts the 
Snap, but the user may delete part or all of the Story earlier. Submissions to Our Story may be saved for longer 
periods of time. 
 
Memories 
Memories is Snapchat’s cloud-storage service. Users can save their sent or unsent Snaps, posted Stories, and 
photos and videos from their phone’s photo gallery in Memories. Content saved in Memories is backed up by 
Snap and may remain in Memories until deleted by the user. Users may encrypt their content in Memories 
(called “My Eyes Only”), in which case the content is not accessible to Snap and cannot be decrypted by Snap. 
 
Chat 
A user can type messages, send Snaps, audio notes, and video notes to friends within the Snapchat app using 
the Chat feature. Our servers are designed to automatically delete one to-one chats once the recipient has 
opened the message and both the sender and recipient have left the chat screen, depending on the user’s 
chat settings.  Snap’s servers are designed to automatically delete unopened one-to-one chats in 30 days. 
Users can also chat in groups. Chats sent in groups are deleted after 24 hours whether they are opened or not. 
A user can save a message in Chat by pressing and holding the message. The user can unsave the message by 
pressing and holding it again. This will delete it from our servers. Users can also delete chats that they have 
sent to a recipient before the recipient has opened the chat or after the recipient has saved the chat. 
 
Location Data 
If a user has device-level location services turned on and has opted into location services on Snapchat, Snap 
will collect location data at various points during the user’s use of Snapchat, and retention periods for location 
data vary depending on the purpose of the collection. Users have some control over the deletion of their 
location data in the app settings. 


