Acceptable Usage Policy Agreement for STAFF/STUDENT/PARENT/GUARDIAN

Ozark School District Technology Resources

Philosophy

It is the policy of the Ozark R-VI School District to maintain an environment that enhances the educational
opportunities and achievement of District students. The District recognizes the educational and professional value
of instructional technology, both as a means of access to enriching information and as a tool to develop skills that
students need. Use of the Ozark R-VI School District Wide Area Network (OSDWAN), the internet, or campus
technology is a privilege, increasingly essential to learning that offers new freedoms and demands new
responsibilities. Use of instructional technology will be for or in support of education, research, and enrichment of
class assignments. (School Board Policy EHB)

Students and staff will follow good digital citizenship by utilizing instructional technology resources in a positive,
appropriate, and legal manner that supports the District’s mission and vision. The district expects a consistently high
level of personal responsibility of all users granted access to the District’s technology resources.

e Due to the ever-changing nature of technology, the District reserves the right to amend the Technology Usage Policy

at any time to address the changing nature of the digital environment.

e The Ozark School District Technology Department is responsible for maintaining the District’s technology
resources and establishing requirements and procedures for the issuance of useraccounts.

e The use of instructional technology is an integral part of daily instruction. Because students will consistently be
exposed to and operate technology, they will be expected to demonstrate good digital citizenship.

e The District will take appropriate disciplinary action against any user who willfully and knowingly violates the
Acceptable Usage Policy.

e The Ozark R-VI School District, in compliance with the Children’s Internet Protection Act (CIPA), will utilize
measures to block and filter internet access to visual depictions and other materials deemed to be obscene,
child pornography, illegal or harmful to minors.

e No filtering system is completely effective or efficient. Students should report any inappropriate content to their
teachers, and teachers need to report inappropriate behavior or sites to their administration and the Ozark School
District Technology Department.

e Students are encouraged to be safe, active members of the digital world. When students use electronic
communication for instructional purposes or make digital content as part of the educational process, they
need to utilize their school-issued account.

e Students are encouraged to utilize instructional technology. Users should expect only limited privacy in the
contents of personal files on the Ozark School District’s system.

e Parents have the ability at any time to investigate or review the contents of their child’s files and browsing
history. Parents have the right to request the termination of their child’s network use at any time.

e All damages incurred by the District due to the misuse of the District’s technology resources, including the loss of
property and staff time, will be charged to the user. District administrators have the authority to sign any
criminal complaint regarding damage to District technology.

Acceptable Use
Acceptable use of the Ozark R-VI School District Wide Area Network includes, but is not limited to, using the internet or
campus technology for:
® accessing only accounts and files for which students or staff have permission.
using appropriate language and being considerate of others when using digital tools andcommunication.
e striving to be good digital citizens and following all copyright laws, including refraining from the illegal
installation of copyrighted software and copying the work of others without permission.
e use in a legal manner.
e providing positive, truthful information and reporting any bullying or discriminatory language to the appropriate
authorities.
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e being diligent in protecting the personal information of another person, including name, address, phone number,
email address, social security number, account numbers, passwords, and other items used for identification.

e being meticulous in actions to ensure normal network usage and service are not interrupted by avoiding the
following: propagation of electronic viruses, distribution of chain letters or broadcast messages to multiple lists
or individuals, violation of personal privacy, or unauthorized access to protected and private network resources.

e using the Ozark District’s network in support of education, research, public service, economic development or
government purposes.

e staying on task and refraining from extensive private or personal use.

Restrictions for Students

e  Any faculty or staff member may moderate restrictions on student use including the amount of time spent online.

e There are areas on the internet that contain sites not appropriate for student use. Any student accessing these sites
will be subject to student discipline in accordance to Ozark School Board Policy JG and JG-R.

e Students are not to reveal their personal home addresses or phone numbers.

e  Students must notify parent(s)/guardian(s) and instructor immediately if any individual is trying to make personal
contact for illicit or suspicious activities.

e  Giving out personal information about another person is strictly prohibited.

e Students who accidentally access unacceptable material shall immediately notify the appropriate school

personnel. This disclosure may serve as a defense against allegations that the user has intentionally violated
this policy.

Access

All staff and students (third grade and up) will be provided a username and password to gain access to computer
applications, email, and the internet. The system will prompt each user to change his/her Microsoft password occasionally
to provide security to each account. Staff and student Google accounts will not prompt for a password change, and
students should not change their password unless directed to do so by an administrator. It is important that users keep
usernames and passwords confidential.

Equipment Use
Members of the technology staff will maintain all District equipment, and users are expected to exercise care in the use of
this equipment. Misuse of equipment will result in staff member’s or student’s denial of access to equipment.

Security

In addition to regularly changing passwords and keeping usernames and passwords confidential, additional security
measures should be taken. Once logged in, a user should not leave the computer unattended without locking the computer.
PCs can be locked by pressing Ctrl-Alt-Delete and then clicking ‘Lock this computer.” Once locked, only the person
currently logged in can unlock the computer by pressing Ctrl-Alt-Delete and then entering his/her password. After
entering the password, the user will return to the application he/she had been using before locking the computer. For the
security of data, teacher and staff computers are automatically locked after 15 consecutive minutes of non-use; the staff
member will be required to enter his/her password to reactivate the computer.

Software Licensing

It is illegal to install software without licenses; therefore, all software installed on District computers must have
appropriate licenses. To standardize software across the District, all software purchases must go through the Ozark School
District Technology Department. When purchasing new software, a record of all software licenses will be kept in the
Ozark School District Technology Department and should also be kept at the building level.
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Technology Usage Agreement: Student and Staff

The proper use of the Ozark School District network, the Internet, and the educational value to be gained from the
proper use of these is the joint responsibility of students, parents, and employees of the school district. The
Acceptable Usage Policy form must be read and signed by the user and the parent or guardian. The form must
be filed with the school.

Use of the school district’s system is at the user’s risk. The system is provided on an “as is, as available” basis. The
school district will not be responsible for any damage users may suffer, including, but not limited to, loss, damage or
unavailability of data stored on school district media, delays, or changes in or interruptions of service, information or
materials. The school district is not responsible for the accuracy or quality of any advice or information obtained
through or stored on the school district’s system. The school district will not be responsible for financial obligations
arising from unauthorized use of the school district’s system or the Internet. I have read, or had read to me, the Ozark
R-VI School District Technology Usage Policy and agree to abide by their provisions. I understand that violation of
these provisions may result in disciplinary action taken against me, including but not limited to suspension or revocation
of my access to district technology, and suspension or expulsion from school.

[ understand that my use of the district’s technology is not private and that the school district may monitor my use of
district technology, including but not limited to accessing browser logs, e-mail logs, and any other history of use. I
consent to district interception of or access to all communications I send, receive or store using the district’s
technology resources, under state and federal law, even if the district’s technology resources are accessed remotely.

As the parent or legal guardian of the student signing below, I have read the Ozark R-VI School District Technology
Usage Policy. I understand that violation of these provisions may result in disciplinary action taken against my child,
ward or child within my care, in accordance to School Board Policies JG and JG-R.

[ understand that my child's or ward’s technology usage is not private and that the school district will monitor my child's
or ward’s use of district technology, including but not limited to accessing browser logs, e-mail logs, and any other
history of use. I consent to district interception of or access to all communications sent, received or stored by my child or
ward using the district’s technology resources, under state and federal law, even if the district’s technology resources are
accessed remotely. I recognize it is impossible to restrict access to all controversial materials, and I will not hold the
school district, its employees or its agents responsible for materials acquired on the Internet. I accept responsibility for
guidance of Internet use and setting and conveying standards for my child to follow when selecting, sharing or exploring
information and media.

I agree to be responsible for any unauthorized costs arising from my child's, ward's or child within my care's use of the

district’s technology resources. I agree to be responsible for any damages incurred by my child, ward or child within
my care.

I give permission for my child or ward to utilize the school district’s technology resources.

Date

Student/Staff Name

Student/Staff Signature

Parent Signature (for Students)
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