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Introduction 
The Administration Console allows you to perform tasks such as setup user IDs and passwords, manage 
enrollment in online services like Internet Business Banking, and setup account permissions.  It provides 
control and security and enables you to give online account access to employees and service providers such 
as your accountant, book keeper or financial advisor.  

User types in the Administration Console: 

• Contracting Officer or Owner - Key decision maker who is empowered to manage the company’s access to 
banking services and to designate other people’s access to web banking services  

• Web Administrator - Designated by the Contracting Officer or Owner, this person has access to online services 
and can create and manage Web Users 

• Web User - Designated by the Web Administrator and when enrolled in Internet Business Banking,  has access to 
account information and can perform some transactions, but does not have access to the Administration Console 

 
 Contracting 

Officer or Owner 
Web Administrator Web User 

Access the Administration Console ü  ü  No Access 

Add or Delete users and Edit user 
profiles 

Can perform these 
functions on All users 

Can perform these 
functions on Web Users, 
including View Only in 

Internet Business Banking 

 

Enroll or Remove a user’s access to 
an online service 
Lock or Unlock user access 
Reset or issue Temporary Password 
Reset Challenge Questions 
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User types in Internet Business Banking: 
• Contracting Officer or Owner Web Administrator - Can perform all user access management functions and 

transactions 
• Web Administrator - Designated by the Contracting Officer or Owner, and can perform access management 

functions on Web Users and View Only users, and can perform most transactions  
• Web User - Can pay bills and transfer funds among Union Bank accounts and view account information 
• View Only User - Can only view balances and transaction details, but cannot perform any transactions 

 

 Contracting 
Officer or Owner 

– Web Admin 

Web Admin Web User View 
Only 

Access       

Add owned Union Bank accounts ü     

Manage Account Permissions ü  ü    

Change user type All Web User or View Only   

Enroll users in Alerts ü  ü    

Enroll users in Online Statements ü  ü    

Change Mobile access ü  ü    

Transactions      

Bill Pay ü  ü  
Union Bank 

loan  payments 
 

Internal Fund Transfer ü  ü  ü   

Mobile Check Deposit ü  ü  ü  ü  

Viewing     
Statements & Notices ü  ü  ü  ü  

Balances & Transaction detail ü  ü  ü  ü  
Images of Checks & Deposits ü  ü  ü  ü  

Mobile ü  ü  ü  ü  

Services     

Set delivery method for Statements 
& Notices ü  ü    

Accept Agreement Term changes ü  ü    

Request Stop Payment ü  ü  ü   

Order Check and Statement copies ü  ü  ü   

Activate ATM/Debit card ü  ü  ü   
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Manage User Access 
It’s easy to manage user access in online banking day or night, seven days a week, in a safe, secure* 
environment. 

	
  

	
  
	
  

	
   	
  

Access the 
Administration Console. 
	
   Sign into online banking at 
unionbank.com 

	
   Click Account Services. 

	
   In the Manage User Access 
section you will see links to 
manage user settings in the 
Administration Console. 

If you have difficulty signing on, please 
call Customer Service at 800-238-4486. 

* Online security features include 128-bit 
encryption, User ID and Password, and a 
security question if we do not recognize 
the device you are using to sign on. 
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Manage User Access 
From the Administration Console page, you can add a new user, edit a user profile, edit account access, and 
enroll or remove services. 

	
   	
  

Add a new user. 

	
   Click Add a New User 

	
   Enter the required information. 

	
   Designate the user as either a Web 
User or Web Admin. (Web  
Admins have the authority to 
add/delete/edit user profiles and  
to issue temporary passwords.) 

	
  

Click Submit to complete the 
request. 

A temporary password will be emailed 
to the new user.  

NOTE:  After you have added a new 
user you must Enroll the user in each 
service you want that user to access. See 
page 8 for Enroll information. 

The most popular services are Internet 
Business Banking, Alerts and Online 
Statements. 

We also offer a full range of treasury 
management services. 

unionbank.com/treasurymanagement 
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Manage User Access 

	
  

	
    

Add a new user and copy 
another user’s profile. 
	
   Click Add a New User 

	
   Enter the required information. 

	
   Designate the user as either a Web 
User or Web Admin. (Web 
Admins have the authority to 
add/delete/edit user profiles and 
to issue temporary passwords.) 

	
   Click the Yes button next to “Copy 
another User’s entitlements?” and 
click Submit. 

	
   Select the user’s profile you want 
to copy. 

	
   Click Submit to complete  
the request. 

 
NOTE: You will receive a confirmation, 
with an  accompanying number(s), for  
this request. 

Creating a new user by copying  
another user’s profile may help  
you streamline changes for staff turnover, 
promotions, and adding  
new employees to your user list. 
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Manage User Access 

	
  

	
  
	
   	
  

Edit user profile. 
	
   Click Edit Profile next to the 

user’s name to change name, email 
address, security info and user 
type. 

	
   Click Edit User Info. Update 
the user’s profile by entering new 
information where needed. 

	
   Click Update to submit the 
request. 

	
   Click OK to confirm the request. 

	
   Click Manage User Phones to 
add or change user’s phone 
numbers. 

	
   Use the Security Maintenance 
section on the Edit Profile page 
to reset or issue a temporary 
password, manage user’s phone 
numbers, lock user access, reset 
challenge questions or 
permanently delete a user. 

 

NOTE: The Security Maintenance 
functions can also be accessed from the 
Quick Links on the Administration 
Console main page. 
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Manage User Access 
Deleting users permanently is appropriate if individuals leave the organization or change roles. 

	
  

Delete user permanently 
	
   Click Edit Profile next to the user’s 

name. 

	
   On the Edit User Profile page, in 
the Security Maintenance section, 
select Permanently Delete User. 

NOTE: Once a user is permanently 
deleted, that user’s entitlements can not 
be copied over to another user.  
A prompt will appear, asking you to 
confirm the request 

 Click Delete, and you will receive a 
confirmation. 

NOTE: Once you permanently delete a 
user, that user will be removed from the 
system and cannot be automatically 
reinstated. 
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Control User Access to Services and Accounts 

  

Enroll a User in a Service. 
	
   Click on the Enroll link for 

each service you would like to 
give a user. 

	
   On the Enroll user in Service 
page, select the appropriate 
entitlements for the user. 

	
   Click Submit to complete the 
request. 

NOTE:  Repeat this process for each 
service you want to make available to 
the user. 
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Control User Access to Services and Accounts  

	
  

	
  

	
   	
  

Copy user entitlements 
for fast enrollment. 
	
   On the Enroll user in Service page, 

click Copy Another User. 

	
   Select the user whose assigned 
accounts and entitlements you 
want to copy. Click Submit. 

You will be taken back to the Enroll user 
in Service page, where you can add or 
delete user entitlements as appropriate. 

 Click Submit to complete  
the request. 

NOTE: You will receive a confirmation 
number. 
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Control User Access to Services and Accounts  

	
  

	
  
	
  

	
   	
  

Remove a user’s access 
to a Service. 
	
   Click on the Remove link next to  

the Service. 

	
   Confirm by clicking OK. 
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Control User Access to Services and Accounts  

	
  

	
  
	
  

	
  

	
   	
  

Add or Remove Account 
Access. 
	
   Click on the Edit link next to the 

service. 

	
   Select (or deselect) the 
account(s) you want the user to 
access. When a new account 
becomes available, you can easily 
assign User Access to that 
account. 

NOTE: If you do not see an account that 
you own in the list, please contact your 
Branch or Relationship Manager.  

 Click Submit to complete  
the request. 

NOTE: You will receive a confirmation 
number. 
 

	
  



SMALL BUSINESS ONLINE USER GUIDE | ADMINISRATION CONSOLE  

	
  
12 

	
  

Manage Security Settings 
The User Security Settings feature allows you to easily manage the automatic expiration of user passwords 
and lock inactive users.  The setting can be modified at any time, and changes will take effect immediately. 

	
  

	
  

	
   	
  

Set password expirations 
and rules for inactive 
users. 
	
   In the Resources section, select 

User Security Settings 

	
   Enter the required information: 

	
   The Password Expiration 
Limit and Password Warning 
Threshold can be set between 0 
and 365 days. The Password 
Warning Threshold must be less 
than the Password Expiration 
Limit. 

	
   The inactive user lock can be set 
between 0 and 999 days. 

	
   Enter a 0 for any parameter that 
you wish to turn off. 

NOTE: Where security and 
sensitive information is a 
concern, good values are 
between 60-90 days.  

	
   Click Submit to complete the 
change. 
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Manage Security Settings 
The Quick Links allow you to, Lock or Unlock user’s Access; issue a New Temporary Password or Reset 
Challenge Questions. 

	
  

Lock or Unlock User 
Access. 
If the user is currently not locked, click 
Lock User Access   

If the user is currently locked, click 
Unlock User Access 
 
Reset or issue temporary 
Password. 
Click Issue Temporary Password – an 
email will be sent to the email address on 
file for that user. 
 
Reset Challenge 
Questions. 
Click Reset Challenge Questions – an 
email with a prompt will be sent to the 
email address on file for that user. 
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