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1 Title page 

Genetec Inc. 

2280 Alfred-Nobel Boulevard, Suite 400, Saint-Laurent, H4S 2A4. 

Quebec, Canada. 

P: (514) 332-4000 

Submission date: 11-17-2023 

 

Newport-Mesa Unified School District 

Thank you for the opportunity to provide a proposal for the districtwide integrated security system for 
Newport-Mesa Unified School District. 

Genetec’s response to this Request for proposal will clearly highlight how its solutions can help Newport-
Mesa Unified School District meet and exceed its security objectives. 

Genetec Inc. is the world leader in open-platform unified IP software solutions for the physical security 
and public safety industry.  

With customers in over 159 countries, ranging from large enterprise, education, energy, retail, gaming, 
transportation, federal government, and law enforcement, Genetec's continued focus on delivering world-
class solutions has allowed its platform to be chosen as the standard across the globe.  

Genetec is committed to developing innovative concepts that maximize networked technology to unify 
business and security systems, while making solutions even more accessible and simple for users. As 
part of its research and development efforts, Genetec extend the ways it serves and delivers solutions to 
customers through new technologies, including the cloud. Genetec ultimately wants security 
professionals to focus on boosting operational efficiencies with peace of mind, knowing they can rely on 
the best technology.  

We look forward to the opportunity to present our solution to you and your team in person. 

Best Regards, 

 

Michael C. Dixon 

Account Executive, Public Sector - Southern California and Hawaii 

mdixon@genetec.com 

P: +1-619-600-1214 

Michael C Dixon
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2 Certification 

I hereby declare that the information provided in this document is true and correct.  

 

 

 

_______________ 

Michael C. Dixon 

Account Executive, Public Sector - Southern California and Hawaii 

Genetec Inc. 

 

  

Michael C Dixon
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3 Executive summary 

Providing a safe and vibrant environment for educational institutions means finding a balance between 
security and accessibility. The right technology plays a crucial role in empowering your security personnel 
to make campus life safer and more efficient. 

Regardless of the institution size or building locations, the challenges faced by educational institutions 
are often the same: 

 The need to secure both buildings and grounds: Keeping intruders out, while also maintaining an 
environment where people can freely move around schools. Keeping thousands of students, 
faculty, staff, and visitors safe while considering privacy laws, labor agreements, and 
cybersecurity threats only adds to the complexity. 

 In an environment of budget cutbacks that many institutions face, security solutions must deliver 
more while remaining cost-effective. 

 To keep up with cybersecurity compliance, educational institutions need to ensure that student 
records and other sensitive information are safe. 

 Regarding data protection, managing who can view, edit, and share vulnerable information is key. 

 Enhancing parking lot operations. 

 Reducing time and money spent managing digital evidence. 

 Securely sharing video or system access with local police departments. 

The Genetec unified IP security platform lets your team handle it all. From a single solution, your 
operators can view video, manage door security, and enforce parking across various locations on 
schools. True unification is still a main differentiator when it comes to working with Genetec solutions. 
Every aspect of your security operations is consolidated under a single platform. From real-time 
monitoring to alarm management, reporting, playback, analytics, and decision support. These services 
are housed, as it were, under one roof. 

You can also extend system capabilities to others such as facility managers who can ensure everyone 
on the school has the credentials, they need to move freely from building to building. Even with limited 
resources, the unified platform keeps your team efficient. Whether it’s a break-in at a lab or a dispute in 
the cafeteria, operators can see what’s happening and make faster, more informed decisions, while still 
maintaining an individual’s privacy. They can use intuitive maps to get different views of the situation and 
track suspects through the schools. With easy-to-follow response procedures, the system will guide your 
operators through the right steps to reach a resolution. Your team will also be alerted to potential risks or 
improvements. This could be a device suddenly falling offline or a required software update that 
addresses known vulnerabilities. 

When an event or incident occurs at an educational institution, it is paramount that responders can act 
quickly and knowledgeably. Emergency preparedness includes establishing clear connections and 
communication pathways with law enforcement and other local authorities. Having the ability to provide 
responders with system access or video can significantly improve the outcome of any situation. 

With the Genetec open security platform you can keep existing cameras, door controllers, and other 
network infrastructures. This decreases your costs while providing all the system tools and capabilities 
that help operators safeguard your sites, students, and staff.  

A unified back end means seamless open architecture. Unification facilitates the scaling and support of 
different architectures and delivery models – whether your company is based on-premises, hybrid, or 
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completely on the cloud. The flexible and customizable eco-system Genetec provides, delivers custom 
third-party solutions all under one easy to use interface. 

As an administrator unification means reducing servers, complexity, training, and maintenance 
agreements. Rather than maintaining multiple systems with multiple vendors, a company saves time and 
money by dealing with one single vendor. In addition, you can feel confident knowing that all components 
will work seamlessly as one. A Genetec solution results in less time and money consumed – both in the 
short and long term. 

The unification of all data coming from security devices (video, access control, fire panel, and intrusion 
perimeter) are centralized with Security Center into one familiar interface. That means one dashboard, 
one way of navigation, all built with end-to-end security from conception. 

The platform offers you mechanisms to protect your data and become resilient to cyber threats via 
authentication and encryptions. Unification significantly reduces and contains cybersecurity risks with 
fewer inter-software connections. 

Training, certifications, and support 

Genetec offers a wide range of training on our products, with classroom or online learning options 
appropriate for operational and technical groups. As a first step, we recommend dedicated classroom 
training for core groups. These individuals can then become your internal experts and trainers. 

Custom or private training at the client location is possible, with the client providing the facilities and 
necessary equipment. Custom training can be provided for up to 10-12 participants per session. For 
some courses like Basic Technical Certification, Specialized Technical Certification Courses, the 
participant must present and pass the examen with a minimum qualification to obtain the certification of 
the course. 

Ongoing training for all levels, including recertification training for technical courses, can be completed 
online. We also regularly publish new content to the Genetec Training YouTube Channel. Additionally, 
version-specific recertification training videos and exams are available to those who have successfully 
completed an initial classroom training. 

Genetec Technical Assistance Centers (GTACs) are found in three locations: Montreal (Canada), Paris 
(France) and Singapore. Here, Genetec staff deliver two tiers of support. Tier 1 Technical Support 
Analysts and Tier 2 Technical Support Specialist can support customers in English, French and Spanish.  

Technical support is available through multiple channels. We provide worldwide support through our 
Genetec Technical Assistance Portal (GTAP) where support cases can be opened 24hrs x 7 days x 
365/366 days a year. 

For our customers under Genetec Advantage™ support, we also offer “live support” through phone for 
customers located in the Americas (North America and LATCAR) and through live chat for all regions, to 
certified professionals during business hours, Monday to Friday 8:00 am to 8:00 pm Eastern Time and 
Central European time, and from 9:00 am to 6:00 pm Singapore time (time zone based on customer 
location).  

Genetec Support also offers a variety of options to enhance the customer support experience. After 
regular business hours, emergency support is available through the GTAC Crisis Response Center to 
report critical situations, cloud outages, or cybersecurity incidents. You can also personalize your support 
with a dedicated resource to handle your account. 
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Genetec Advantage™ is a comprehensive software maintenance package that progressively grows the 
value of your security system by including software upgrades, premium support, and system monitoring. 
Genetec Advantage provides top-of-the-line support to ensure your system operates at peak efficiency 
throughout its lifetime. This offering provides access to all software releases, access to advanced 
troubleshooting methods (including remote sessions and analyzing system logs), and responsive service 
levels, ensuring fast prioritized response times and our collaborative support model. 

Genetec can also provide Professional Services. This option makes field engineering services available 
to help you deploy your projects effectively, project management services to assist you with achieving 
your deployment on time and on budget, and dedicated support services to provide remote and onsite 
support when required. Access to dedicated support services options requires a Genetec Advantage 
Support contract. 

Products and services through integrators 

The Genetec certified system integrators are the most suitable ones to support the deployment of your 
system. The certified system integrators have the necessary certification and expertise to properly 
implement Genetec solutions and are regionally based. They are our first line for support, and they offer 
all hardware provision and installation services.  

When a project involves some complexity such as custom development, multiple deployment sites, 
multiple integrators, the deployment of new product lines and/or extensive integrations with third party 
solutions, end users can be supported by the Project Management team from Genetec Professional 
Services. 

Genetec has a large portfolio of expert services available to support you during the entire lifecycle of your 
project. Genetec Professional Services includes Deployment Project Management, Field Engineers, 
Solutions Architects, Dedicated Client Care Engineers, and Staging and Testing Services, all with 
expertise specific to the Genetec product portfolio and its environment. 
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4 Solution narrative 

The proposed solution is based on the Security Center platform with its video management and access 
control modules.  

Security Center is a unified platform that blends IP video surveillance (Omnicast), access control 
(Synergis), license plate recognition (AutoVu), communications (Sipelia) and analytics (KiwiVision) within 
one intuitive solution. It also offers multiple interfaces or plugins that allow integration with intrusion 
panels, other access control systems, and many other security sub-systems. 

When used as a unified platform, Security Center allows managing and monitoring all the above-
mentioned systems from a single client application. Monitoring, reporting, and configuration tasks are 
consolidated within Security Center, providing your team with the most efficient approach to managing 
your security systems. 

4.1 Security Center architecture 

To fully understand the solution, it is important to briefly present Security Center’s architecture, which is 
based on a client-server model, where all system functions are handled by a pool of server computers 
distributed over an IP network. The number of servers can range from a single machine for a small system 
to hundreds of machines for a large-scale system. All communication between the server software 
application and client application is based on standard TCP/IP protocol and is TLS encryption with digital 
certificates to secure the communication channel. 

 

NOTE: The icons colored in blue represent the computers where Security Center server and client components are 
installed. 

Security Center general architecture 

Security Center’s architecture is structured around roles. The roles execute a specific set of tasks related 
to any of the core systems but also provide full failover and redundancy capabilities, as well as the 
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possibility to be distributed on several servers and multiple geographical sites. This has many benefits 
that will be explained in this document. 

Security Center comes with many role types. By configuring the specific operating parameters for a given 
role type, you define a specific role for your system. Following are some of the roles in Security Center: 

The Directory Role. The Directory role identifies your Security Center system. Only a single instance of 
this role is permitted on your system. The server hosting the Directory role is called the main server, and 
it must be set up first. All other servers you add to your system afterwards are called expansion servers 
and must connect to the main server to be part of the same system. The Directory role takes care of the 
following system functions: 

 Client application connection authentication 

 Software license enforcement 

 Central configuration management 

 Event management and routing 

 Audit trail and activity trail management 

 Alarm management and routing 

 Incident management 

 Scheduled task execution 

 Macro execution 

 

The Archiver Role. The Archiver is a video management specific role (Omnicast module) that is 
responsible for the discovery, status polling, and control of video units. All communications between the 
system and the video units are established through this role. The Archiver also manages the video archive 
and performs motion detection when it is not done on the unit itself.  

The Auxiliary Archiver. The Auxiliary Archiver role supplements the video archive produced by the 
Archiver role. Unlike the Archiver role, the Auxiliary Archiver role is not bound to any discovery port, 
therefore, it can archive any camera in the system. 

The Media Router Role. The Media Router is a video management specific role (Omnicast module) that 
handles all stream requests (audio and video) in Security Center. This role ensures that all video streams 
use the most optimal route to get from their source to their destinations, while performing any necessary 
transformation (for example, from unicast to multicast, or from IPv4 to IPv6). 

The Access Manager Role. The Access Manager is an access control specific role (Synergis module) 
that manages and monitors access control units on the system. The Access Manager keeps the units 
updated with the access control settings configured in Security Center, in real-time or on a schedule, so 
that they can make independent access control decisions whether they are connected to the Access 
Manager or not. 
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4.2 Video management system – Omnicast 

Genetec Omnicast™ is an IP video surveillance system integrated with Security Center providing 
seamless management of digital video. Its unique design enables the management of IP cameras and 
encoders through any existing IP network. The extensive distribution of Omnicast over the network 
ensures layout flexibility and high fault tolerance. It supports a wide range of IP units and CCTV 
equipment, with a growing list of supported hardware vendors and models. 

 

Video task panel in Security Center 

Standard and optional features 

Freedom of hardware choice. Omnicast supports a wide range of IP units (IP cameras and encoders) 
and CCTV equipment (analog PTZ cameras, CCTV keyboards and joysticks), and currently supports 
more than 3000 video unit models from a large variety of manufacturers (around 100 different 
manufacturers). 

Video Quality. Omnicast offers real time video up to 60 frames per second (fps) per camera, regardless 
of the number of cameras managed by the system. The fps is a per camera setting and is configurable. 
Omnicast uses the standardized CIF (Common Intermediate Format) video formats, from QCIF to 4CIF, 
for viewing live and stored video from video encoders. Non-CIF resolutions used by progressive and high-
definition and megapixel IP cameras are also supported. 

Video compression. Omnicast supports H.265, H.264, MPEG-4, MJPEG, Wavelet and JPEG2000 video 
encoders and IP cameras. 

Video encryption. Video at rest and in transit can be optionally encrypted to augment the security and 
privacy of streamed and recorded video. 

Privacy Protector. The Privacy Protector is a media processing role that performs analytic operations 
on streams. It requests the original video from the Archiver and modifies the stream to apply confidential 
video anonymization. You choose to which stream to apply the privacy protection and the privacy-
protected (anonymized) video stream is then sent back to the Archiver for recording. 

Mass Privacy Protector unmasking. To remove the privacy Protector anonymization on multiple 
cameras, authorized users can remove the privacy masking on multiple cameras at once. Event-to-action 
is also supported, allowing for various configurations, such as removing privacy protection when a certain 
threat level is activated. 
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GPU hardware acceleration. Omnicast can decode more video streams per workstation by leveraging 
graphics hardware (GPU), all while minimizing CPU usage. This provides you with the ability to display 
a greater number of cameras simultaneously and configure cost-effective video walls using standard off-
the-shelf servers. 

Multiple Streaming. Multiple video streams from a single video encoder or IP camera are natively 
supported. This allows you to configure different video settings for different video usage, such as live 
viewing, remote live viewing (with restricted bandwidth), recording, or other specific usage. This capability 
provides maximum flexibility to storage and bandwidth optimization without the need to compromise 
either one. 

Automatic stream selection. To increase the number of live video streams shown simultaneously in the 
user application, Security Desk can be configured to decide on its own which video stream to display 
based on the size of the viewing tile. Security Desk will use a higher resolution stream only if it makes a 
visual difference to the user. 

Multicasting. Omnicast allows a video feed to be viewed by multiple users at multiple locations 
simultaneously, using the bandwidth of each network segment only once.  

Bandwidth control. Omnicast offers the option to limit the total amount of bandwidth that each video 
encoder or IP camera transmits, thus allowing network administrators to limit the maximum amount of 
bandwidth allocated to the security system. 

Video caching. Video caching helps reduce the bandwidth required when playing back recorded video. 
All the cameras being viewed are saved (cached) locally on the workstation. When a user requests for 
instant replay or do playback in a loop, the video is retrieved from the local cache instead of being 
streamed from the Archiver, so the network is not impacted at all. In addition to bandwidth saving, video 
is also accessed faster. 

Video down-sampling. This is especially useful when using video units that do not support multiple 
streaming. For example, users can set live video streams at 30 fps and reduce the frame rate to 5 fps for 
recording. This feature can reduce storage requirements dramatically without sacrificing live video stream 
quality. 

Redundant archiving. Redundant archiving is the exact replication of the video archives created by the 
primary archivers in the system. All recorded video, audio, and associated data (events and bookmarks) 
are replicated in separate disks and databases up to any number of copies, on a camera-by-camera 
basis. 

Auxiliary archiving. Users can setup auxiliary archivers to create extra copies of video archives on 
selected cameras. Unlike the redundant archives, the auxiliary archives can be setup with a different 
recording schedule and with a different video quality and image size than the ones used for primary and 
redundant archives. This option adds flexibility to archive availability as it can be deployed in a remote 
location for off-site protection. 

Archive transfer. Dynamically manage the location, where video archives are stored, with the ability to 
copy recordings from one Archiver to another. With the ability to limit video transfers to specific times or 
events, organizations can reduce their investment in storage hardware and centralize video of interest 
that is distributed across remote systems. This feature also allows you to quickly review recurring 
transfers. It also keeps track of everything that happened in previous transfers. 

Cloud storage. Provides an extension to on premise storage for Security Center Omnicast. It allows 
longer term retention, secure and redundant storage, and seamless retrieval from Security Desk. You 
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can use this feature to upload video recordings from local Archivers to the cloud, and to stream video 
archives from the cloud to clients and federated users connected to the system. 

Cloud storage provides a clear path toward a hybrid video surveillance architecture. Your operators can 
quickly search and play back video located on-premises and in a high-performance cloud repository, the 
cloud video files are indexed and remain available for investigation at any point in time. With this option 
you can also store video for long periods at a lower cost. This also helps you comply with corporate 
policies and industry regulations efficiently. 

Cloud cameras. Deploy cameras that record their streams in the cloud and require no on-site storage 
or servers. Cloud Cameras are ideal for customers that want to expand their surveillance operations to 
small and remote sites. 

Edge recording. Some video encoders have the capability of recording video locally. Omnicast supports 
retrieval of recorded video on such edge devices. This can be useful for many different applications. For 
example, it can be used to secure a copy of the recorded video for redundancy or in case of a network 
failure. Also, edge recording can be used to avoid streaming video across the network to save on 
bandwidth. 

Video trickling. Video trickling leverages the recording capabilities of the edge devices (IP cameras and 
encoders) by providing the ability to transfer, on demand, the video from the edge and store it in Omnicast 
for long-term archiving. The video transfer is based on specific rules created by the administrator who 
also has full control over when and which video is being transferred. The edge recording can be 
transferred to Omnicast based on three different modes: on schedule, on event or manually. The 
administrator can also filter the amount of video to be transferred and has the choice over many filters 
such as: time range, playback requests, events (motion, analytics, dry contact), alarms, bookmarked 
video, and interval when a unit is offline. 

Tile recording for video evidence. Operators can export a video sequence of all live and playback video 
that was viewed within a tile. All camera viewed within the tile can be exported as a single video clip, to 
facilitate the sharing of evidence during an investigation. 

Edge-based video analytics. Omnicast provides the ability to leverage video analytic capabilities offered 
by some IP video edge devices, by managing the events and alerts detected. Using the event-to-action 
mechanism, the operator can create sophisticated rules to manage incidents received in Omnicast, such 
as generating alarms and sending email notifications. All events and alerts are also stored in the 
Omnicast system to facilitate video archive searches. 

Camera sequences. Camera sequences are controlled and executed within the Security Desk. Users 
can create sequences with an unlimited number of cameras and display them on their workstation 
monitors. Once configured, the same camera sequence can be viewed by any number of people at any 
number of locations. 

CCTV keyboards. CCTV keyboards or joysticks can be used to control the video content of the Security 
Desk. Switching cameras and controlling PTZ can be done using these controllers instead of a keyboard. 

Command encryption. To counter the threat of video being intercepted, Omnicast encrypts all 
communications between video encoders (when encryption is supported) and Omnicast servers. 
Omnicast supports 128-bit SSL (Secure Socket Layer) encryption technology and HTTPS (Hypertext 
Transfer Protocol Secure) to secure communication with edge devices. 

Digital signatures. A digital signature validates the integrity of all video exports and is activated by 
default on all new Streamvault (TM) images. The Genetec digital signature uses a more secure Elliptic 
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Curve signature algorithm (EdDSA). This is useful for Archiver file integrity validation in the case of disk 
corruption.  

Watermarking. Security Center supports watermarking of recorded video on live and exported video. 
This is one way video files are protected against tampering. Watermarking is performed at the Security 
Desk and consists of adding identification (username, workstation name and camera name) 
watermarking to every recorded frame to ensure its authenticity. This is burned into a layer of the video 
making tampering extremely difficult. Any attempt to add, delete or modify any frames or sections of the 
video would cause a mismatch proving that video has been tampered with. The main objective of 
watermarking is to deter operators from sharing exported or screen-captured video in an unauthorized 
fashion. Watermarking is activated in the User management tasks. The details included and other 
characteristics (size, opacity, position, etc.) are applied on a user basis. The client software, Security 
Desk, or even the standalone player, called the Genetec Video Player, includes options to check the 
authenticity of the video by verifying its watermarking. 

Password protected video export. Omnicast provides the ability to secure exported video files by 
encrypting them with a password, protecting its content and making it inaccessible in case it falls in the 
wrong hands. The user can add a 128-bit password encryption to the exported video files so only the 
recipient of the exported video can decrypt and freely access the video files. 

Certificates management. With this option, you can schedule and send camera certificates from a 
centralized location in Security Center, making it easier to manage your device security. 

Camera blocking. To prevent the viewing of unsuitable or sensitive video content, camera blocking can 
be used to block access to live or recorded video for specific timeframes or indefinitely. Blocking is based 
on user security levels; users with lower access rights will not be allowed to view live, recorded, and 
exported video. 

Outgoing bandwidth management. With Omnicast, you can manage the maximum bandwidth for live 
and playback video streams redirected from a remote site. 

Camera tampering detection. The KiwiVision™ Camera Integrity Monitor module ensures that your 
cameras are operational and effective through periodic validations and notifies your operators when a 
camera has been tampered with. This is especially useful for large systems with hundreds or thousands 
of cameras that make it impractical to manually check the image and field of view of each camera. 

The dysfunction types it can detect are Obstruction of camera view (partial or complete); Blurred image 
(due to change of camera focus or smeared lens); Abrupt change in the position of the camera (due to 
environmental or human causes). 

4.3 Access control system – Synergis 

Genetec Synergis™ is an IP access control system that heightens your organization’s security and 
increases your readiness to respond to incidents, while leveraging your existing network and security 
equipment investments. With sophisticated security functionality and support for an ever-growing number 
of third-party access control devices, you can count on Synergis to make your switch to a leading IP 
system. 

Designed as a true IP solution, Synergis is optimized for a networking environment and does not rely on 
network adapters to communicate over IP. Since Synergis is IP-ready, you can leverage the existing 
corporate network when designing your access control network. 
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Security Center components can be distributed over multiple networked machines allowing Synergis to 
manage systems of any size, from a single door installation to larger ones that span multiple geographic 
locations and consist of multiple clients and servers. Synergis Enterprise supports an unrestricted number 
of doors, controllers, and client workstations. You can grow your system one door at a time or scale your 
system across multiple buildings using Genetec Federation™. 

 

Synergis™ architecture is based on the server role known as the Access Manager, which controls the 
physical door controller 

 

Some standard and/or optional features available with Synergis 

True IP solution. As a truly IP solution, the Security Center architecture enables Synergis to monitor and 
log hundreds of events per second. Additionally, the system can naturally scale over an IP network to 
thousands of doors. 

Native IP device support. Synergis supports a variety of native IP intelligent doors controllers and 
input/output (IO) modules. In additional to one-reader and two-reader IP device support, traditional 
RS485-based controllers are also supported ensuring that users upgrading their system can reuse 
existing wiring and thereby reducing installation costs further. 

Wireless, WiFi, and PoE electronic locks. Unify your wired access control system with your wireless 
lock with Synergis. Various models of electronic locks are supported from popular manufacturers such 
as ASSA ABLOY (Sargent, Corbin Russwin, and Aperio), SALTO (SALLIS), Allegion (Schlage AD-Series, 
NDE & LE locks) and SimonsVoss (SmartIntegro locks), allowing organizations to extend their Synergis 
access control system into hard-to-reach locations or to secure doors that would have otherwise gone 
unsecured. 
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Works with industry-standard modules. Through the Synergis Cloud Link (SCL) appliance (see 
below), Synergis allows you to connect to industry-standard modules from HID Global, Mercury, Axis, 
ASSA ABLOY, SALTO, Allegion, DDS, and others, be it within an existing installation or a new one. By 
avoiding proprietary solutions, you can invest today knowing your access control investment will be 
protected for years to come. HID EVO units can communicate over TLS 1.2, enhancing the security of 
the channel between SCL and HID units running in Secure mode.  

Power-over-ethernet (PoE) device support. Support for multiple IP edge devices with PoE capabilities 
is available. Installation is greatly facilitated as organizations now have the option to install an IP edge 
device at the door, wire everything locally, and have the controller powered by a PoE-enabled network 
switch. 

Door templates.  Synergis includes a door template wizard that provides wiring templates for most 
popular door configurations, reducing the time it takes to configure multiple similar doors. You can select 
a template during the door creation process. 

Integrated badge designer. The integrated badge designer module allows administrators to create 
multiple badge templates for cardholders. Badge templates can then be used to print either single-sided 
or dual-sided badges. Batch printing, custom card sizes, as well as the import and export of badge 
templates are fully supported. 

Built-In visitor management. The Visitor Management feature enables security operators to enroll and 
manage visitors with maximum efficiency. Visitor check-in and check-out is accomplished through a 
dedicated task in Security Desk. Synergis also provides comprehensive visitor tracking and visitor 
reporting. 

Synergis proximity report. This report is generated by running a macro, which allows customers to 
investigate who has been in contact, or in proximity, to a specific individual within a certain time period. 
This forensic analysis can be beneficial to organizations seeking to use technology they already have to 
better protect employees, visitors, and the broader community. 

People Counting and area presence tracking. People Counting is a tracking feature which dynamically 
reports the number of people in an area, like mustering. Within Security Desk, the security operator can 
select one or more areas to track. Security Desk will then report the people count in real-time and can 
also generate a separate area presence report. 

Time and attendance. Allows you to calculate the net time worked by an employee. It takes into account 
lunch and coffee breaks, or other instances where the employee checked out of their working area. 

Unlock the perimeter doors of an area through a hot action. In Synergis you can configure a hot 
action to unlock an area's perimeter doors with a keyboard shortcut. You can also select the action from 
the notification tray in Security Desk. 

Shunt readers. You can use the device shunting action to set door or elevator readers to Shunted or 
Active through event-to-actions and Threat levels. 

First person in rule. Ensure scheduled door unlocks and standard card access are only activated when 
a supervisor or staff is present to avoid unattended facilities. 

Threat management and lockdown. Equip your security team with the ability to lock down all or part of 
your facilities by limiting access to security personnel and first responders. 
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Two-Person Authentication and Visitor Escort. Mandate two separate cardholders to enter secured 
locations, and guarantee visitors are escorted always with advanced two-person rules. 

Interlocks, mantraps, and flow monitoring. Manage cardholder movements with native support of 
mantraps and interlocks to avoid multiple doors open at the same time; detect cardholder flow through 
directional entry sensors. 

Advanced custom card formats and encryption. Leverage smart card and reader technology, latest 
generation encryption, and custom card formats with up to 256 bits of data to add additional layers of 
security.  

Readerless doors. In situations where you simply want to control a door without a reader - e.g. door 
lock, REX, and door contact - Synergis allows you to use standard access control IO hardware to control 
such doors. With readerless doors, equipment costs are reduced by avoiding the unnecessary use of 
costlier reader interface modules or programmable logic controllers (PLCs). 

Custom fields. Custom fields allow administrators to create hundreds of user-defined fields for 
cardholders, cardholder groups, credentials, and visitors. Standard custom field types include text, 
integers, decimal numbers, dates, graphics or pictures, and more. The definition of new custom field 
types with a predetermined list of values is also supported. The end-user is thus able to customize his 
access control database with company-specific information. Furthermore, custom fields are available in 
generated reports and badge templates. 

Import Tool. An integrated Import Tool efficiently imports existing cardholder and credential information 
into Synergis, reducing the configuration time required during the retrofit of existing access control 
installations. The Import Tool can also be used to quickly bring data into a new access control database. 
With this simple and easy- to-use tool, an administrator can populate the access control database with 
cardholder, cardholder group, card format and number, and other data. 

Elevator Control and floor tracking. With Elevator Control, users can explicitly control access to 
specific floors in a building. This allows security personnel to increase the level of security for specific 
floors. You also have the flexibility to indicate the time periods during which the floors of a building are 
freely accessible and time periods when access is restricted. Floor tracking, the ability to determine which 
floor was selected, is also supported with elevator control. 

Advanced security features. In facilities or areas requiring heightened security, Synergis supports the 
Area Interlock feature to intuitively configure two or more doors within an area as an interlock, whereby 
only a single door can remain open at any point in time; once a door is open, all other doors that are part 
of the interlock are prevented from opening, e.g. man-traps, controlled labs, and white rooms. Other high 
security features include first-person-in rule (a supervisor must have entered a facility prior to other 
cardholders being given access or for unlock schedule to go into effect), two-person rule and visitor escort 
mode where two successive access grant events will unlock a door. 

Use license plates as credentials. We have tightly coupled access control and Automated License 
Plate Recognition (ALPR) so you can know which vehicles are accessing your facility. Once you deploy 
the new AutoVu™ SharpV ALPR camera (add SharpV link) as an access control reader, you can assign 
license plates (new credentials) to cardholders. You can then control access by defining access rights 
and monitoring activities within your parking lot. 

Credentials and readers technology  

Security Center supports different types of credentials and reader technologies. We support readers with 
Wiegand, OSDP, OSDP secure channels, F2F and some clock and data protocol based on the controller 
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used. If the reader can read the credential information (matching reader and credential technology) it is 
transparent for the controller. For the credentials technology we typically work with HID prox, iclass, 
SEOS and DESFire cards but many others are supported if they are used with the proper reader to read 
the card technology.   

 HID hardware support card formats up to 128-bits. 

 SCL supports card formats up to 512-bits. 

 Unrestricted number of custom card formats. 

 Several cards/readers options: 

o OSDP v1 and v2 reader 

o HID Mobile Access  

o Industry standard Wiegand Protocol readers 

o Lock & Data readers (ABA track 2) 

o HID Hi-O readers 

o LPR as access credential with SharpV cameras  

 

Synergis reporting. Through Security Center, you can run many reports for access control and 
cardholder related information and events in the system. These reports can be displayed on screen but 
can also be printed and exported to Excel, CSV, or PDF. You can also display your results visually in 
editable charts and graphs. Synergis reports include a Proximity report to investigate who might have 
been in contact with, or in proximity to, a specific individual within a certain time range. 

Activation and expiration dates for cardholders and credentials. The Synergis Import Tool registers 
cardholder and credential activation and expiration dates when importing from CSV files or third-party 
systems. 

Native double-badge events include cardholder and credential information. With double-badge 
activation, a cardholder can unlock a door and trigger a pre-configured event by presenting their 
credential to the reader twice. The door remains unlocked, and the event stays active until the cardholder 
badges again. 

Security Score Widget. You can track your system security and identify potential vulnerabilities in near 
real time with the Security score dashboard widget. Automatically calculate the security score for access 
control hardening entries. For example, when a device is added, removed, or updated, the security score 
will be updated. Or when failing to comply with a hardening entry, the device/role that is not complying 
will be indicated. 
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Security score dashboard widget 

Synergis Cloud Link 

The Synergis Cloud Link (SCL) is an intelligent appliance designed to meet all your IP access control 
needs. Equipped with native IP capabilities, it is a PoE-enabled appliance that provides highly secured 
communications over your network. Synergis Cloud Link is the foundation for your access control 
infrastructure, whether it is for a single door or for thousands of doors. Through its open architecture 
design, Synergis Cloud Link can manage and control intelligent controllers, reader interface modules, IO 
panels, and electronic locks from various vendors. A single controller can support up to 256 readers and 
electronic locks depending on the third-party manufacturer devices deployed, as well as monitor 
hundreds of zones and alarm points. And with Peer-to-Peer (P2P) communications, Synergis Cloud Link 
offers unique capabilities such as Global Input/Output linking across appliances.  

The SCL fits deployments of all sizes, from small to large multi-site installations, and supports key 
functions, such as: 

 Real-time IP connectivity 

 Offline operation and decision-making capabilities 

 Up to 600,000 cardholders 

 Up to 150,000 event buffers 

 Power over Ethernet (PoE) enabled (PoE+) 

 Two Gigabit Ethernet ports (1 PoE port) 

 Dynamic (DHCP) or static IP addressing 

 Four embedded RS-485 ports expandable to 12 ports 

 Encrypted communications with host software 

 Secure web interface for appliance setup 
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 SDP Secure Channel supported 

 Available with enclosure and power supply 

 256-bit custom card formats 

 Native threat level support 

 Antipassback (soft and hard) and Global Antipassback 

 I/O linking 

 Duress PIN support 

Three onboard inputs (to monitor enclosure sensors such as AC failure, Tamper switch and Battery 
failure) 

The SCL is UL listed and includes 4 embedded serial ports (RS-485) that allow up to 32 downstream 
modules to be connected for a maximum of 64 doors. 
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5 System diagram 
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6 System requirements 

To ensure optimal performance for your needs, client workstations and servers must meet or exceed the 
minimum, recommended, or high-performance profile for Security Center. Please see the attached 
document: Security Center System Requirements 5.11. pdf, page 3, 5 and 14.  
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7 Cybersecurity 

Product security is a high priority for Genetec. Our goal is to make your physical security system more 
secure by preventing unauthorized access to stored and transmitted messages and data, as well as 
preventing attacks using stronger encryption and authentication mechanisms. Security Center™ uses 
the latest IT-standard technologies with the following features: 

Digital certificates and digital signatures. Security Center servers authenticate to the client applications, 
so the user is ensured they are communicating with authentic servers. 

Third-party authentication. Security Center supports passive authentication (also known as web-based 
authentication) to provide third party authentication functions. Passive authentication is when the client 
application redirects the user to a web form managed by a trusted identity provider. The identity provider 
can request any number of credentials (passwords, security tokens, and biometric verifications) to create 
a multi-layer defense against unauthorized access. This is also known as multi-factor authentication. 
Security Center can also use Microsoft Active Directory, Active Directory Federation Services (ADFS), 
SAML 2.0, and OpenID Connect for authentication and single sign on. 

Claims-based authentication. Security Center can use third-party claims providers to authenticate users 
(i.e., Secure Token Services (STS)).  

Claims-based authentication is the process of authenticating a user, based on a set of claims about their 
identity contained in a trusted token. Claims are required when you have external users who need to log 
on to your system, and your company's IT service does not have the means to verify their identity. This 
is the case when the users are neither managed by Security Center nor imported from your company's 
Active Directory. Typically, Security Center handles the process of authentication through the Federation. 
This means that if you need to give access to your system to external users, you do not need to make a 
modification to your own Active Directory. You need to acknowledge the policy with the stakeholders, 
and they will make the modification in their own Active Directory when a new user needs to be added. 

Latest encryption standards. Security Center uses the TLS protocol for its default communication 
channel. It leverages certificates, digital signature, and encryption protocols such as AES, SRTP and 
EdDSA to protect data. Encryption helps protect confidential information, sensitive data, and enhances 
the security of outgoing data or data in transit. Encryption hides sensitive data from people who should 
not be able to see it and its ultimate purpose is to protect the confidentiality of digital data stored on a 
computer or communicated over a network. Security Center also uses the RTSP over TLS protocol by 
default to control the stream of video data. 

End-to-end encryption. Security Center extends encryption standards up to the edge whenever possible 
to protect the last network segment established with video and access control devices. If the edge (video 
unit, access control) permits it, Security Center ensures communications are secured between edge-
client applications, edge-servers, client-servers, and servers-servers. For instance, the Archiver can 
encrypt the video stream of any source before recording it to the disk or redirecting it. With compatible 
video edge devices, this encryption can be done on the device itself thereby achieving end-to-end 
encryption. 

Password strength and password management. To better guide users, a password strength meter is 
displayed next to any field used for password creation or renewal. An assessment of the strength of the 
edge devices password is also provided. It is possible to manage the lifecycle of passwords for 
compatible edge devices. Creation and automatic rotation of device passwords on schedule can be 
managed in Security Center directly. You can securely manage the passwords of all Synergis units 
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running Synergis Softwire 11.0 or later, within Security Center. Password changes can be scheduled 
using a password rotation policy and can be customized to the needs of your organization. 

Security score widget. To further facilitate the tracking of your system security and identify potential 
vulnerabilities in real time, Security Center supplies a cybersecurity dashboard widget. The Security 
Score measures compliance to Security Center hardening best practices, such as password strength and 
use of certificates and encryption. 

Database security. The communication between roles and their database servers is secured with two 
options: 

Encrypt connections - (Enabled by default) Uses Transport Layer Security (TLS) protocol for all 
transactions between roles and the database server. This option prevents eavesdropping and requires 
no setup on your part. 

Validate certificate - Authenticates the database server before opening a connection. This is the most 
secure communication method and prevents man-in-the-middle attacks. The Encrypt connections option 
must first be enabled. 

Encryption of video in transit by default. In its default configuration, Security Center will encrypt all video 
in transit as soon as it enters its premises until it is viewed by the user. This protection can be extended 
to encrypt video in transit from cameras for compatible devices. Encryption of the video at-rest can also 
be achieved but requires more configuration. 

Encryption of video in cloud storage by default. In its default configuration, Security Center will encrypt 
all video in Genetec Cloud Storage in transit and at rest. Video in Cloud Storage is automatically 
encrypted using Advanced Encryption Standard 256 bits (AES-256). All the cryptographic keys used are 
managed safely through the Azure Key Vault. Communication with the platform is secured using HTTPS 
protocol and TLS certificates to ensure that only trusted parties have access to data This ensures the 
confidentiality of the information and mitigates malicious attempts to intercept or alter communication in 
transit. 

Automatic updates. Keeping your system updated is paramount to protect against known vulnerabilities. 
This can be managed effortlessly via the Genetec Update Service (GUS). The GUS will notify you if an 
updated version of Security Center is available. It can also download and install the updated version on 
the multiple machines composing a typical Security Center system. The GUS can also do the same with 
firmware of compatible edge devices. It will notify you of new firmware containing security fixes. You can 
then directly download the new firmware and update your devices in a centralized fashion. 
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8 Itemized price proposal (manufacturer-provided products and 
services only) 

Note that this is MSRP quoting and any discounts would be negotiated with the selected Channel Partner. 
Genetec will provide an additional 15% off on beyond the partners discount on software and 5% on 
hardware.  
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9 Product data for each of the system elements 

Attached Product Documents 

Security Center 5.11  

Omnicast 

Synergis  

Streamvault 

Advantage 
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10 List of certified integrators 

 

 Convergint Technologies  

 Verizon Business Services 

 The Kepler Group 

 Superior Alarm Solutions Inc.  

 American Threat Assessment Consultants 

 EyeP Solutions  

 ASSI Security Inc. 

 TRL Systems Inc. 

 ADT Commercial LLC 

 Integrated System Solutions Inc  
 Advanced Cable Solutions 
 Direct A/V Inc.  
 Johnson Controls Fire Protection LP 
 Climatec Inc. 
 CDW LLC.  
 National Security Works 
 Best Communications Networks  
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11 A complete and detailed copy of the RFP, including all 
information and binding signatures as indicated. 
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12 Summary of at least one similar and completed solution 
deployment 

Hilton Central School District   

 

 

 

Link: Hilton Case Study  
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13 Attachment 1 – Scope of Services 

SECTION 1 - TECHNICAL REQUIREMENTS 

1.02 Proposed System Solution 

A. The District will select a new security system to provide integrated access control, video surveillance, 
and alarm monitoring for the District’s facilities. The District’s expectations for the new security system 
and manufacturer include: 

1. A mature, reliable, and scalable system that has been successfully deployed in multiple projects of 
similar size, complexity, and integration to the District. 

Genetec began in 1997 by pioneering the first-ever IP video management software and has led the 
development of unified IP security solutions ever since. Our first product gave customers never-before-
seen system flexibility, hardware freedom, and ease of system growth through a powerful easy-to-use 
open architecture solution. Using smart innovation and partnerships with best-of-breed technology 
partners, we continue to build and expand our solution platform to better support our customers’ security 
and operations needs globally, within diverse market segments and complex network environments. 

Genetec serves more than 42.500 customers in 159 countries, through a network of over 1,500 system 
integrators and value-added resellers. Genetec has small, large, and complex customers with local and 
global/distributed systems form different industries/business. Today, Genetec solutions include video, 
access control, license plate recognition, IP telephony, cloud-based services, professional services, 
and custom integrations. Complimenting those solutions, we also offer a suite of operations and 
security-based applications, such as workflow, situational awareness, case management, and digital 
evidence management. 

You can read some customer experience in the following link: https://www.genetec.com/customer-
stories 

2. A manufacturer partner with the District to support and maintain the system. 

3. Web-based applications to minimize software installation and maintenance. 

Security Center natively supports Web Client application. It can be used to monitor your system. Using 
a Web Client removes the duty of client workstation installation and maintenance. However, system 
configuration must be done through the thick client application. 

The Web Client provides access to Security Center features from a web browser. The Web Client is 
built on HTML5, making it accessible across most popular web browsers such as Mozilla Firefox, 
Google Chrome, Microsoft Edge, Microsoft Internet Explorer, and Safari (on Mac OS). To access 
Security Center videos and data from your smartphone, use Genetec Mobile™. 

4. Flexibility to support the District’s varying facility types and requirements. 

With the partnership of the Genetec certified system integrators we provide support to the deployment 
and requirements of your system. The certified system integrators have the necessary certification and 
expertise to properly implement Genetec solutions and are regionally based. They are our first line for 
support, and they offer all hardware provision and installation services.  

5. Support for Mercury Security and other access control hardware supported by multiple system 
manufacturers. 
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Synergis supports a variety of native IP intelligent doors controllers and modules, including Mercury 
Security boards like LP1501, LP1502, MR50, MR52, MR16IN, MR16OUT. 

Synergis allows connect to industry-standard modules (HID Global, Mercury, Axis, ASSA ABLOY, 
SALTO, Allegion, DDS, SimonsVoss and others) be it within an existing installation or a new one. 

6. Product availability and support through multiple local certified integrators that can respond to calls 
for service in a timely manner. 

B. Submit system narrative and manufacturer support narrative to demonstrate compliance with the 
District’s security system goals and expectations. 

Please see section 4. Solution narrative 

1.03 Software and License Pricing 

A. The District has developed the following criteria to demonstrate the anticipated security system size 
and capacities. 

1. Simultaneous Users: 40 

2. Workstation Locations: 50 

3. Badge Enrollment Workstations (including portrait camera, flash, backdrop, and badge printer): 1 

4. Video Recorders: 30 (1 per facility) 

Genetec licensing structure is based on system server-side functionality, and end-point connections. A 
Genetec product’s core features are provided through a base software license that serves as the system’s 
foundation. Additional features and end-point connections are licensed individually, then tied to a base 
license to build a larger system. Endpoint connections include, but are not limited to surveillance cameras, 
card readers, license plate recognition cameras, intercoms, etc. User licenses are connections based, 
not installation based. This allows for client software to be installed on as many workstations as required. 

Badge designer module is included in the base package. 

The Security Center Enterprise edition allows you to have unrestricted number of concurrent client 
connections and cameras in your system. 

B. Provide Active Directory integration to populate employee user and cardholder information in the 
security system. 

Security Center™ integrates with Microsoft Active Directory through the Active Directory role which 
connects directly to an Active Directory server, synchronizing users and user groups. If you have the 
Access Control module (Synergis™), it will also synchronize cardholders, and cardholder groups. 

When enabled, Active Directory manages user logon to the Genetec client applications through the user’s 
Windows credentials (Single-Sign-On). This allows a user who is already logged on to a Windows 
workstation, using their Active Directory credentials, to log on to Security Center without having to re-
enter their logon information. 

Security Center can connect to and synchronize data with up to ten multiple Active Directory servers. It 
supports Microsoft Active Directory encryption using LDAP SSL. 

C. Submit proposed manufacturer pricing as follows based on the anticipated system capacities. 
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1. Unit prices and quantities for system software and licenses. 

2. Badge enrollment workstation including the following: 

a. Workstation software and licenses. 

b. Portrait camera with direct controls from workstation, tripod, and flash unit. 

c. Portrait backdrop. 

d. Fargo DTC5000 or equal badge printer with simultaneous dual sided, over-the-edge printing 
and printer cleaning kit. 

e. Printer materials to print 2,000 badges. 

3. Software and licenses to support the anticipated facility equipment as indicated in the attached 
Security System Quantities Summary. The summary indicates the types of facilities and the quantity of 
each, card readers, cameras, intrusion panels, and security equipment locations (where access control 
equipment will be located). 

4. Total cost to implement the anticipated system. The total cost shall not include off-the-shelf hardware 
such as servers, workstation computers, monitors, and other equipment that can be purchased by the 
District, through typical technology contracts. 

5. Unit prices to add software licenses and capacity after the initial purchase where different from 
proposed initial system prices (e.g., escalation, renewal, etc.). 

6. Unit prices for each manufacturer-provided Mercury access control hardware element. 

7. Unit prices for each hardware element necessary to implement the system that must be purchased 
from the manufacturer. 

8. Unit prices for other hardware and equipment that can be purchased through the manufacturer (e.g., 
card readers, access cards, printers, etc.). 

1.04 Integrators 

A. The number and quality of integrators that can support the manufacturer’s product for the District will 
be evaluated. 

B. Submit a list of certified integrators that can provide services and support to the District. Include contact 
information and address for each. 

1.05 Support to the District 

A. Direct manufacturer support is essential to the District. The District will train and certify their personnel 
who will service and support the security system. 

Genetec can provide support to the District staff who successfully complete a Genetec certification 
course.   

Public (open) sessions are available on the Genetec website, but customized on-site training can also 
be provided 

B. Submit proposed manufacturer pricing to support the District’s maintenance staff as follows. 
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1. Annual software support and maintenance agreement to provide direct support to the district. Provide 
costs for a minimum of five years.] 

2. Training and certification for installation and maintenance technicians. 

3. Training and certification for system administrator and configurator staff. 

4. Training and certification for system operators. 

5. Include individual and group package pricing for each of these programs as applicable. 

1.06 Video System Integration 

A. Include in the system narrative a detailed explanation of video system integration with access control 
and intrusion detection functions. Provide details for the following: 

1. Integrated video system manufacturer. 

Genetec provides a unified solution with video management, access control and intrusion panels 
systems. Over the years, Genetec established strong alliances with like-minded technology partners 
who equally thrive on innovation, to create solutions to protect the everyday. 

Genetec currently supports more than 3000 video unit models from a large variety of manufacturers 
(around 100 different manufacturers). You can visit our web site to see the Supported device list. 

2. Relationship between the manufacturers. 

Genetec keep good relationship with the manufacturers. We work together to provide secure and 
reliable solutions. Innovative solutions aren’t created in isolation. It takes collaboration and industry 
expertise to deliver a comprehensive security solution. That’s why we seek out the most clever, 
knowledgeable, and service-oriented organizations to partner with. Our technological programs are 
designed for shared opportunity, growth, and profitability and focused on providing value to our mutual 
customers. It is a shared responsibility between Genetec and the manufactures. 

Our Technology Partner Program is the pathway to building secure and reliable integrations with 
Genetec solutions. As a partner, they will gain access to all the latest tools and support needed to easily 
integrate their security systems and devices with the Security Center platform. Also, they will be able 
to create and strengthen partnerships with other leading technology providers and maximize co-
marketing opportunities. 

3. Manufacturer roles and responsibilities including integration support. 

There is a consistent level of integration between our product and the camera manufacturer hardware. 
They provide us with the new camera to be tested in our products. A lot of testing is done in our side 
before the camera or unit is listed in our Supported device list.  

The manufacturer is responsible to keep and update the Genetec requirements as a technological 
partner. High level of collaboration and communication between both engineering teams is done to 
provide a secure and effective support to our clients. 

4. Integrated user interface and system functions available through the integrated user interface. 

Security Center is a unified platform that blends IP video surveillance (Omnicast), access control 
(Synergis), license plate recognition (AutoVu), communications (Sipelia) and analytics (KiwiVision) 
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within one intuitive solution. It also offers multiple interfaces or plugins that allow integration with 
intrusion panels, other access control systems, and many other security sub-systems. 

As part of the Security Center unified platform, the Omnicast™ IP video management system (VMS) 
provides organizations of all sizes the ability to deploy a surveillance system that addresses their 
unique video security needs. Through deep support for a wide range of industry-leading cameras, 
encoders, and CCTV equipment the Omnicast system scales and adapts to the changing demands of 
your security environment. 

When used as a unified platform, Security Center allows managing and monitoring all the above-
mentioned systems from a single client application. You can receive alarms, monitor, report, and 
configure entities like cameras, doors, intrusion panels, maps, etc., consolidated within Security 
Center, providing your team with the most efficient approach to managing your security systems. You 
can associate cameras to a door. When a cardholder badges the card at the door reader, you can see 
in the Monitoring task the event at the door (access granted/ denied), the cardholder information with 
the picture and the live video of the cardholder at the door. In another example, if a zone is armed and 
an alarm is generated, you can see the live stream of the cameras associated to the alarms, and any 
other entity associated to the alarm. 

B. Provide software, licenses, professional services, and other costs necessary to implement the video 
system integration. 

1.07 Video Analytics 

A. Include in the system narrative a detailed explanation of video analytics supported by the system. 
Provide details for the following: 

1. Video analytics integrated into the video surveillance system. 

Security Center integrates multiple Video Analytics software and hardware seamlessly. This allows to the 
client to select the technology of your choice. It also provides the ability to leverage video analytic 
capabilities offered by some IP video edge devices but also by server-based software.  

Motion detection is the type of video analytic supported out of the box in Security Center. There are two 
types of motion detection: Software motion detection: Motion detection is executed by the Archiver on 
the video stream set for recording, and motion events are generated by Security Center. Hardware motion 
detection: Motion detection is executed by the video unit, and motion events are generated by the unit 
and sent to Security Center. 

It is also possible, through our exclusive fusion stream, to record the analytic events directly with the 
stream. The type and quantity of metadata is dependent on the individual vendor. Fusion streams is a 
format of video in Security Center in which all metadata, including time and date, is written using a 
separate ‘track’ than the video file. This is called Fusion Stream technology and allows the user to toggle 
different information on and off where required. 

Additionally, KiwiVision video analytics is the video analytic module of Security Center. It transforms video 
into smart, actionable information that helps detect and understand emerging events so you can make 
the right decisions at the right time. Video analytics allows you to do more with your video and receive 
additional useful information about all sorts of events. Your reaction time can be improved in the case of 
critical situations, while routine tasks can be automated to reduce the burden on your security operators. 
You will know when an individual enters a protected area, or when a vehicle goes in the wrong direction, 
and you will receive real-time notifications when suspicious actions or objects are detected. 
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All video analytics features are completely unified modules within Security Center and can be configured 
through the client application. The Security video analytics and People Counter modules allow you to 
activate or deactivate analytics scenarios. You can stipulate the date and time when the analytics should 
run, improving hardware efficiency, and eliminating unnecessary computing processing. 

The KiwiVision video analytics portfolio includes four modules: 1. Security video analytics, 2. People 
Counter, 3. Camera integrity monitor, 4. Privacy Protector. 

2. Partner manufacturers providing video analytics. 

Please visit the following link to know about our video analytic integrations with partners: Partner and 
Integration hub – Video Analytics 

3. Key video analytics provided through partner manufacturers. 

Facial detection, facial recognition, loitering, people counting, object detection, direction of movement, 
rapid searches, camera tampering, etc. 

4. Operational differences of partner manufacturers versus integrated video analytics. 

Operational differences could be minimal since Security Center allows to receive events and alarms 
from the video analytics solutions. However, every integration is different, and the offering from our 
partners also. Users should know both systems, how they work and what are their functionalities. 

When used as a unified platform, for example using KiwiVision video analytics, you will only deal with 
one manufacturer. And your team only need know and have training from Genetec. 

5. Integration of partner manufacturer video analytics into the user interface. 

Security Center integrates multiple Video Analytics software and hardware seamlessly. Using the event-
to-action mechanism, the operator can create sophisticated rules to manage incidents received in 
Security Center from these subsystems, such as generating alarms and sending email notifications. All 
events and alerts are also stored in Security Center to facilitate video archive searches. 

As all are integrated into Security Center, the usage of one or the other is transparent for the operator 
who will act the same. Security Center allows managing and monitoring (receive events and alarms, 
generate reports and much more) all the analytics functionalities from a single client application.  

B. Included in the itemized pricing a detailed unit price list for video analytics. Include the following: 

1. Integrated video analytics licenses and licensing scheme. 

2. Primary partner video analytics licenses and licensing scheme. 

3. Optionally, provide secondary partner video analytics licenses and licensing schemes. 

 

1.08 Intrusion Detection Integration 

A. Include in the system narrative a detailed explanation of intrusion detection system integration with 
access control and video surveillance functions. Provide details for the following: 

1. Integrated intrusion detection system manufacturer. 
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Intrusion panels (also known as alarm panels or control panels) can be integrated to Security Center 
using the Intrusion Manager role, which allows you to monitor the status of each zone (or group of 
sensors) in real time, generate detailed activity reports, and arm and disarm zones (or partitions) 
defined on the intrusion panels in Security Desk. 

Security Center supports intrusion systems from many manufacturers, including Bosch, DSC, 
Honeywell, DMP, Vanderbilt UTC, Satel and Telenot. 

Intrusion panels connected to remote independent Security Center systems can be centrally monitored 
as if they were part of large virtual system. 

2. Relationship between the manufacturers. 

Genetec keep good relationship with the manufacturer. They work together to provide secure and 
reliable solutions. Innovative solutions aren’t created in isolation. It takes collaboration and industry 
expertise to deliver a comprehensive security solution. That’s why we seek out the most clever, 
knowledgeable, and service-oriented organizations to partner with. Our programs are designed for 
shared opportunity, growth, and profitability and focused on providing value to our mutual customers. 

The Genetec™ Technology Partner Program (TPP) provides the proper tools and resources for our 
partners to create a seamless integration with Genetec. The program consists of a three-tiered 
Resource and Development Package (bronze, silver, gold) for an effective and collaborative match with 
the needs of our partners. The appropriate tier is chosen by our Technology Partner based upon their 
R&D status, as well as their volume of integrations, and technical support needs. 

3. Manufacturer roles and responsibilities including integration support. 

For the Intrusion integration created and distributed by Genetec as intrusion extensions, Genetec 
owns and support the development and the code. The alarm panel manufacturers are responsible for 
the panel firmware and API. Genetec uses the API and communication protocol to interface to the 
panel to be able to manage/control/monitor the alarms panel events and alarms. 

If the integration was done by a third-party company using the alarm panel manufacturer API and 
Genetec SDK, then the SDK partner that developed the integration is owning the code and the 
interface to Genetec. The alarm panel manufacturers are still responsible for the panel firmware and 
API. 

4. Integrated user interface and system functions available through the integrated user interface. 

Security Center integrates with third party intrusion panels and devices via an Intrusion SDK. This 
integration technique is possible outside the release cycle of Security Center. It is possible to add new 
integrations at any point in time. 

The Intrusion Manager role manages communications with the intrusion panels. Communications with 
intrusion devices are done over serial communications and/or an IP network. 

Users can perform the following actions on intrusion detection areas, depending on the type of intrusion 
panel used: 

 Master arm: Master arm is arming an intrusion detection area in such a way that all sensors 
attributed to the area would set the alarm off if one of them is triggered. Some manufacturers call 
this arming mode “Away arming”. 
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 Perimeter arm: Perimeter arm is arming an intrusion detection area in such a way that only 
sensors attributed to the area perimeter set the alarm off if triggered. Other sensors, such as 
motion sensors inside the area, are ignored. 

 Disarm: Disarm the area, by causing all sensors attributed to the selected intrusion detection area 
to be ignored by the intrusion panel. 

 Trigger intrusion alarm: Trigger an intrusion alarm on the selected intrusion detection area. 

 Trigger intrusion alarms through virtual inputs: Regardless of the model of the physical intrusion 
panel being used, it is possible to trigger an alarm on any intrusion detection area, with the Trigger 
intrusion alarm action, using a virtual input. 

 Silence alarm: If there is an active alarm in the selected intrusion detection area, stop the siren 
on the intrusion panel from beeping. Depending on your intrusion panel and the type of alarm, 
clicking Silence alarm might also acknowledge the alarm. 

 Acknowledge alarm: Acknowledge the intrusion alarm on the selected intrusion detection area. 

Zones: A zone is a type of entity that monitors a set of inputs and triggers events based on their combined 
states. These events can be used to control output relays. 

The concept of a zone is borrowed from the world of alarm panels, where electric inputs are associated 
with zones to trigger specific alarms. In Security Center, electrical inputs are associated with zones to 
trigger events. Using event-to-actions, these events can be used to not only trigger outputs, but also to 
trigger alarms, send emails, start camera recordings, and so on. 

A zone can be armed (triggers activated) or disarmed (triggers deactivated) using a key switch, a software 
command, or on a schedule. A zone can be armed by software (using an action command or according 
to a schedule), or by hardware (for units that support this feature). 

I/O linking: I/O linking is the control of specific output relays based on the combined result of a specific 
set of electric inputs. Each input can be connected to a specific monitoring device, such as a motion 
sensor, a smoke detector, a door or window contact, and so on. 

Hardware zones: A hardware zone is a zone entity in which the I/O linking is executed by a single access 
control unit. A hardware zone works independently of the Access Manager, and consequently, cannot be 
armed or disarmed from Security Desk. 

Virtual zones: A virtual zone is a zone entity where the I/O linking is done by software. The input and 
output devices can belong to different units of different types. A virtual zone is controlled by the Zone 
Manager and only works when all the units are online. It can be armed and disarmed from Security Desk. 
Virtual zones are recommended when flexibility is required, and when access control units are not 
available. 

I/O zones: An I/O zone is a zone entity in which the I/O linking can be spread across multiple Synergis 
units, while one unit acts as the master unit. All Synergis units involved in an I/O zone must be managed 
by the same Access Manager. The I/O zone works independently of the Access Manager but ceases to 
function if the master unit is down. An I/O zone can be armed and disarmed from Security Desk if the 
master unit is online. I/O zones are recommended when quick responses, offline operation, and I/O 
linking across multiple units are required. 

Virtual Input: A virtual input is a physical input on an alarm panel that is wired to a physical output on the 
panel. The said input must also be configured to raise an alarm that can be received by Security Center. 
With this setup, you can trigger an alarm on the panel with any Security Center event. The source of the 
event used to trigger the alarm is treated as the source of the alarm. 
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B. Provide software, licenses, professional services, and other costs necessary to implement the intrusion 
detection system integration. 

Note that this is MSRP quoting and any discounts would be negotiated with the selected Channel Partner. 
Genetec will provide an additional 15% off on beyond the partners discount on software and 5% on 
hardware.  

 

 

 

 


