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832 CYBERSECURITY AND DATA BREACH RESPONSE

Purpose
In order to protect the privacy of members of the school community, and to comply with the

Breach of Personal Information Notification Act, the Board authorizes the Superintendent to
develop standards and procedures to ensure the integrity of the District’s cybersecurity practices
and data breach response. In the event that the Superintendent or their designee discovers a
breach of the security of a system maintained by the District that contains personal information
beyond what is lawfully made available to the public from government records or widely
distributed media, the Superintendent or their designee will provide appropriate notice of such
breach under the standards set forth in this policy and accompanying regulation.

Delegation of Responsibility

The Superintendent or designee shall work with the appropriate administrative staff and the
District’s Solicitor to develop Administrative Regulations implementing this policy to ensure the
District’s ongoing engagement with cybersecurity best practices and to address the manner in
which the District will respond to unauthorized access and acquisition of computerized data that
materially compromises the security or confidentiality of personal information maintained by the
District. The Administrative Regulations shall include the following:

1. protect and maintain the confidentiality, integrity and availability of information and
related infrastructure assets;
manage the risk of security exposure or compromise;

3. assure a secure and stable information technology (IT) environment;
identify and respond to events involving information asset misuse, loss, or unauthorized
disclosure;

5. monitor systems for anomalies that might indicate compromise; and
promote and increase the awareness of information security.

Definitions

Some terminology with a wide general application is used more narrowly in this policy to denote
specific District cybersecurity practices and legal obligations. As a result, the definitions below
apply only to this policy and its accompanying regulation.
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Breach of the security of the system. The unauthorized access and acquisition of
computerized data that materially compromises the security or confidentiality of personal
information maintained by the entity as part of a database of personal information
regarding multiple individuals and that causes or the entity reasonably believes has
caused or will cause loss or injury to any resident of this Commonwealth. Good faith
acquisition of personal information by an employee or agent of the District for the
purposes of the District is not a breach of the security of the system if the personal
information is not used for a purpose other than the lawful purpose of the District and is
not subject to further unauthorized disclosure.

Determination. A verification or reasonable certainty that a breach of the security system
has occurred.

Discovery. The knowledge of or reasonable suspicion that a breach of the security of the
system has occurred.

Health insurance information: An individual's health insurance policy number or
subscriber identification number in combination with access code or other medical
information that permits misuse of an individual's health insurance benefits.

“Notice.” An alert to affected individuals that their personal information has been or may
have been accessed and acquired by an unauthorized person. “Notice” may refer to any
of the following methods of notification:

1. Written notice to the last known home address for the individual.

2. Telephonic notice, if the individual can be reasonably expected to receive it and
the notice is given in a clear and conspicuous manner, describes the incident in
general terms and verifies personal information but does not require the
individual to provide personal information and the individual is provided with a
telephone number to call or Internet website to visit for further information or
assistance.

3. Electronic notice, if the notice directs the person whose personal information has
been materially compromised by a breach of the security of the system to
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promptly change the person's password and security question or answer, as
applicable, or to take other steps appropriate to protect the person's online
account to the extent the entity has sufficient contact information for the person.
i) Substitute notice, if the District demonstrates one of the following:
(1) The cost of providing notice would exceed $100,000.
(2) The affected class of subject persons to be notified exceeds 175,000.
(3) The entity does not have sufficient contact information.
ii) Substitute notice shall consist of all of the following:
(1) E-mail notice when the District has an e-mail address for the subject
persons.
(2) Conspicuous posting of the notice on the District’s Internet website if
the entity maintains one.
(3) Notification to major Statewide media.

Personal information:

1. An individual's first name or first initial and last name in combination with and
linked to any one or more of the following data elements when the data elements
are not encrypted or redacted:

i) Social Security number.

ii) Driver's license number or a State identification card number issued in lieu
of a driver's license.

iii) Financial account number, credit or debit card number, in combination
with any required security code, access code or password that would
permit access to an individual's financial account.

iv) Medical information.

v) Health insurance information.

vi) A user name or e-mail address, in combination with a password or security
qguestion and answer that would permit access to an online account.

2. The term does not include publicly available information that is lawfully made
available to the general public from Federal, State or local government records or
widely distributed media.
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Notice

“Records: Any material, regardless of the physical form, on which information is recorded
or preserved by any means, including in written or spoken words, graphically depicted,
printed or electromagnetically transmitted. The term does not include publicly available
directories containing information an individual has voluntarily consented to have
publicly disseminated or listed, such as name, address or telephone number.

Redact: The term includes, but is not limited to, alteration or truncation such that no
more than the last four digits of a Social Security number, driver's license number, State
identification card number or account number is accessible as part of the data.

Timing
Within three (3) days of determination of a breach, the Superintendent or their designee
shall provide notification of the breach to the Montgomery County district attorney.

Within seven (7) days of determination of a breach, the District shall notify any
Pennsylvania resident whose unencrypted and unredacted personal information was or
is reasonably believed to have been accessed and acquired by an unauthorized person.
Pennsylvania residency shall be determined by the principal mailing address of an
individual as it appears in the District’s databases.

Delay

The notification required by this act may be delayed if a law enforcement agency
determines and advises the District in writing, specifically referencing 73 P.S.§ 2304, that
the notification will impede a criminal or civil investigation. The District shall then make
any required notification only after the law enforcement agency determines that it will
not compromise the investigation or national or homeland security.

Electronic Notice
In the event that the breach involves personal information for a user name or e-mail
address in combination with a password or security question or answer that would permit
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access to an online account, the District may notify affected individuals by email. The
content of this email must disclose what categories of personal information have been
materially compromised by the breach (i.e. email and password or security question), and
shall direct the recipient to change their password and security question or to take other
steps appropriate to protect both the breached account and any other online accounts
that use the same security information.

D. Notification of consumer reporting agencies
In the event the District must provide notification to more than 1,000 persons at one time,
the District shall also notify, without unreasonable delay, all consumer reporting agencies
that compile and maintain files on consumers on a nationwide basis, as defined in section
603 of the Fair Credit Reporting Act (Public Law 91-508, 15 U.S.C. § 1681a), of the timing,
distribution and number of notices.

E. Vendor notification
A vendor that maintains, stores or manages computerized data on behalf of the District
shall provide notice of any breach of the security of a system following discovery by the
vendor to the District on whose behalf the vendor maintains, stores or manages the data.
The District shall be responsible for making any determinations and discharging any
remaining duties as required by this policy.

Legal References:

73 P.S.§ 2301 et seq.


https://1.next.westlaw.com/Link/Document/FullText?findType=l&pubNum=1077005&cite=UUID(I7a25a9f0d4-3a11d889b50-0065b696d43)&originatingDoc=N9E0F06908C5311DA943797541B5FDE35&refType=SL&originationContext=document&transitionType=DocumentItem&ppcid=a17bf87cce4340d186257efe14c05cf7&contextData=(sc.Category)
https://1.next.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000546&cite=15USCAS1681A&originatingDoc=N9E0F06908C5311DA943797541B5FDE35&refType=LQ&originationContext=document&transitionType=DocumentItem&ppcid=a17bf87cce4340d186257efe14c05cf7&contextData=(sc.Category)

