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How to Setup your Multi-Factor Authentication (MFA) with Google
Graves County Schools

Log out of all your Google Accounts. Do not just close the windows.

a. If you prefer, you can use a different browser or an incognito/private window.

b. If you get the image below, click “Continue”

Google

Signed out - syncing is paused
._:tqraw: kyschools.us

Your bookmanks, histony, passwords, and mare ans
na konger being synced 1o your account but will
fefmain on this device, Sign in to stan syncing again

Go to mail.google.com

Sign into your Graves County Schools email account.
You will then be prompted with the message below

Don't get locked out

Your domain will soon enforce 2-Step
Verification to ensure better account
security.

This policy will be enforced from Dec 5,
2022 which means that you will be
asked to enter a one time password
when signing in.

To avoid being locked out of your
account please enroll into 2-5tep
Verification now.

Learn more about 2-Step Verification.

ENROLL

Do this later
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7.

How to Setup your Multi-Factor Authentication (MFA) with Google
Graves County Schools

There are three methods you can use for MFA with Google. They are authentication

through a code you receive via text messaging, the GMail app, or setting up the Google

Authenticator App.

** If you want to use the Google Authenticator App, click “Do this later” and please go
to step 31.

** If you want to use text messaging or push notifications through the GMail app,
please continue to the next step.

NOTE: For individuals that have poor cellular service, we recommend using the
Authenticator App. It will work in areas where there is no cellular service.

Click “Enroll” in the “Don’t get locked out” window

Don't get locked out

Your domain will soon enforce 2-Step
Verification to ensure better account
security.

This policy will be enforced from Dec 5,
2022 which means that you will be
asked to enter a one time password
when signing in.

To avoid being locked out of your
account please enroll into 2-Step
Verification now.

Learn more about 2-Step Verification.

ENROLL

Do this later

If prompted, enter your email password again.
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How to Setup your Multi-Factor Authentication (MFA) with Google

Graves County Schools
8. Your screen will look like one of the two pictures below. Please note which one of the
two pictures below you see, and then follow the instructions below the pictures.

Screen A Screen B

< 2-Step Verification

Use your phone as your second step to sign in

e
e
e
le

Let's set up your phone
After you enter your password, Goegle prompts are securely sent to every phone where you're

. e . N . What phone number do you want to use?
signed in. Just tap the notification to review and sign in.

These devices can get prompts

D iPhone

Don't see your device?
How do you want to get codes?

@ Text message O Phone call
Show more options

‘Show more options

9. Depending on which method you wish to use, please follow the appropriate option
below
a. If you see the Screen A,
i. And you want to use push notifications on the gmail app, click “Continue’
and then go to step 25
ii.  And you want to use text messaging, go to step 22
b. If you see the Screen B,
i.  And you want to use push notifications on the gmail app, go to step 10
ii.  And you want to use text messaging, go to step 25
10. On your mobile phone, if you have not already, download the Gmail App. Make sure
the app is from Google. You will need to know your GooglePlay or iTunes username
and password to download the app.
11. Once downloaded, open the Gmail app and sign into it with your Graves County Email
account.
12. Once you have signed in, please lock the phone.

Step 10f3 NEXT
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How to Setup your Multi-Factor Authentication (MFA) with Google
Graves County Schools
13. On the computer, click on “Show more options”

@

Use your phone as your second step to sign in

These devices can gel prompls

Dll'f-anr

npls are secutely senl ba every phone whene you're

”

14. Click on “Google Prompt
Show more options

Security Key
A small physical device used for signing in

Google Prompt
Get a Google Prompt on your phone and just tap Yes to sign in

15. Verify that there is now a device under “These devices can get prompts”

NOTE: If you do not see your device listed on the screen, you need to go back to step

11 and sign into the Gmail app on your mobile device.

Use your phone as your second step to sign in

signed in. Just tap the notification to review and sign in.
These devices can get prompts

D iPhone

Don't see your device?

Show more options

After you enter your password, Google prompts are securely sent to every phone where you're

16. Click “Continue”
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17.

18.

19.

20.
21.
22.

How to Setup your Multi-Factor Authentication (MFA) with Google

Graves County Schools
If on your computer, you see the picture below, skip to step 24. Otherwise, continue on
to the next step.

Let's set up your phone

What phone number do you want to use?

Google will only use this number for account security.
Don't use a Google Voice number.
Message and data rates may apply.

How do you want to get codes?

(@ Textmessage () Phone call
Show more options

On your mobile phone, you will get a message similar to the picture below.

TIME SENSITIVE
Confirm whether it's you trying to sign in

@graves.kyschools.us
2 more

Open the push notification, and you should see this on your mobile phone.

Google

Are you trying to signin?
_@graves.kyschools.us

Device
Windows NT 10.0

Near
Mayfield, KY, USA

Time
Just now

X No, don't allow v Yes,it'sme

Click “Yes, it's me”

On your phone, you will be redirected to your email. You can close the app.

You can now skip to step 25. While you have set up push notifications, Google requires
a second option for verification when using push notifications.

Page 5



How to Setup your Multi-Factor Authentication (MFA) with Google

Graves County Schools
23. To set up text messaging, first click on the “Show more options” link.

@

Use your phone as your second step 1o sign in

sigreed i Just tap the notification 10 review and Sign in
Theae devices can gel prompls

D iPhcrse

Show mone aplions «

Alter you enbér wour passwond, Google prompls ane seduiely Sent ba ewery phone whene youTe

24. Click on “Text message or voice call”

Text message or voice call

Get codes by text message or phone call

25. Enter your mobile phone number in the appropriate textbox.

Let's set up your phone

What phone number do you want to use?

It

Google will only use this number for account security.
Don't use a Google Voice number.
Message and data rates may apply.

How do you want to get codes?

@ Textmessage () Phone call

Show more options

26. Click “Send”
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How to Setup your Multi-Factor Authentication (MFA) with Google

Graves County Schools

27. Atext message with a code on it will be sent to your phone.
28. On your computer, enter the code you received in the “Enter the code” textbox.

Confirm that it works

Google just sent a text message with a verification code to (ZTC-
Enter the code

Didn’t get it? Resend

BACK Step 2 of 3 NEXT

29. Click “Next”
30. You should get one of the two messages below.

Turn on 2-Step Verification?

Second step: Google prompt (default)

Backup option:  Voice of text message It worked! Turn on 2-Step Verification?
You'll stay signed in 1-raves.kyschaols.us on these devices: iPhone .
Now that you've seen how it works, do you want to turn on 2-Step Verification for your Google
You might be signed out of your other devices. To sign back in, you'll need your password and Accoun [-@graveg_kygc haols.us?
second step.
m Step3of 3 TURN ON

31. In either case, click on “Turn on”

Congratulations! You’ve successfully completed the set up of your Google MFA using
either text messaging or push notifications on the Gmail app. You can close the window
you were using and use your email as you needed. There is no need to complete any
further steps in this document.
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How to Setup your Multi-Factor Authentication (MFA) with Google

Graves County Schools
32. You should be fully into your email. If you are not, please sign into your email.
33. Click on the App Switcher (Waffle) in the top right hand corner of your screen

Gmail Images = %% m
© G 9

Account Search Maps
34. Click on “Account”

35. Click on “Security” on the left navigation
Google Account Q

Home

Personal info

Data & privacy
You have

> 0

SEBTE Recommend

O nPaani~rc PR S,

36. Scroll down and click on “2-Step Verification” in the “Signing in to Google” section

Signing in to Google

»AxD

Password Last changed Sep 14 >
2-Step Verification ® on >
App passwords None >

37. Select “Authenticator App”

Add more second steps to verify it's you

Set up additional backup steps so you can sign in even if your other options arent available

x Backup codes

>
These printable one-time passcodes allow you to sign in when away from your
phone, like when you're traveling
D Google prompts
>
To receive Google prompts, just sign in to your Google Account on your phone.
After you enter your password on a new device, Google will send a prompt to every
phone where you're signed in. Tap any one of them to confirm
You're not currently signed in on any devices that support prompts
Q Authenticator app N
Use the Authenticator app to get verification codes at no charge, even when your
phone is offline. Available for Android and iPhone.
O Security Key N

A security key is a verification method that allows vou to securely sian in. These
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38.

39.

40.

41.

42.

How to Setup your Multi-Factor Authentication (MFA) with Google

Graves County Schools
On your mobile phone, if you have not already, download the Google Authenticator
App. Make sure the app is from Google. You will need to know your GooglePlay or
iTunes username and password to download the app.
Once downloaded, open the Google Authenticator App and click on the + in the lower
right corner.

Click on “Scan a QR code”. The phone will automatically open your camera.

ﬁ Scan a GR code @

Enter a setup key

X

If your camera does not open, go into the settings of your phone and give the Google
Authenticator app permission to use your camera.

On your computer, click “Set up Authenticator”

< Authenticator app

Instead of waiting for text messages, get verification codes
from an authenticator app. It works even if your phone is off-

First, download Google Authenticator from the Google Play
Store or the iOS App Store.

+ Setup authenticator

You will see a screen similar to the one below.

Set up authenticator app

= In the Google Authenticator app tap the +

= Choose Scan a QR code

Can't scan it?

43. Point your phone's camera at the QR code on the screen.
44. On your phone, you will now see a code associated with your account
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How to Setup your Multi-Factor Authentication (MFA) with Google
Graves County Schools

Google (Il @graves.kyschools.us)

898 735

45. On the computer, enter this code into the “Enter Code” textbox

Set up authenticator app

Enter the 6-digit code you see in the app

Enter Code

46. Click “Verify”
47. Your screen should now see the image below on your computer screen

Your authenticator

Authenticator IEI
& Added just now

Change authenticator app

Congratulations! You’ve successfully completed the set up of your Google MFA using the
Google Authenticator App. You can close the window on your computer and the app on
your phone. You can use your email as you needed.
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