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We are writing to inform you that we have recently updated our email policy for secondary student 
Microsoft 365 accounts to include an additional security measure called Multi-Factor Authentication 
(MFA). MFA provides an extra layer of protection against unauthorized access to student accounts, helping 
to prevent hacking, phishing, and other cyber-attacks. QSI is making this change to protect the student's 
information and work, as well as all QSI accounts across the system. This change means that in addition to a 
student's regular login credentials, they will now be required to provide a secondary form of verification, 
such as a notification sent to an app or a code sent to their phone number, before accessing their account.  
 
This added layer of protection will only be enabled on a secondary student’s account where a parent or legal 
guardian has provided consent to open the student’s Microsoft account to send and receive email outside the 
QSI domain. If a parent or legal guardian does not provide consent to use MFA, the students account will 
remain restricted to operating only within our QSI domain and not need this additional layer of protection. 
 
Currently, some schools have enabled secondary student accounts to be able send and receive email to 
anyone in the world. The change in QSI policy means that this option is no longer available without the 
additional layer of protection described above. The change will not affect other programs within their 
Microsoft 365 account such as access to OneDrive, Teams, and other Office programs. Students in our 
elementary and middle school programs will see no change as their accounts are already protected by being 
limited to only sending and receiving email within our QSI domain and cannot communicate with those 
outside of QSI. 
 
We understand that this may seem like an inconvenience, but we assure you that it is for the safety and 
security of your child's personal information and work. We are committed to keeping your child's 
information safe, and we thank you for your understanding and support as we work to do so. If you have any 
questions or concerns, please do not hesitate to contact the school. 
 
Sincerely, 
 
QSI Headquarters Technology Department 
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Dear Parents/Guardians,

Tech Support: techhelp@kyiv.qsi.org


