Parameters of Acceptable Staff DCS Usage

As per Board of Education policy #6470, “The Board of Education directs the Superintendent or
his/her designee to develop administrative regulations to implement the terms of this policy,
addressing general parameters of acceptable staff conduct as well as prohibited activities so as to
provide appropriate guidelines for employee use of the DCS.” Below are the general parameters
of acceptable staff conduct along with activities that are considered prohibited. Violating these
parameters may lead to loss of network access or additional disciplinary action.

Acceptable staff conduct:

Employees are prohibited from excessive personal use of the DCS but are allowed to
engage in occasional personal use provided that frivolous use of the internet does not
interfere with employee productivity, including the quality of work produced and
other indicators of performance.

Employees are free to use the DCS for functions related to their position.

Employees are free to use the DCS for research purposes relevant to pedagogy,
instruction, or other inquiries that may be tangentially pertinent to their position.

Limitations to personal use:

Personal use of the DCS is only permitted if the employee’s personal use of the
internet does not violate any other guidelines contained within this document;

Personal use must not cause undue effects to the company network by consuming an
excessive amount of available bandwidth. Examples include but are not limited to
downloading/uploading unreasonably large files and streaming videos;

Employees do not use district property to perform services outside of tasks and
projects assigned by Jericho UFSD.

The following activities are strictly forbidden on company equipment:

Illegally downloading, streaming, or otherwise accessing music, films, software, and
other digital goods (“Piracy”);

Installing software on company computers without the authorization of a district
information technology (IT) representative;

Sharing student personally identifiable information, staff personally identifiable
information, confidential material, or other proprietary information outside of

authorized parties of the district;

Gaining unauthorized access to programs, systems, websites, etc. (“Hacking”);



Introducing malicious software (“Malware”) onto the company network or
performing other actions that put the security of the organization at risk;

Attempting to bypass the district’s web filter or other safeguards (including
firewalls) to access blocked or filtered material;

Accessing content that would reasonably be considered not safe for work such as
pornography, violent imagery, substance abuse, other adult-oriented content;

Sharing or leaking passwords or other credentials that are used to provide access to
company equipment, services, accounts, and other district assets.



