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This Data Privacy Agrecment (“DPA”) is entered into by and between the Stillwater Arca
PublicSchools IS1) 834 (hercinalicr referred to as “LIIA”) and Cybersoft ‘I'echnologics, Inc
(hercinaller referred to as “Provider”) on 07/20/2022. The Partics agree to the terms as stated
herein.

RECITALS

WHEREAS, the Provider has agreed to provide the Local iducation Agency (“LEA") with
certain digital cducational services (“Services”) pursuant to a coniract dated (“Scrvice
Agrcement”); and

WIIEREAS, in order to provide the Services described in the Service Agreement, the Provider
may reccive or create, and the LEEA may provide documents or data that are covered by scveral
federal statutcs, among them, the Family liducational Rights and Privacy Act (“FIERPA”) at 20
U.S.C. 1232g (34 CFR Part 99), Children's Online Privacy Protection Act ("“COPPA”), 15 U.S.C.
6501-6506; Protection of Pupil Rights Amendment (“FPRA") 20 U.S.C. 1232h; and

WIIEREAS, thc documents and data transferred from LLIiAs and crcated by the Provider's
Secrvicces arc also subject to the Minnesota Government Data Practices Act (“MGDPA”)Minn. Stat.
Chapter 13 ; and

WHEREAS, for the purposcs of this DPA, Provider is a school official with legitimatc
cducational interests in accessing cducational records pursuant to the Service Agreement; and

WHEREAS, the Partics wish 1o cater into this IDPA to ensurc that the Service Agreement
conforms to the requirements of the privacy laws relerred to above and to establish implementing
procedures and dutics.

NOW THEREFORE, for good and valuablc considcration, the partics agree as follows:
ARTICLE I: PURPOSE AND SCOPE

1. Parposc of DPA. The purposc of this DPA is to describe the dutics and responsibilitics to
protcet data transmitted to Provider from the LIEA pursuant to the Service Agreement, including
compliance with all applicable statutcs, including the FERPA, PPRA, COPPA, MGDPA and
other applicablec Minncsota State laws, all as may be amended from time to time. In performing
scrvices requiring access to private records/data on students, the Provider shall be considered a
School Official with a legitimate cducational intercst, and performing services otherwisc



provided by the LEA.

2. Nature of Scrvices Provided. The Provider has agreed to provide the following digital
cducational products and scrvices described below and as may be further outlined in Ixhibit “A”
hereto: Primerolidge and SchoolCalc Child nutrition sofiware and related services

3. Data to Be Provided. The Partics shall indicatc the categorics of data to be
provided in the Schedule of Data, attached hercto as 1ixhibit “13”.

4. DPA Decfinitions. ‘The definition of terms used in this DPA is found in lixhibit “C”. In the
cvent of a conllict, definitions uscd in this DPA shall prevail over term used in the Scrvice

Agreement,
ARTICLE II: DATA OWNERSIHIP AND AUTHORIZED ACCESS

1. Data Property of LEA. All LEA data transmitted o the Provider pursuant to the Service
Agreement is and will continue 1o be the property of and under the control of the LIIA. The
Provider further acknowledges and agrees that all copics of such LEA data transmitted to the
Provider, including any modifications or additions or any portion thercof from any source, arc
subject to the provisions of this Agreecment in the samc manncr as the original LIZA Data, The
Partics agree that as between them, all rights, including all intcllectual property rights in and to
LEA Data contemplated per the Service Agreement shall remain the exclusive property of the
LEA. Provider may iransfer pupil-gencrated conlent to a scparate account, according 1o the
procedurcs sct forth below.

2. Scparate Account. Il pupil gencrated content is stored or maintained by the Provider as part of
the Scrvices described in Exhibit “A”, Provider shall, at the request of the [L.1iA, transfer said pupil
generated contentl {o a scparalc student account upon termination of the Scrvice Agreement;
provided, however, such transfer shall only apply to pupil gencerated content that is scverable [rom
the Scrvice.

3. Third Party Request. The Provider will report immediately to the District any requests from
third partics for information rclated to this Contract. Unless agreed otherwise, the District will
rcspond to such data requests. If Provider is subject 1o compelled disclosure to a third party (c.g.
lawfully issued subpocna or court order), Provider must provide timely notification 1o the LEA in
advancce of such compelled disclosure.

4. Subprocessors. Provider shall enter into written agreements with all Subprocessors performing
functions pursuant to the Service Agreement, whereby the Subprocessors agree 1o protect LIIA
Data in manncr consistent with the terms of this DPA.



ARTICLE III: DUTIES OF LEA

1. Privacy Compliance. LIIA shall provide data for the purposes of the Scrvice Agrecement in
compliancc with FERPA, COPPA, PPRA, MGDPA and all other Minncsota privacy statutes.

2. Annual Notification of Rights. If the [.LEA has a policy of disclosing cducation records under
FERPA (4 CIR § 99.31 (a) (1)), YA shall includc a specification of criteria for determining who
constitutes a school official and what constitutcs a legitimate cducational interest in its Annual
notilication of rights.

3. Reasonable Precautions. [LEA shall take rcasonable precautions 1o sccurc uscrnamcs,

passwords, and any other means of gaining access to the services and hosted data.

4. Unauthorized Access Notification. 1A shall notify Provider promptly of any known or
suspected unauthorized aceess. LIXA will assist Provider in any cfforts by Provider to investigate
and respond to any unauathorized aceess.

ARTICLE IV: DUTIES OF PROVIDER

1. Privacy Compliance. The Provider shall comply with all applicable state and federal laws and
regulations pertaining to data privacy and sccurity, including FERPA, COPPA, PPRA, MGDPA
and all other Minncsota privacy statutes. Provider agrees that any information it creates, collcets,
receives, stores, uses, or dissecminates during the coursc of its performance, which concerns the
personal, financial, or other affairs of the LIA, its Board, officers, cmployces or students shall be
kept private and in conformance with all statc and federal laws relating to data privacy, including,
without limitation, the MGDPA. Providcr must comply with any applicable requirements as if it
were a governmental entity. The remedics in Minn. Stat. § 13.08 apply to the Provider.

2. Authorized Use. The data shared pursuant to the Service Agrecment, including persistent
uniquc identificrs, shall be used for no purposc other than the Scrvices stated in the Service
Agreement and/or otherwisc authorized under the statutes referred to in subscetion (1), above.
Providcr also acknowledges and agrees that it shall not make any re-disclosure of any LIIA Data
or any portion thercof, including without limitation, meta data, uscr content or other non-public
information and/or personally identifiable information contained in the I.J:A Data, without the
cxpress written consent of the LEA.

3. Employee Obligation. Provider shall require all cmployces and agents who have aceess lo LIEA
Data to comply with all applicable provisions of this DPA with respect to the data sharcd under
the Scrvice Agreement.



4. No Disclosure. De-identified information may be used by the Provider for the purposcs of
development, rescarch, and improvement of cducational sites, scrvices, or applications, as any
other member of the public or party would be ablc 1o usc de-identificd data pursuani o 34 CI'R
99.31(b). Provider agrees not to aticmpt to re-identify de-identificd LI:A Data and not to transfer
de-identified I.1:A Data to any parly unless (a) that parly agrees in wriling not 1o attempt re-
identification, and (b) prior written noticc has been given to LILA who has provided prior written
consent for such transfer. Provider shall not copy, reproducc or transmit any data obtained under
the Scrvice Agreement and/or any portion thercol, cxcept as necessary to fulfill the Service
Agreement.

5. Disposition of Data. Upon written request and in accordance with the applicable terms in
subscction a or b, below, Provider shall dispose or delete all LLEA Data obtained under the Service
Agreement when it is no longer nceded for the purpose for which it was obtained. Disposition shall
include (1) the shredding of any hard copics of any LA Data; (2) lrasing; or (3) Othcrwise
modifying thc personal information in those records to make it unrcadable or indecipherable by
human or digital mecans. Nothing in the Scrvice Agreement authorizes Provider to maintain LEEA
Data obtained under the Service Agreement beyond the time period reasonably needed to complete
the disposition. Provider shall provide written notification to I.ILA when the LIA Data has been
disposed. The duty 1o disposc of LI{A Data shall not cxtend to data that has been de-identificd or
placed in a scparate user account, pursuant 1o the other icrms of the DPA. The LEEA may cmploy
a “Request for Return or Deletion of L.ILA Data” form, a copy of which is attached hercto as Exhibit
“D”. Upon receipt of a request from the 1A, the Provider will immediately provide the LIEA with
any specificd portion of the LIXA Data within ten (10) calendar days of receipt of said request.

a. Partial Disposal During Term of Service Agreement. Throughout the Term of the
Service Agrecement, LIJA may request partial disposal of LIEA Data obtained under the
Scrvice Agrecement that is no longer nceded.

b. Complcte Disposal Upon Termination of Serviee Agreement. Upon T'ermination of
the Service Agreement Provider shall dispose or delete all LI:A Data obtained under the
Scrvice Agrecement. In no cvent shall Provider disposc of data pursuant to this provision
unlcss and until Provider has reccived alfirmative writlen confirmation from 1A that data
will not be transfcrred to a scparate account.

6. Advertising Prohibition. Providcr is prohibited from using or sclling I.IEA Data to (a) market
or advcrlise to students or familics/guardians; (b) inform, influcnce, or cnable marketing,
adverlising, or other commcrcial cfforts by a Provider; (c) devclop a profilc of a student, family
member/guardian or group, for any commercial purposc other than providing the Scrvice to LEA;
or (d) usc the Student Data for the development of commercial products or scrvices, other than as
nccessary to provide the Service 1o ILIEA. This scction docs not prohibit Provider from using
Student Data for adaptive Icarning or customized student learning purposcs.



ARTICLE V: DATA PROVISIONS

1. Data Security. ‘The Provider agrees 1o abide by and maintain adcquate data sccurity measurcs,
consistent with industry standards and tcchnology best practices, to protect LIIA Data from
unauthorized disclosurc or acquisition by an unauthorized person. ‘The general sceurity dutics ol
Provider are sct forth below. Provider may further detail its sccurity programs and measurcs in
lixhibit “1”” hercto. These measures shall include, but arc not limited to:

a. Passwords and Employee Access. Provider shall securc usernames, passwords, and any
other means of gaining access to the Scrvices or to [LEA Data, at a level suggested by the
applicable standards, as set forth in Article 4.3 of NIST 800-63-3. Provider shall only
providc aceess 10 LLEA Data to employcees or contraclors that are performing the Services.
Employces with access 1o LEA Data shall have signed confidentiality agrcements
rcgarding said Data. All cmployces with access to Student Records shall be subject to
criminal background checks in compliancc with state and local ordinances.

b. Destruction of Data. Provider shall destroy or delete all LIiA Data obtained under the
Scrvice Agreement when it is no longer nceded for the purposc for which it was obtained,
or transfer said data to LLEA or LEA’s designee, according to the procedure identificd in
Article IV, scction 5, above. Nothing in the Scrvice Agreement authorizes Provider to
maintain [.I!A Data beyond the lime period rcasonably needed to complete the
disposition.

¢. Sccurity Protocols. Both partics agrce (0 maintain sceurity protocols that meet
industry standards in the transfer or transmission of any data, including cnsuring that data
may only be viewed or accessed by partics Iegally allowed to do so. Provider shall maintain
all data obtained or gencrated pursuant 1o the Service Agreement in a sccure digital
environment and not copy, reproduce, or transmit data obtained pursuant to the Service
Agrecment, cxcepl as necessary Lo fullill the purposc of data requests by LEA.

d. Employee Training. The Provider shall provide periodic sccurity training to those of
its cmployces who opcrale or have access 1o the system. 1*urther, Provider shall provide
LIEA with contact information of an employcc who [.1iA may coniact il there arc any
sccurily concerns or questions.

¢. Sccurity Technology. When the service is accessed using a supported web browser,
Provider shall employ indusiry standard measurcs 1o protcct data [rom unauthorized access.
‘The service sccurity measurcs shall include scrver authentication and data cncryption.
Provider shall host data pursuant 1o the Scrvice Agrcement in an cnvironment using a
fircwall that is updated according o industry standards.



f. Sccurity Coordinator. If diffcrent [rom the designated represcentative identified in
Article VII, scction 5, Provider shall provide thc namc and contact information of
Provider’s Sccurity Coordinator for the LLEA Data received pursuant 1o the Service
Agrecment.

g- Subprocessors Bound. Provider shali cnier into written agreements whercby
Subprocessors agrec to sceure and protect LI:A Data in a manner consistent with the
terms of this Article V. Provider shall periodically conduct or review compliance
monitoring and asscssments of Subprocessors to determine their compliance with this
Article.

h. Periodic Risk Assessment. Provider further acknowledges and agrecs to conduct digital
and physical pcriodic (no Icss than semi-annual) risk asscssments and rcmediate any
identificd sccurity and privacy vulnerabilitics in a timely manner.

2. Data Breach. In the cvent that LA Data is accessed or obtained by an unauthorized individual,
Provider shall provide notification to LA within a rcasonablc amount of time of the incident, and
not excceding forty-cight (48) hours. Provider shall follow the following proccss:

a. The sccurity breach notification shall be written in plain language, shall be titled
“Notice of Data Breach,” and shall present the information described herein under the
following headings: “What ITappened,” “What Information Was Involved,” “What We Are
Doing,” “What You Can 1Do,” and “For Morc Information.” Additional information may
be provided as a supplement to the notice.

b. The sccurity breach notification described above in scction 2(a) shall include, at a

minimum, the following information:

i. 'Thc namc and contact information of the reporting LIXA subjcct to this scction.
ii. A list of the types of personal information that were or arc rcasonably belicved
1o have been the subject of a breach.

iii. If the information is possiblc to determine at the time the notice is provided the
number of individuals whosc data was potcntially subjcct to the breach and cither
(1) the date of the breach, (2) the cstimated date of the breach, or (3) the date
rangc within which the breach occurred. The notification shall also includc the
datc ol the noticc.

iv. Whether the notification was dclaycd as a result of a law enforcement
investigation, if that information is possible 10 determine at the time the notice is
provided.

v. A general description of the breach incident, if that information is possible to



determinc at the time the notice is provided.

¢. At LIEA’s discretion, the security breach notilication may also include any of the
following:

i, Information about what the agency has done to protect individuals whose
information has been breached.

ii. Advicc on steps that the person whose information has been breached may take
1o protect himsclf or herself.

d. Provider agrees to adhere to all requirements in applicable State and in federal law with
respect 1o a data breach related to the LIA Data, including, when appropriate or required,
the required responsibilitics and procedures for notificalion and mitigation of any such data
breach.

¢. Provider further acknowledges and agrees to have a written incident responsc plan that
teflcets best practices and is consistent with industry standards and federal and state law
for responding to a data breach, breach of sccurity, privacy incident or unauthorized
acquisition or usc of LIEA Data or any portion thercof, including personally identifiable
information and agrees 1o provide [ILA, upon request, with a copy of said written incident
rcsponsc plan.

f. Unless otherwisc directed by the LLEA, Provider is required to comply with the disclosure
requirements ol Minn. Stat. 13.055 which rcquircs written notification to any individual
whosc privatc data is reasonably believed to have been subjccl to a breach. The notice must
be made in the most expedient time possible and without unreasonable delay, consistent
with (1) the legitimate needs of a law enforcement agency; or (2) any measures necessary
to determine the scope of the breach and restore the reasonable security of the data. The
notice provided must inform the individual: that a report consistent with the requircments
of Article V Scction 2 (a)-(¢) will be developed; how the individual may oblain access to
the report; and that the individual may request delivery of the report by mail or cmail.

g. In the cvent of a breach originating from LEA’s use of the Scrvice, Provider shall
cooperalc with LA to the extent necessary to expeditiously sccure LA Data.

ARTICLE VII: MISCELLANEOUS

1. Term. The Provider shall be bound by this DPA for the duration of the Service Agreement or
s0 long as the Provider maintains any LIIA Data.



2. Termination. In the cvent that cither parly sccks to terminate this DPA, they may do so by
mutual writtcn consent so long as the Scrvice Agreement has lapsed or has been terminated. LEA
shall have the right to terminaie the DPA and Scrvice Agreement in the event of a material
breach of the terms of this DPA.

3. Effect of T'ermination Survival. If the Scrvice Agreement is terminated, the Provider shall
destroy all of I.IA’s data pursuant to Article V, scction 1(b). Notwithstanding {crmination ol
the Service Agreement and prior to destruction of any data as provided in this agreement, the
Provider’s obligation to comply with applicablc statc and federal data privacy laws will continuc.

4. Priority of Agreements. This DPA shall govern the ircatment of LIA data in order to comply
with privacy protcctions, including those found in FERPA and all applicable privacy statutes
identificd in this DPPA. In the cvent there is conflict between the DPA and the Service
Agreement, the DPA shall apply and take precedence. lixcept as described in this paragraph
hercin, all other provisions of the Scrvice Agreement shall remain in cffect.

5. Notice. All notices or other communication required or permiticd to be given hercunder must
be in writing and given by personal delivery, or c-mail (ransmission (if contact information is
provided for the specific mode ol delivery), or first-class mail, postage prepaid, sent to the
designated representatives before:

a. Designated Representatives
‘The designated representative for the LISA for this Agrcement is:

Name: J(/é 4 C"”:“

Title: \ s nee. Diveets

Contact Information:

The designated representative for the Provider for this Agreement is:
Namec: Bhaskar Patel
Title: Vice President

Contact Information:



Bhaskar.patel@cybcersoft.nct
281 453 8502

6. Entire Agreement. This DPA constitutes the cntirc agreement of the partics relating to the
subject matter hereof and supersedes all prior communications, representations, or agreements,
oral or written, by the partics relating thereto. This IDPA may be amended and the obscrvance of
any provision of this DPA may bc waived (cither generally or in any particular instance and cither
retroactively or prospectively) only with the signed written consent of both partics. Neither failure
nor delay on the part of any party in cxcrcising any right, power, or privilege hercunder shall
operate as a waiver of such right, nor shall any single or partial cxcreisc of any such right, power,
or privilcge preclude any further exercisc thereof or the excercise of any other right, power, or
privilege.

7. Severability. Any provision of this DPA that is prohibitcd or unenforceable in any jurisdiction
shall, as 1o such jurisdiction, be incffective to the cxtent of such prohibition or unenforccability
without invalidaiing thc rcmaining provisions of this DPA, and any such prohibition or
uncnforccability in any jurisdiction shall not invalidate or render uncenforceable such provision in
any other jurisdiction. Notwithstanding the foregoing, if such provision could be morc natrowly
drawn so as not to be prohibited or uncnlorceable in such jurisdiction while, at the same time,
maintaining the intent of the partics, it shall, as to such jurisdiction, be so narrowly drawn without
invalidating the remaining provisions of this DPA or aflfecting the validity or enforceability of such
provision in any other jurisdiction.

8. Governing Law; Venue and Jurisdiction, TIIIS DPA WILL Bli GOVERNED BY AND
CONSTRUED IN ACCORDANCE WITII TTIE LAWS OF TITE STATE OF ‘TTE IN WIHICIT
THIS AGREEMENT IS EXECUTED, WITIIOUT REGARD TO CONIFLICTS OF LAW
PRINCIPLES. BACII PARTY CONSENTS AND SUBMI'TS TO THI SOLL AND 1EXCLUSIVE
JURISDICTION TO TTIE STATE AND FEDERAL COURTS FOR "I COUNTY IN WIICI
THIS AGREEMENT IS FORMLED FOR ANY DISPUTE ARISING OQUT OF OR RELATING
TO THIS SERVICL AGREEMENT OR TIHE TRANSACTIONS CONTEMPLATID IIEREBY.

9. Authority. Provider represents that it is authorized to bind to the terms of this Agreement,
including confidentiality and destruction of LIEA Data and any portion thercof contained therein,
all rclated or associated institutions, individuals, employces or contractors who may have access
to the LEA Data and/or any portion thercof, or may own, lcase or control equipment or facilitics
of any kind where the LIIA Data and portion thercol stored, maintained or uscd in any way.
Provider agrees that any purchascr of the Provider shall also be bound to the Agreement.

10. Waiver. No dclay or omission of the LIIA to exercisc any right hereunder shall be construcd



as a waiver of any such right and the ILIIA rescrves the right 10 excrcise any such right from time
lo timec, as oficn as may be deemed expedicnt.

11. Successors Bound. This DPA is and shall be binding upon the respective successors in interest
1o Provider in the cvent of a merger, acquisition, consolidation or other busincss rcorganization or

salc ol all or substantially all of the asscts of such busincss.

| Signature Page Follows)|

IN WITNESS WHEREOF, the partics have executed this Stillwater Arca Public Schools Data
Privacy Agreement as of the last day noted below.

Provider:

BY: Sobrn b aL C Date: __07-23 ~20 22

Printed Namc; Bhaskar Patel litle/Position: Vice President

[.ocal liducation Agency:

BYQWJ W _Date:_ §-9-2°

Printed Name: J///t Ok Title/Position: Frnampe Diveets o

Local liducation Agency:
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BY: Datc:

Printed Name: Title/Position:

Note: Electronic signature not permitted.

EXIIBIT “A”

DISCRIPTION O)F SERVICILS
¢ FULL DESCRIPTION OF SERVICES
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EXHIBIT “B”
SCIHEDULL OF DATA

Category of Data Elements Check if
used by
your system
Application Technology IP Addresses of users, Use of cookices ctc, »
Metadata
Other application technology metadata- Pleasc specify:
Application Use Statistics | Mctadata on uscr inleractions with application
Assessment Standardized test scores
Qbscrvation data
Other assessment data- Please specify:
Attendance Student school (daily) attendance data
Student class attendance data
limployce work attcndance
Communication Online Communications that arc capturcd (cmails, blog cntrics, phone calls ctc.)
Parent/ Guardian 1D Parent 1D number (created to link parents to students)
*x

Individual Names

First and/ or Last

Schedule

Student scheduled courses

Teacher names

Lmployee work schedule

Special Indicator

Linglish language learncr information

l.ow incomc status

12




Medical alerts/ hoalth data

Student/ limployce disability

Special cducation services (ILP or 504)

Living Situations (homclcss/ foster cate)

Other indicator information- Plcasc specify:

Contact Information

Addrcess

Limail

Phone

Identificrs

Individual Local (School district) 1D

Individual State 11D number

Social sccurity numbers

Provider/ App assigned individual [1) numbers

Individual username

Individual passwords

‘Transcript

Student course grades

Student course data

Student performance scores (GPA)

Other transcript data- Please specify:

‘I'ransportation

Studcnt bus assignment

13




Student pick up and/ or drop off location

Student bus card 11D number

Other transportation dala- Plcase specify:

Conduct Conduct or behavioral data
Demographics Data of Birth

Placc of Birth

Gender

Vthnicity or race

L.anguage information (native, preferred or primary fanguage spoken)

Other demographic information- Please specily:

Enroliment Student school enrollment

Student grade level

[Homecroom

(Guidance counsclor

Specific curriculum programs

Ycar of graduation

Other enrollment inforination- please specify

User In-App Performance | Program/ application performance (digital assessment and tracking)

Student program Academic or extracurricular activitics a student may belong to or participate in
membership
Survey Responscs Responses 10 surveys Lo questionnaires

14




Student/ Employce
Arlifacts

Student/ Employec gencrated content; writing; picturcs cle.

Other student/ employce artifact data- please specify:

Employce Records

Beneflit data

Payroll data

Bank information

Employment status

Previous work history

Imployce performance data

Other

Pleasc list cach additional data clement used, stored or collected by your application

No LIA Data Collected at this time
*Provider shall immediately notify LIA if this designation is no longer applicable.
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EXIIBIT “C»
DEFINTTIONS

De-Identifiable Information (DII): De-Identification refers to the process by which the Provider
removes or obscurcs any Personally Identifiable Information (“PII”") from student records in a way
that removes or minimizes the risk of disclosure of the identity of the individual and information

aboul them.

Educational Records: liducational Records arc official records, files and data dircctly related to
a student and maintained by the school or local cducation agency, including but not limited to,
rccords cncompassing all the maierial kept in the student’s cumulative folder, such as gencral
identifying data, rccords of aticndance and ol academic work completed, records of achicvement,
and results of cvaluative tests, health data, disciplinary status, test protocols and individualized
cducation programs. I'or purposcs of this DPA, liducational Records arc referred to as Student

Data.

NIST: Drall National Institutc of Standards and T'echnology (“NIST™) Spccial Publication
Digital Authentication Guideline.

Operator: The term “Operator” means the operator of an Internet Website, online service, online
application, or mobilc application with actual knowledge that the sile, scrvice, or application is
uscd primarily for K--12 school purposcs and was designed and marketed for K-12 school
purposcs. For the purposc of the Service Agrecement, the term “Operator” is replaced by the term
“Provider.” This term shall encompass the term “Third Party,” as it is found in applicable statc

statulcs.

Personally Identifiable Information (PII): ‘The terms “Personally Identifiable Information” or
“PII” shall include, but arc not limited to, student data, mctadata, and uscr or pupil-gencrated
content obtained by rcason of the usc of Provider’s soltware, website, scrvice, or app, including
mobilc apps, whether gathered by Provider or provided by LIA or its uscrs, students, or students’
parcnts/guardians. PII includes Indirect Identificrs, which is any information that, cither alonc or
in apgrepatc, would allow a rcasonable person 1o be able to identify a student to a reasonable
certainty. Ior purposcs of this DPA, Pcrsonally Identifiable Information shall include the
categorics of information listed in the definition of Student Data.

Provider: For purposes of the Scrvice Agreement, the term “Provider” means provider of digital
cducational softwarc or scrvices, including cloud-based scrvices, for the digital storage,
management, and retricval of pupil records, Within the DPA the term “Provider” includes the term
“T'hird Party” and the term “Operator” as uscd in applicablc state statutcs.

Pupil Generated Content: The term “pupil-gencrated content” means materials or content created
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by a pupil during and [or the purposc of cducation including, but not limited to, essays, rcscarch
reports, portfolios, creative writing, music or other audio files, photographs, videos, and account
information that cnables ongoing owncrship ol pupil content,

Pupil Records: Mcans both of the following: (1) Any information that dircctly relates to a pupil
that is maintaincd by LIA and (2) any information acquired directly (rom the pupil through the
usc of instructional sofiwarc or applications assigned to the pupil by a tcacher or other LEA
cmployce. For the purposes of this Agreement, Pupil Records shall be the same as Educational
Records, Student Personal Information and Covered Information, all of which arc deemed Student
Data for the purposcs of this Agreement.

Service Agreement: Refers to the Contract or Purchase Order to which this DPA supplements
and modifics.

School Official: FFor the purposes of this Agreement and pursuant to 34 CFR 99.31 (B), a School
Official is a contractor that: (1) Performs an institutional scrvice or function for which the agency
or instilution would othcrwise use employces; (2) Is under the dircct control of the agency or
institution with respect Lo the usc and mainicnance of cducation records; and (3) Is subject Lo 34
CFR 99.33(a) governing the usc and re-disclosure of personally identifiable information from
student records.

Student Data: Student Data includes any data, whether gathered by Provider or provided by LIIA
or its uscrs, students, or students’ parcnis/guardians, that is descriptive of the student including,
but not limited to, information in the student’s educational record or email, [irst and last name,
home address, tclephone number, email address, or other information allowing online contact,
disciplinc records, vidcos, test results, special education data, juvenile dependency records, grades,
cvaluations, criminal records, medical records, health records, social sceurity numbers, biometric
information, disabilitics, sociocconomic information, food purchases, political affiliations,
rcligious information text messages, documents, student identifics, scarch activity, photos, voice
recordings or geolocation information. Student Data shall constitute Pupil Records for the purposes
of this Agrcement, and for the purposcs of California and fcderal laws and regulations. Student
Data as specificd in Exhibit “B” is confirmed to be collected or processed by the Provider pursuant
1o the Scrvices. Student Data shall not constitute that information that has been anonymized or de-
identificd, or anonymous usage data rcgarding a student’s usc of Provider’s scrvices.

LEA Data: LA Data includes Student Data as well as any other data clements gather by the
Provider or provided by the LEA or its users including but not limited to financial data, cmploycc

data, fcderal ID numbers, and state ID numbers.

SDPC (The Student Data Privacy Consortium): Refers to the national collaborative of schools,
districts, rcgional, icrritorics and statc agencics, policy makers, trade organizations and
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marketplace providers addressing real-world, adaptable, and implementable solutions o growing
data privacy concerns.

Personal Information: “Personal Information” means information collected through a school
scrvice that personally identifics an individual or other information collected and maintained about
an individual that is linked o information that identifics an individual. For purposcs of this DPA,
Personal Information is referred 1o as [LEA Data.

Subscribing LLEA: An LLEA that was not party to the original Services Agreement and who accepts
the Provider’s General Offer of Privacy T'erms.

Subproecessor: Ior the purposcs of this Agreement, the term “Subprocessor” (sometimes referred
lo as the “Subcontractor”) means a party other than LIIA or Provider, who Provider uscs for data
collection, analytics, storage, or other scrvice to operate and/or improve its software, and who has

access to PIL

Targeted Advertising: Targcted adverlising mcans presenting an advertisement to a student
where the sclection of the advertisement is based on student information, student records or student
generated content or inferred over time from the usage of the Provider’s website, online service or
mobile application by such siudent or the retention of such student’s online activitics or requests

ovcer Lime.

Third Party: The term “Third Party™ mcans a provider of digital educational softwarc or services,
including cloud-bascd scrvices, for the digital storage, management, and retricval of pupil records.
However, for the purposc of this Agreement, the term “Third Party” when used 1o indicate the
provider of digital cducational soflware or services is replaced by the term “Provider.”

EXIIBIT “D”
DIRECTTVI: FOR DISPOSITION OF DATA
... dircets to disposc

ol data obtained by Provider pursuant to the terms of the Service Agreement between LEA and
Provider. The terms of the Disposition arc sct forth below:
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Extent of Disposition _____Partial. The catcgorics of data to be
disposcd of arc as {ollows:
Disposition shall be:

_______ Complete. Disposition extends to all
catcgorics of data

Naturc ol Disposition ~ Destruction or deletion of data

Disposition shall be by: __I'ranslcr of data. 'The data shall be
transferred as set forth in an attachment 1o this
Dircctive. IFollowing confirmation from LLIIA
that data was successfully transferred,
Provider shall destroy or delcic all applicable
data

‘I'iming of Disposition _____As soon as commercially practicable

Data shall be disposcd of by the following ~_ By(InscrtDate)
datc:

urde 8-9-22-

rized Iié;;ré;cntativc of LEA o Date

Verification of I)isboéiii.on”(.)f Data Datc

by Authorized Representative of Provider

EXHIBIT “E” DATA SECURITY REQUIREMENTS

[INSERT ADDITIONAL DATA SECURITY REQUIREMENTS HERE)]
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Stillwater Arca Public Schools Mail - Fwd: Online--Stillwater Area ...

1 of2

Stluwater Linda Moncrief <moncriefl@stillwaterschools.org>

AREA PUBLIC SCHOOLS

https://mail.google.com/mail/u/0/?ik=e5809c4937 & view=pt&search...

Fwd: Online--Stillwater Area PS #834--requesting copy of SchoolCafe Data Privacy
Agreement-[#182463]

1 message

John Perry <perryj@stillwaterschools.org> Thu, Jul 28, 2022 at 4:37 PM

To: Linda Moncrief <moncriefl@stillwaterschools.org>, Shae Seivert <greens@stillwaterschools.org>

Sent from my iPhone

Begin forwarded message:

From: customercare@primeroedge.com
Date: July 28, 2022 at 2:21:16 PM CDT
To: perryj@stillwaterschools.org

Subject: Re: Online--Stillwater Area PS #834--requesting copy of SchoolCafe Data Privacy Agreement-[#182463]

Reply-To: "customercare@primeroedge.com” <customercare@primeroedge.com>

Hello John,

Let us know if you have any questions regarding this ticket by replying all to this ticket

AUDENE CHUNG, MBA, RD

Director, Customer & Expert Care | PrimeroEdge

support: 1.866.442.6030

www.primeroedge.com { customercare@primeroedge.com

Let’s Chat ...

Send an email to CustomerCare@primeroedge.com to enable your PrimeroEdge support Chat feature

On Mon, Jul 25 at 8:21 AM , John Perry <perryj@stiliwaterschools.org> wrote:
The agreement looks great. Can you send over a signed copy for counter signature?

John Richard Perry

Director of Learning, Technology, and Design Systems
Stillwater Area Public Schools #834

(651) 351-8414

...to inspire curiosity in all learners through educational
programming that is personalized, student driven, and
highly engaging.

On Sat, Jul 23, 2022 at 12:15 PM customercare@primeroedge.com
<customercare@primeroedge.com> wrote:
Hello John Perry,

Please read the full details of this email. The additional information we are needing is located
towards the bottom in the information needed section.

This automated email is to let you know that we are awaiting your response from you on the
following ticket:

Ticket Number: 182463
Subject: Online--Stillwater Area PS #834--requesting copy of SchoolCafe Data Privacy

Agreement

Please see attached signed Privacy agreement from PrimeroEdge. Please let me know if this is sufficient. thanks, Audene

8/3/2022, 11:52 AM
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Kindly review the additional clarification given or reply back with the necessary requested
information below so we can continue to work on the issue.

Information Needed:
Richard Benson :

Hello John,

| am attaching a copy of your Privacy Agreement. Please let me know if you have any questions.

Thank you,

Let us know if you have any questions regarding this ticket byreplying all to this ticket

RICHARD BENSON

Region Lead | PrimeroEdge

support; 866.442.6030

www,primeroedge.com | customercare@primeroedge.com
YOUR GOALS ARE OUR GOALS.

Attachments :1. Stillwater Privacy Agreement.docx

Thank you,
Cybersoft PrimeroEdge Support Team

PEsigned-Stillwater Area PB Privacy Agreement.pdf

5161K

https://mail.google.com/mail/u/0/?ik=e5809¢4937 & view=pt&search...

8/3/2022, 11:52 AM






