
ST TAMMANY PARISH SCHOOL BOARD
COVINGTON, LOUISIANA

RFP #163 STUDENT ATTENDANCE REDISTRICTING

ADDENDUM I

September 21 , 2022

1. Updated date of RFP opening to Tuesday, October 1L,2022 at 4:O0 PM due to federal holiday.

2. Provide required ATTACHMENT B and ATTACHMENT C which must be included with submittal as

instructed in the original RFP instructions.

Your proposal should state "l have received and I am aware of the contents of Addendum 1."
Alternatively, you may sign the acknowledgement of receipt below.

ACKNOWLEDGE OF RECEIPT OF ADDENDUM 1

SIGNATURE

SIGNATORY NAME
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ATTACHMENT B

St. Tammany Parish Public School Board Contract Addendum

Louisiana recently enacted new requirements that govern the collection, disclosure and use of
personally identiliable intormation of students. The new laws include increased contracl requir€ments
between schools or districts and anyone entrusted with such personally identifiable information. The

items listed below are specific requirements necessary for any contract that governs the release of
student information.

Sensitive information must be protected at a level that can ensure that only those who are authorized to
view the information are allowed access {secure passwords, encryption, etc.) The vendor's network
must maintain a high level of electronic protection to ensure the inlegrity of sensitive information and

to prev€nl unauthorized access in these systems. ReBUlar review of the protection methods used and

system auditinS are also critical to maintain protection ofthese systems. Vendor agrees to protect and

maintain the security of data with protection security m€asures that include maintaining secure

environments that are patched and up to date with all appropraate security updates as designated by a

relevant authority.

ln order to ensure that only appropriate individuals and entities have access to personally identifiable

student data, organi2aiions must implement variouslotms ol authentication to establish the identity ot

the requester of the information with a level of certainty that is commensurate with the 5ensitivity of

thedata. Each organization must individually determine the appropriate level of assurance that would
provide, in its specific environment, reasonable means of protectinS the privacy of student data it

maintains. No individualor entity should be allowed unauthenticated access to confidential personally

identifiable student records or data at any time.

The individual, vendor or entity shall implement appropriate measures designed to ensure the

confidentiality and security of personally identifiable informalion, protect ataanst any anticipated access

or disclosure of informataon, and prevent anv other action thal could result in substantial harm to 5t.

Tammany Parish Public School Board or any individual identified with the data or information in

vendor's custody.

Vendor atrees that any and all 5t. Tammany Parish Public School Board personally identifiable student

data will be stored, processed, and maintained solelv on designated servers and that no St. Tammanv

Parish Public School Board data at any time will be processed on or transferred to any portable or laptop

computang device or any portable slora8e medium, unless that stora8e medium is in use as part of the

vendo/s designated backup and recovery processes All s€rvers, storage, backups, and network paths

utilized in the delivery of the service shall be contained within the stat€s, districts, and territories of the

United States unless specifically aSreed to in writing by a St. Tammany Parish Public School Board

employee with signature authority.

Vendor atrees that any and all data exchan8ed shallbe used expressly and solely for the purposes

enumerated in the Original Agreement or Contract. Oata shall not be distributed, repu rposed or s hared

across other applications, environments, or business units of vendor. As required by Federal and State

law, vendor further agrees lhat no data of any kind shall be revealed, transmitted, exchanged or

otherwise passed to other vendors or interested parties.
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St. Tammany Parish Public School Board Contract Addendum

Vendor agrees that, as required by applicable state and federal law. auditors from state, federai, St.

Tammany Parish Public School Board, or other agencies so designated by the School System, shall have

the option to audit the outsourced service. Records pertaining to the service shall be made available to
auditors and St. Tammany Parish Public School Board during normal working hours for this purpose.

Vendor agrees to comply with the Louisiana Databa5e Sreach Notification Law (Act 499) and all

applicable laws that require the notification of individuals in the event of unauthorized release of
personally identifiable information or other event requiring notification. ln the event of a breach of any

of the vendo/s security obligations or other event requiring notification under applicable law, vendor
atrees to notify St. Tammany Parish Public School Board immediately and assume responsibility for
informing all such individuals in accordance with applicable law and to indemnify, hold harmless and

defend St. Tammany Parish Public School Eoard and its employees from and against any claims,

damages, or other harm related to Notification Event.

The vendor atrees that upon termination of this Agreement it shall return all data to St. Tammany

Parish Public School Eoard in a useable electronic form. and erase, destroy, and render unreadable allSt.

Tammany Parish Public School Eoard data in its entirety in a manner that prevents its physical

reconstruction through the use of commonly available file restoration utilities, and cenify in writing that

these actions have been completed within 30 days of the terminatioo of this Agreement or within 7 days

of the request of an agent of 5t. Tammany Parish Public School Board, whichever shall come first.

Vendor and St. Tammany Parish Public School Board acknowledge that unauthorized disclosure or use of

the protected information may irreparably damage St. Tammany Parish Public School Board in such a

way that adequate compensation could not be obtained from damages an an action at law. Accordingly,

the actual or threatened unauthorized disclosure or use of any protected information shall Sive St.

Tammany Parish Public School Board the right to seek injunctive relief restraining such unauthorized

disclosure or use, in addition to any other remedy otherwise available (including reasonable attorney

fees). Vendor hereby waives the postin8 of a bond with respect to any action for injunctive relief.

Vendor further grants St. Tammany Parish Public School Board the right, but not the obliSation, to

enforce these provisions in vendor's name against any of vendor's employees, officers, board members,

owners, representatives, agents, contradors, and subcontractoE violating the above provisions.
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Vendor must have established and implemented a clear data breach response plan outlining

organizational policies and procedures for addressing a potential breach, which is an essential step in

protecting the privacy of student data. Prompt response is essentialfor minimizinB the risk of any

further data loss and; therefore, plays an important role in mitiSatint any neBative consequences of the

breach, including potential harm to affected individuals. A data breach is any instance in which there is

an unauthorized release or access of personally identifiable informalion or other information not

suitable for public release. This definition applies regardless of whether an organization stores and

manages the data directly or throu8h a contractor, such as a cloud service provider,



St. Tammany Parish Public School Board Contract Addendum

Vendor is permitted to disclose Confidential lnformation to its employees, authorized subcontracto15,

ag€nts, consuhants and auditors on a need to know basis only, provided that all such subcontractors,

atents, consultants and auditors have written confidentiality obligations to vendor and St. Tammany

Parish Public School Board.

The confid€ntiality obligations shall survive termination of any agreement with vendor for a period of
fifteen (15) years or for so long as the information r€mains confidential, whichever is longer and will

inure to the benefit of St. Tammany Parish Public School Board.

This contract addendum amends any prior atreement or contract between The St. Tammany Parish

Public School Board or individual school(s) and

and is effective as of

S18n.lur. Authorircd Rcpr!aanlallva Sllnatrrra

Fra ra

autho.ir!d R.pr.t.nl.tiv. Nemc {PL..! Prinil Authorir€d R!pr!rcnt.tiv. .m. iPh.r. P.lntl

Superintendent
Tiile Titl€

St. Tammany Parish School Board

November 23, 2020
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Avendo/s audit strategy will require the following actions to protect and retain audit logs. The storing
of audit logs and records on a server separate from th€ system that tenerates the audit trail. Access to
audit loSs must b€ restricted to prevent tamperin8 or alterinS of audit data. Retention of audittrails
must b€ based on a schedule determined collaboratively with operational, technical, risk management,
and letal staff.

Oare
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ATTACHMENT C

STATE OF

PARISH/COUNTY OF

BEFORE ME, the undersigned authority, personally came and appeared:

Who. after being duly swom, did state and affirm the following:

1. That he/she is employed by (Company Name)

in the position of

2. That (Company Name)

has submitted a Response to Request for Proposal

(Number/Title of RFP) from the St. Tammany Parish School Board; and

3. That any and all telecommunications and video surveillance equipment to be purchased in

connection with the Response to Request for Proposal

(Number/Title of RFP), if awarded to (Company

Name), is and/or will be from a manufacturer that is in compliance with Section 889(a) of

the Fiscal Year 2019 National Defense Authorization Act.

Signature Printed Name

'fitle Company Name

SWORN TO AND SUBSCRIBED before me, Notary Public, this _ day of 2027.

My commission expires:

Printed NameSignature

AFFIDAVIT


