Cyber Safety




What are your kids doing?



APPS:
SOCIAL MEDIA, TEXTING &
GAMING




* Snap Chat
* Twitter
* Instagram
* WhatsApp
* Fortnite
~ *Kik Messenger
* Tumblr

* YOUNOW



Find My Friends & Buddies

Locate your friends Share free messages Meet your Let friends follow your
in real time with your friends 2dSllY location on the ma P




Jack Vale Experiment
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13 year old girl’'s Snap Chat conversation with
an unknown adult male

_

] L nNe SexuAal naugsncy

N

] Not realls>y? Why?

R 3
IDo you want to be a little naughty risht
INOW 2 :

I What will this include?_.
I A little pic sendings

‘ Of our pets vea?

f Well
I've gsot aa big pet

Sodo 1 —
Shes a Ilabrador B

Mines in my pants

But vou're dog is reallsy cute
N E

I Poor thhing it Probably cant breathe!
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— Daniel Foreal

. - : :: . '
Daniel Forea \ = Daniel Forea
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‘ Yeah you can. It will be our secret
I'm to young for

. A -
ANIED

To you | : :
| really want some other kind of pics y | What if my murn finds out
] DANIEL | I will get into trouble
Il tell you exactly what | want you to e
What do you mean? d
0 She won't. | won't tell her n you won't
DANIEL ME tell her
Like not a selfie. Ok
ME Ot. He ha
Like of my bedroom or my dog or my DANIEL Ha that's true
: = Do you live near me?
toys? You will do it right?
DANIEL
LANIEL = No probably not. | promise it will be
No like you'll be in it but not just your | Promise u won't tell fine tho.
face

0
ME
That doesn't make sense ha

Send a Chat
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What is Sextortion?




What do we know about sextortion?

« One study was conducted in New Hampshire with 1,600
participants

« 83% were female; 14% were male; 2% listed themselves as other
« 46% were minors

- 3 out of 5 (60%) knew their perpetrator in real life prior to their
victimization; 40% met them online

* 54% met on social networks; 41% met on messaging apps; 23% on
video voice call apps

* In 45% of the cases, iImages were acquired by the perpetrators
without knowledge or consent of the victim; 18% of cases,
webcam images were recorded; 9% were taken without
permission from a mobile phone

« 45% of perpetrators carried out the threat
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WHAT YOU PUT ONLINE IS
FOREVER!!!!



SOCIAL MEDIA CHALLENGES



Blue Whale Challenge

» Player accepts 50 challenges

» The challenges start off fairly easy

BLUE WHALE ) then graduate in difficulty

GAME \ - Self mutilation, sleep deprivation,

\J and running away from home lead
B player is challenged to commit
b suicide to end the game

up to the final challenge where the




Momo Challenge




Sun Burn Art Challenge -




Fire Challenge









Car Surfing Challenge ==

# CAR S
%\ SURFING
HALLENGE







Resources
Websites

* Netsmartz.org
« Commonsensemedia.org

* Internetsafety101.org

Monitoring Apps
*  Spyzie (fee)
- Kids Place



National Center for Missing and Exploited Children
CyberTip Hotline
1-800-THE-LOST (1-800-843-5678)

www.cvbertipline.com

New Mexico Office of the Attorney General
201 3@ St. NW Suite 300
Albuguergue, NM 87102

505.717.3500
=t NMAg.gov
Amina Ahaddad
Internet Crimes Against Children (ICAC)

Task Force Coordinator



http://www.cybertipline.com/

