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Agreement

Technology & Security Agreement

KENILWORTH SCHOOL DISTRICT NO. 38
TECHNOLOGY & SECURITY AGREEMENT—DISTRICT-ISSUED DEVICE

Description of technology devices to be issued by the district:
iPad, iPad Charger, and Protective Case

Kenilworth School District No. 38 is providing a district-owned technology device and related
resources. In order to receive the device and resources, one parent/guardian must indicate their
understanding and agreement to the terms of this form by completing the student handbook agreement.

Our School District has the ability to enhance your child’s education through the use of its electronic
networks, including the Internet. Our goal in providing this service is to promote educational excellence
by facilitating resource sharing, innovation, and communication. The District filters access to materials
that may be defamatory, inaccurate, offensive, or otherwise inappropriate in the school setting. If a filter
has been disabled or malfunctions it is impossible to control all material and a user may discover
inappropriate material. Ultimately, parents/guardians are responsible for setting and conveying the
standards that their child should follow, and the School District respects each family’s right to decide
whether or not to authorize Internet access. With this educational opportunity also comes responsibility.
The use of inappropriate material or language, or violation of copyright laws, may result in the loss of
the privilege to use this resource. Remember that you are legally responsible for your child’s actions.

The following terms govern the use of the technology district-owned device issued from the
District and identified on this form:

Ownership and Care of Device

1. Ownership. The district retains ownership of the device. The device/equipment must be turned
over to district staff upon request for content inspection, maintenance, or other administrative or
support actions. All students must provide access and passcodes to the device upon request by
any district staff member.

2. Student Expectations. When a student takes a device home, they are expected to bring the
device back for the next school day. The device must be fully charged, in the provided case, and
ready to use when they arrive at school.

KSD38 1:1 Device Usage and Agreement Contract 2



3. Home Use. The student is expected to take the device home at the end of the school day.
Students are required to turn in their assigned device prior to the last day of school and will be
re-issued the same device upon the start of the following school year.

4. Reasonable Care. It is the responsibility of the student and his/her parent(s)/guardian(s) to
exercise reasonable care over the device at all times. This includes, but is not limited to, keeping
the device within the provided case at all times, securing the device in a safe location, and
otherwise taking reasonable steps to protect the device from damage and theft.

5. Technology Replacement Fee. Students who incur more than three repairs during their
enrollment will be charged the full amount of the repair (rather than the deductible fee only).

Occurrence 1: $50
Occurrence 2: $75
Occurrence 3: $100

Full replacement fees are charged for malicious damage as determined by the district or if
the iPad is lost during a student’s enrollment at Kenilworth 38.

If the iPad is stolen, the district requires a police report be filed and a copy of the report be
submitted before a replacement device is issued. The device may contain tracking and/or
monitoring software to locate the device in case of theft. For safety reasons, parents or students
should never attempt to recover a stolen device on their own.

Accessories and replaceable parts (case, power cable, keyboard, stylus) are the full responsibility
of the student. If damaged or lost, student must replace.

6. Stolen Property Report. Students who do not return district-owned devices when requested or
upon withdrawal from the district will result in the district filing a stolen property report with
local law enforcement. Unauthorized persons in possession of district property are subject to
prosecution under Illinois law. The district-owned device is the property of Kenilworth School
District No. 38, a state agency; the theft of the provided device may result in felony charges.

7. Repair. The district is the only party authorized to repair/service the device. Any additional
money spent by parents/students to repair a device will not be reimbursed. Users remain liable
for any damages identified during or after the time the student is in possession of the device
period if/when the device is turned in and inspected.

8. Return of the Device. The district may require the student to return the device and/or related
resources at any time, including if the student is no longer enrolled in the district or at the end of
the school year. The student must return the technology device in the same condition as the
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district issued it. No permanent marks may be made on the device or related resources. A
student who fails to produce the device and/or any related resources within 24 hours after such a
request may be subject to discipline or other consequences. The district will impose fines for the
cost of repair or the replacement of lost items.

Safety

1. Filter. The district may filter or block any material on the device that the district in its sole
discretion deems to be inappropriate, including certain Internet sites. The district may grant
requests to adjust filters or unblock sites/service for bona fide educational purposes. The student
may make a request to their teacher who may request to have such filters or blocks adjusted. The
presence of filters or blocks does not relieve the student and/or his/her parent(s)/guardian(s) of
their responsibility to comply with requirements of this agreement or Board Policy and does not
relieve the parent(s)/guardian(s) of their responsibility for supervising the student’s use outside
of school. The district may filter or block devices off school grounds.

2. Safety Training. The district provides training in Internet safety and digital citizenship as part of
the curriculum.

3. Supervision Outside of School. The district’s issuance of a device to the student does not create
any duty on the part of the district to provide supervision of the use of the device or protection of
the student regarding use of the device outside of school or outside of school hours. It is the sole
responsibility of the parent(s)/guardians(s) to supervise the student use of the device when
outside of school or outside of school hours.

4. District Right to Monitor. Users have no expectation of privacy in materials or content created,
received, sent, viewed, or otherwise accessed on the device, even if using a personal account
(such as a personal email or social media account). This is because the student is using  a
district-owned device. The device may contain tracking and/or monitoring software that allows
the district to obtain and record information concerning use of the device. The district does not
actively track or monitor the use of the devices outside the district’s internal network and does
not guarantee that devices can be located.

5. District Retention of Records Created by the Device. The district may retain any records,
including but not limited to electronic communications, such as emails and messages on personal
social media accounts, from the device that it determines must be retained by law, including
public records under the Illinois Local Records Act, school student records under the Illinois
School Student Records Act, and educational records under the federal Family Educational
Rights and Privacy Act.
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Appropriate Use

1. School-Related Uses. The device is intended for use only by the student for
school-related/educational purposes while on the district network. Use of the device must
comply with district policies and procedures.

2. Lending of Device Prohibited. The student may not lend the device or related resources to
anyone, including members of the student’s family, for any reason. Loss or damage of the device
by others is not covered by insurance.

3. District Policies. The student’s use of the device must comply with requirements of district
policies and procedures, including but not limited to the Board Policy 6:235—Access to
Electronic Networks, other technology policies and procedures, and the student discipline code,
regardless of where or when the student uses the device. This means that any use by a student of
a device will be subject to discipline as if the activities had occurred during school hours on
school grounds, regardless of whether the conduct occurs outside of school and/or on the
student’s free time. The district reserves its right to block application functionality, implement
security measures, change device settings, or take any other administrative or security steps, as
deemed necessary in the district’s sole discretion. Any attempt to modify (i.e., “Jailbreak”) the
device/equipment, including but not limited to changing Internet access settings, will be
considered a violation of district policy.

4. Storage Management. School content takes priority over personal content (i.e., photos, videos,
music, apps).

5. Revocation of Use. The use of the device and the district’s network is a privilege, not a right.
The district may revoke the student’s privilege to use the device and related services any time it
deems appropriate, including where the student violates this agreement, district policy, or district
procedures. Additional details are provided within Kenilworth School District Board Policies,
including, but not limited to:
6-235—Access to Electronic Networks
7-180—Preventing Bullying, Intimidation, and Harassment

6. Indemnification. The student and parents/guardians release, hold harmless, defend, and
indemnify the district from any claims, liability, or money damages (including attorney fees)
brought by a third person, the student, or the parents/guardians against the district and related to
the student’s use of the device or the student’s or parents’/guardians’ breach of this agreement.
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If any term, covenant, condition, or provision of this agreement is held by a court of competent
jurisdiction to be invalid, void, or unenforceable, the remainder of the provisions shall remain in
full force and effect and shall in no way be affected, impaired, or invalidated.

School Board Policies

School Board Policies that apply directly to the 1:1 iPad initiative include, but are not limited to,
the following:

● 6:235—Access to Electronic Networks
● 7:20—Harassment of Students
● 7:180—Prevention of and Response to Bullying, Intimidation, and Harassment
● 7:190—Student Discipline
● 7:310—Restrictions on Publications

Authorization for Access to the District’s Electronic Networks

Students must have a parent/guardian read and agree to the following before being granted
unsupervised access:
All use of the electronic networks shall be consistent with the District’s goal of promoting educational
excellence by facilitating resource sharing, innovation, and communication. The failure of any user to
follow the terms of the Acceptable Use of the District’s Electronic Networks will result in the loss of
privileges, disciplinary action, and/or appropriate legal action. I have read this Authorization form. I
understand that access is designed for educational purposes and that the District has taken precautions
to eliminate controversial material. However, I also recognize it is impossible for the District to restrict
access to all controversial and inappropriate materials. I will hold harmless the District, its employees,
agents, or Board members, for any harm caused by materials or software obtained via the network. I
accept full responsibility for supervision if and when my child’s use is not in a school setting. I have
discussed the Acceptable Use of the District’s Electronic Networks with my child. I hereby request that
my child be allowed access to the District’s electronic networks, including the Internet.

Students must also read and agree to the following before being granted unsupervised access:
I understand and will abide by the Acceptable Use of the District’s Electronic Networks. I understand
that the District and/or its agents may access and monitor my use of the District’s electronic networks,
including the Internet, my email, and downloaded material, without prior notice to me. I further
understand that should I commit any violation, my access privileges may be revoked, and school
disciplinary action and/or legal action may be taken. In consideration for using the District’s electronic
network connection and having access to public networks, I hereby release the School District and its
Board members, employees, and agents from any claims and damages arising from my use of, or
inability to use the District’s electronic networks, including the Internet.
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