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Red Herring Marketing Project: COMPLETE!
Overarching Project Goal

+ Help make K-12 staff, locally and across the state,
more safe and resilient against phishing and other
social engineering attacks

Y Red B | protect users and their data by helping K-12
Wermtg organizations implement and use Red Herring as

part of their cyber awareness programs

TO ACCOMPLISH THIS GOAL, WE:

Created a complete Formalized Enhanced the
marketing package Internal processes and Red Herring
for Red Herring procedures application
\- J L J L Y,




Who was involved in this project?

Cybersecurity

Ali Maroufi

Ed Kipp

Ruben Sandoval

Vong Sopha

Media &
Creative
Services

Tammy Carpowich
Albert Hernandez
Alex Brawner
Bill Britt
Doug Gilmore

Candida Bothel-Hammond
Chris landolo
Chris Minnehan
Paul Matteau
Rod Magdaluyo

Simone Russell

Tom Dulaney

App Dev EPMO

Uyen Quach Peyri Herrera

Haison Tran Flora Pourzamani

Ivan Constantino

Candace Wong



BEFORE

SRR -
@ About Features FAQs Co
Lring

Rty Z—N

(G

e tFe¥eL

i Red =4
We'rn'qg

San Diego County Office of Education

Red Herring Phishing Awarenes

A Product of SDCOE

i2* Request A Demo Watch Video

All rights reserved,

C

20 San Diego County Office of Education.

Red Herring - AFTER e



Cybersecurity Services

Main

Red Herring

Resources

>

Blog

jon | cation ’ QEpﬂcH
. d teading innovation in edu -
_ Qur Priorities *

oifice our gehools ¥

s vﬁ‘-‘o““ fuman Resourees”
B

ARIES™ z Progra
Board of Education *

ms and Seryices”
FUTURE ¢

Prishing Awareness

guperintendent

ot SOCOE ~ ¢ GEFMICES
it ; SERVIGES ¥ GyeERSECURTT =
- NOLDT SETEEE
sTED TECHIW
(TEGRATED TE

cpcos = b

cybersecurity services

ain . ‘ .Red ﬂ
m \{ Nerring

Programs

ped He ming

Resources 4il System 10

Red Herring em

COE's inst
avie 'S[Lrease user awareness 309!
i
igeo LibraTy phishing attacks.

Brochure

pepariment

secur'\n-;infc,@sd:oe net
3555-29&221 1

SDCOE » INTEGRATED TECHNOLOGY SERVICES » CYBERSECURITY SERVICEE 2 RED HERRING

Red Herring

Red Herring is a system that sends simulated phishing emails and fracks the actions taken by the targeted users. It was developed by
the San Diego County Office of Education in order to promote cybersecurity awareness amongst their users. It also enabled the County
Office to identify users who were in need of additional cybersecurity awareness fraining on ways to identify phishing messages.

Visit redherring.sdcoe.net to learn more

A full-featured phishing training and analyfics platform

Easy to use: With minimal training, a phishing campaign can be created using the exisling library of femplates.
= Customizable: Users can create their own custom email and landing page templates.

» Synchronize users from Azure, Active Directory and Google G-suite.

Fully supported by the SDCOE CyberSecurity team.

= Created for K-12, by K-12 professionals

Phishing Awareness Videos

« Red Heming Introduction

= Red Heming Marketing Video

= Cyber Phishing

= Phishing

» Cybersecurity Phishing Awareness — Red Herring
= Cybersecurity Tips - Phishing

= Cybersecurity Tips - Dangers of Phishing

Documents
» User Guide
» MNews Arlicle
« Flyer
« FAQS
Support

« ServiceMow Portal
« Contact Us
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Marketing Video (2 min) Social Media Video (24 sec)

E San Diego County Office of Education me
3h @
o P Cybersecurity is especially important when you're working with student information.
- - at's why ! a Sernvice il
-OceanSIde #ad That's why SDCOE's Integrated Technology Services team created Red Herring,

Unified School District a cybersecurity education program that uses fake phishing emails to raise
"Gasscinny Cur Suadensts b0 Bright Futures” . - -

awareness of threats for employees. 1t's a web-based application that allows
organizations to create, schedule, and launch emails that are linked to training
resources.
The phishing simulation platform is being used by 18 county offices of education
across the state and it's growing. Learn more about this new tool to keep
schools and districts safe from cybersecurity threats at https://Inkd.in/gjQdSs9d.

P o) 045/201 N T oo #CybersecurityAwarenessMonth #cybersecurity #K12 #education #phishing
#cybersecmonth #phishingemails

> Kl oo1/024

SDCOE's New Phishing Simulation Platform




Updated User Guide
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View Group Analytics

1. Click Groups.
2. Click Detail for the group that you would like see group analytics.

Name 1 Description Members

Ali's Test A test group for Al 12 F Edit X Delste

3. View the analytics.

8% AlV's Test

Pie Chart: Shows the overall results for how many users in the group received the email and
1 opened the phishing link. Shows the number of emails and the percentage. In this example
10.17% of the group clicked the email (shown in red in the pie chart).

2 Line Graph: Shows the total click-thrus by date. Notice you can set the year at the top-right of
this graph.

Target Users in Group: Shows a list of the target users in this group.
« Sort: Click any column header to sort the column (ascending/descending sort).
« Filter: Click a column filter to the right of a field name to filter the column. Example: To
3 see all High and Medium High risk, filter the Risk column by entering Contains = High.
« Drill Down: Click a user's first name to drill down and view results for just that user.
MNOTE: You can also drill down on a user's details from the Target Users page by
clicking their last name.
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New Flyer

Accelerate your organization’s
cyberawareness education
program with Red Herring,
full-featured phishing
simulation software.

Keep your organization safe and resilient against
phishing and other social engineering attacks

Easily identify employees susceptible to v
phishing emails e |
Enhance user awareness training with

Nerr:

videos and custom quizzes

Flexible reporting: Drill-down dashboards
indicating the effectiveness of campaigns,
including user response metrics

Learn more: A

securinginfo@sdcoe.net  EDUCATION

FUTRE 0 UNDARIES™

Created for K-12, by K-12 professionals.

Q: Who will | be able to send simulated phishing emails to?

A: Red Herring allows you to send emails to all users under your domain. You
outside your domain.

User Awareness Training

Q: How do | use Red Herring to train users to know how to spot a phishing email?

A: We recommend you identify on the landing page what made your Red Herring phishing email suspicious,
have the user watch a cyber awareness video, and optionally take a short quiz in Red Herring.
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Survey Results

Q1 3 Please use two or more
adjectives to describe the
materials you viewed.

* Professional, informative

« Creative, helpful

» Attractive, professional

 Comprehensive, technical
, iInnovating

« Informative, introductory

* |t was informative, helpful

« Consistent, informative

« Entertaining, informative

* Professional, relevant

« Eye catching,
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Survey Results

One Page SDCOE
Social Media Marketing Training Infographic Red Herring | Cybersecurity

Video Video Video Flyer Home Page W ebsite User Guide FAQ
Informative 93% 93% 89% 100% 89% 93% 100% 100%
Persuasive 89% 96% - 100% 93% 89% -—-- -—--
Attractive/Professional 93% 93% 89% 96% 100% 82% 96% ----
Easy To Use -—-- -—-- -—-- -—-- 100% 93% 100% -—--
Helpful 100%

HOW TO READ THE TABLE

Respondents used a scale of 1-4 (where 1 is Disagree and 4 is Agree)
The percentages indicate "3" and "4" responses (Slightly Agree and Agree)

Example: 93% agree or slightly agree that the Social Media Video is informative




Red Herring Marketing Project: COMPLETE!

> Collaboration was
g key in this project!
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