
All Personnel AR 4040(a) 
 
EMPLOYEE USE OF TECHNOLOGY 
 
 
Online/Internet Services:  User Obligations and Responsibilities 
 
Employees are authorized to use district equipment to access the Internet or other online 
services in accordance with Board policy, the district's Acceptable Use Agreement, and the 
user obligations and responsibilities specified below. 
 
1. The employee in whose name an online services account is issued is responsible for 

its proper use at all times. Employees shall keep account information, home 
addresses, and telephone numbers private. They shall use the system only under the 
account number to which they have been assigned. 

 
2. Employees shall use the system safely, responsibly, and primarily for work-related 

purposes. 
 
3. Employees shall not access, post, submit, publish, or display harmful or inappropriate 

matter that is threatening, obscene, disruptive, or sexually explicit, or that could be 
construed as harassment or disparagement of others based on their race, ethnicity, 
national origin, sex, gender, sexual orientation, age, disability, religion, or political 
beliefs. 

 
4. Employees shall not use the system to promote unethical practices or any activity 

prohibited by law, Board policy, or administrative regulations. 
 
5. Employees shall not use the system to engage in commercial or other for-profit 

activities without permission of the Superintendent or designee. 
 
6. Copyrighted material shall be posted online only in accordance with applicable 

copyright laws. 
 
7. Employees shall not attempt to interfere with other users' ability to send or receive 

email, nor shall they attempt to read, delete, copy, modify, or forge other users' email. 
 
8. Employees shall not develop any classroom or work-related web sites, blogs, forums, 

or similar online communications representing the district or using district equipment 
or resources without permission of the Superintendent or designee. Such sites shall be 
subject to rules and guidelines established for district online publishing activities 
including, but not limited to, copyright laws, privacy rights, and prohibitions against 
obscene, libelous, and slanderous content. Because of the unfiltered nature of blogs, 
any such site shall include a disclaimer that the district is not responsible for the 
content of the messages.  The district retains the right to delete material on any such 
online communications. 

 
 

 



 AR 4040(b) 
 
 
EMPLOYEE USE OF TECHNOLOGY  (continued) 
 
 
 
9. Users shall report any security problem or misuse of the services to the 

Superintendent or designee. 
 
Unacceptable Uses 
 
Privacy – The system, including electronic mail (e-mail), is not guaranteed to be private.  
Operators of the system do have access to all data transmitted.  Messages relating to or in 
support of illegal activities will be reported to the authorities. 
 
Vandalisim 
 
Cyberbullying – includes the posting of harassing messages, direct threats, social cruelty, or 
other harmful text or images on the Internet, social networking sites, or other digital 
technologies, as well as breaking into another person’ account and assuming that person’s 
identity in order to damage that person’s reputation or friendships. 
 
Filtering –District has the right, to the extent required by law, to place reasonable restrictions 
on the material accessed or posted through the system. 
 
Media Publishing – All published media must follow district guidelines and is subject to 
review. 
 
Plagiarism – Employees will not plagiarize works.  Plagiarism is taking the ideas or writings 
of others and presenting them as if they were their own. 
 
Copyright Infringement – Employees will respect the rights of copyright owners.  
Copyright infringement occurs when a work, software, music, video, etc. that is protected by 
a copyright is inappropriately reproduced.  Employees should request permission from the 
copyright owner if they are unsure whether or not they can use a work. 
 
Services – The district makes no guarantee that the functions of the services provided by or 
through the district system will be error-free or without defect.  The district will not be 
responsible for any damage suffered, including but not limited to, loss of data or interruption 
of service. 
 
Consequences – The use of technology in district is a privilege, not a right.  In addition to 
any criminal and civil penalties, employees are also subject to discipline for technology-
related offenses.  Depending on the seriousness of the violation, sanctions may include 
suspension or termination of computer privileges or any other appropriate employment 
sanction (eg. reprimand, suspension, demotion, or termination). 
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