How to Turn on 2-Step
Authentication in Gmall
Using a Security Key



1. When logged in to Google Drive or Gmail, select
your photo or initial in the top right corner.
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2. Select “Manage your Google Account”
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3. On the left side, select security, then in the "Signing
in to Google" section, select 2-Step Verification
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4. Scroll down to “Signing in to Google” and select
the arrow on the right
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5. Select “Get Started”
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Protect your account with 2-Step Verification

Each time you sign in to your Google Account, you'll need your password and a verification
code. Learn more

Add an extra layer of security

Enter your password and a unique verification code

that's sent to your phone.

Keep the bad guys out

w
. Even if someone else gets your password, it won't be

enough to sign in to your account.

GET STARTED




6. Sign In (if prompted)
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To continue, first verify it's you

Enter your password
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7. Show More Options, Select Security Key, Select Continue
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Use your phone as your second step to sign in

After you enter your password, Google prompts are securely sent to every phone where you're
signed in. Just tap the notification to review and sign in.

These devices can get prompts
Angela’s Iphone

Don't see your device?

‘ Show more options
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Text message or voice call CONTINUE

Get codes by text message or phone call




8. Register Security Key- Plug Security Key in to USB




9. Select Next

& 2-Step Verification

Have your security key?

Make sure your key is with you, but not connected to your device.

If you need a key, contact your administrator.

Note: If you're signed in to your Google Account on an eligible phone, you'll also get Google

prompts as a backup method for 2-Step Verification.
If you want to use only your security key, enroll in the free Advanced Protection Program.

Show more options

Step 1 0f 3 NEXT




10. Select Ok
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Security key setup

Set up your security key to sign in to https://www.gstatic.com/
securitykey/origins.json as techhelp@victorschools.org.

This request comes from Chrome, published by Google LLC.
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Cancel
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11. Select Ok
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Windows Security X

Continue setup

This will let https://www.gstatic.com/securitykey/origins.json see
the make and model of your security key

OK Cancel
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12. Touch Security Key
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Continue setup
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Touch your security key.

Cancel
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13. Touch Security Key w/ Index Finger or Thumb




14. Give Security Key a Name, Select Done
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Security Key registered
Your Security Key is registered. From now on, you'll use it to sign in with 2-Step Verification.

Security Key name
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15. Done!
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2-Step Verification is ON since Jan 11, 2022 TURN OFF

Available second steps

A second step after entering your password verifies it's you signing in. Learn more

O Security Key (Default) @

After you enter your password, use your security key to finish signing in.
3
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ADD SECURITY KEY

D Google prompts
After you enter your password, Google prompts are securely sent to every phone where
you're signed in. Just tap the notification to review and sign in.
To stop getting prompts on a particular phone, sign out of that phone. Learn more

Note: If you sign in to your Google Account on any eligible phone, Google prompts will be
added as another method for 2-Step Verification.




