
Cyber Security 

Workshop
PROTECT YOUR PRIVACY AND OUR NETWORK



Why are we here?

► At least eight local districts have had malware outbreaks in 

recent weeks

► Hundreds of computers had to be wiped out and reconfigured

► Even with help, and working nearly around the clock, they were 

down for several days

► EMOTET – Banking Trojan

► Can go undetected for days

► Each outbreak started with a phishing email





#1 delivery vehicle for malware?

Phishing email attachments



Emails we block daily









Before you click

► Check the source

► Check the content

► Check the destination

















































































 Check the sender

 Check the content

 Check the link

 If you weren’t expecting it, it’s probably malicious

 Do not open suspicious emails or click on unknown links

 If the message appears to be a phishing email, do not respond

 Never respond to an email requesting sensitive personal information

 Report suspicious emails to the IT department immediately

Summary



Passwords

Your password is not unique. Some are quite common. For example, the password “12345” 

has been exposed 2.3m times, “secret” 221,972 times, “god” 32,804 times and 

“arcticmonkeys” 649 times.



 Use a strong password

 Use a different password for every site

 Use a password manager

 Use 2-Step Verification (aka 2-Factor Authentication)

Passwords



 Many companies have reported data breaches in recent years. 

 There’s a good chance that one of your passwords was exposed in one or more 

of these breaches.

 Databases of stolen passwords are available on the “Dark Web”

 Hackers sometimes use this in threatening emails

Hackers Have Your Password



https://haveibeenpwned.com/

https://haveibeenpwned.com/


 A Chrome extension that helps you resecure accounts that were affected by 

data breaches.

 Wherever you sign-in, if you enter a username and password that is no longer 

safe due to appearing in a data breach known to Google, you’ll receive an 

alert.

Google Password Checkup



Check Your Account



Check Your Account



Check Your Account



Check Your Account



Check Your Account



► Back up your files

► Install all operating system updates

► Use security software and make sure you set it to update 

automatically

At Home



Hacked Email: What to Do



If you didn't expect it, reject it!

Don't click unexpected links

THE TRAP: You receive an unexpected email that 

claims to be from the "Help Desk" or someone you 

know. It says it's urgent. You must click a link to 

prevent problems with your account.

YOUR DEFENSE: Be skeptical of any email that you 

aren't expecting. 



Passwords in Email = Epic Fail

Never send your password in email

THE TRAP: You receive an urgent email that appears to 

be from Jericho asking you to reply with your password 

because your account is "compromised" or "over 

quota" or "suspended due to inactivity".

YOUR DEFENSE: Jericho will never ask you to any 

personal information via email

Remember: Only You can Protect your  Jericho 

Password!

NO Password sharing: With other teachers or faculty



Hover to Discover

Look out for deceptive links

THE TRAP: You receive an email telling you to "click 

here" to verify your account.

YOUR DEFENSE: Hover over the link (don't click!), or for a 

touchscreen, press and hold the link (don't tap!) to 

reveal the actual URL. 



Not Sure if it's a Phish? 

Drop us a line

THE TRAP: You receive an email that looks like it's an 

official Jericho email. You are not sure if this is a 

phishing attempt.

YOUR DEFENSE: Forward the message Jericho 

Technology (link sends e-mail) 


