10/7/19

HAMPTON

2%, 9
1011 OQQ;F

Digital Safety at
Hampton Middle
School

September 11, 2019

HAMPTON

HMS Vision

Est. f)ctober 2018
Hampton Middle School promotes relevant student-driven learning ~ “%,
opportunities to prepare the next generation of leaders and productive
citizens in the following ways:

environment beyond
the scope of the traditional
) classroom setting through

the social,
emotional,

communication,
collaboration,
creativity, and
critical

thinking

and physical
well-being
of students
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partnerships and
global outreach
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Digital Literacy and Media
“Best Practice”

Common Sense Media believes that today's kids need to learn to be smart
and safe online to thrive in the modern world.

Common Sense Media’s goal is to provide all young people access to high
quality digital learning and experiences that will help them create,
communicate, and learn in new and effective ways while keeping their
personal information safe.

This is particularly important in the school environment. Education
technology, when used appropriately and coupled with a trained teacher
corps, is_essential to preparing our students for jobs and careers in the 21st

- common
SENSse

The “Hampton” Model

* Teacher as facilitator of
learning & problem solving

e “Just in time” direct
instruction

* Technology enables
student focused learning
and pacing

\ » Classroom environment is

flexible

* Students engaged in a
variety of individualized
and collaborative tasks

* Focus on critical thinking
with content
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Technology as a Too/, Not an Event

Safety is a Partnership

e Students should use District-issued
devices for educational purposes at
home and at school

e Student Device User Agreement Form

® Teacher monitoring and supervision

Hampton Township School District
Student Device User Agreement
2019-2020

As a student in the Hampton Township School District, you are being
provided access to technology for educational purposes. In order to
maintain the privilege of accessing technology, you must follow the Student
Handbook, Code of Conduct, and the following:

Understand that the devices, as well as other District-issued
technology, are the property of the District.

Understand that the District reserves the right to review, monitor, and
restrict information stored on or transmitted by the device.

Use the device in a responsible and ethical manner that upholds the
standards of Hampton Township School District.

Understand that the device is to be used for educational use, not for
personal or private purposes.

Do not uninstall, disable and/or modify any hardware or software
installed on the device or install new or additional programs (such as
games) on the device.

Only Hampton teachers, school counselors, principals, and
Technology Services Department personnel can access, repair, or
service the devices.

Devices used off school property are also subject to Hampton Board
Policies, rules, and regulations.

Report loss and/or damage of the device to the Student Help Desk
located in the Library Media Center. If the loss and/or damage is a
result of negligence, your parent or guardian may be held financially
responsible.

Adhere to this Student Device User Agreement in the event you are
issued a “loaner” device while your device is being repaired.

Notify the principal immediately if you receive an electronic
communication containing materials that may be unlawful,
inappropriate, affected by a virus, and/or a potential violation of the
Student Behavior Expectations or Code of Conduct.




10/7/19

Device Insurance Reminder

Devices for ALL students in grades 2-12 will
need to be registered through our insurance
site, where parents and guardians will need to
either accept or decline insurance for their
student’s device for the upcoming year. If you
missed the August 15 insurance renewal
window, it’s not too late to make your
insurance decision, you just won’t have
coverage until you have completed the
necessary steps.

Additional program details, steps to register for
insurance, and the 2019-2020

distribution schedule can be found on the
District website at https://www.ht-
sd.org/page.cfm?p=6374

Student email addresses

Student accounts and email addresses are through the

hamptontalbots.org domain (example:
username@hamptontalbots.org)

Employee accounts are under the ht-sd.org domain (example:
username@ht-sd.org).

Email for HMS students is restricted to only allow mail within the
District domains and a few instructional tools that are used in the
classroom for communication within the system and account setup.



https://www.one2onerisk.com/
https://www.one2onerisk.com/
https://www.ht-sd.org/page.cfm?p=6374
https://www.ht-sd.org/page.cfm?p=6374
mailto:username@hamptontalbots.org
mailto:username@ht-sd.org
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Internet Filtering

e Qverall Internet Web Filter Database and Categories

¢ URL Database Categories are based upon the Web y ™
content viewing suitability of various industries l b (I) S S
(business, healthcare, education, etc.).
CYBERSECURITY
e FEach category contains websites or web pages that

have been assigned based on their dominant Web
content. Page Blocked

e A website or webpage is categorized into a specific

category that is likely to be blocked or allowed
according to its content. SareSearch fiter et 100% aecurato, oot it hels yous avoid most vietont and adult sontent o

Turn on SafeSearch  Lock SafeSearch

SafeSearch filters

¢ \When a website contains elements in different
categories, the site may fall into multiple categories.

e Enforce Safe Search across search engines including
Google, Bing, Yahoo and YouTube Restricted Access.

e No system is 100% perfect i google.com/s: n 9 o

Google Hampton ) ol oo |

Al [@Maps [ News [JImages [ Videos i More Seftings  Tools SafeSearch on

Device/App Management

Apple Management

Microsoft Intune

Google Admin
- E. [

Apple, Google and Windows
District continues expanding Apple/Google capabilities as tools evolve
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Safety and Security
Media Use

« American Academy of Pediatrics

e American Psychological Association -

Common Sense
Media
v L]

(& common sense education

e Additional Resources on the District Website

Please complete an exit ticket to give us some
feedback.

Thank you!



http://pediatrics.aappublications.org/content/early/2016/10/19/peds.2016-2592
http://www.healthychildren.org/MediaUsePlan
http://www.apa.org/helpcenter/digital-guidelines.aspx
http://www.apa.org/helpcenter/digital-guidelines.aspx
http://www.ht-sd.org/page.cfm?p=6020
https://wqed.org/smartparent/
https://www.ht-sd.org/page.cfm?p=6020

