
 
 

 
 
 
Dear Palos 118 Families, 
  
Thank you for partnering with us to have a successful return to in-person instruction this week. As you can see from 
our COVID-19 Dashboard, we performed very well operationally and thus far avoided a spike in positive COVID-19 
cases after the Thanksgiving. Our one-week adaptive pause appears to have accomplished its goal of minimizing the 
potential for asymptomatic individuals entering schools after the holiday.  As of this morning, we have 0 confirmed 
positive students that attended school this week.  Only 30 students are currently in quarantine, of which only 8 were 
close contacts in school.  We have seven more in-person school days remaining and need your continued vigilance 
to assist us in keeping schools open until winter recess begins on Wednesday, December 23. Let's work together to 
have a successful (and probably not sad) end to 2020. 
  
In order to keep schools open, we are reminding parents to: 

• Follow all of the existing safety procedures, including completing symptom self-certification forms daily; 

• Keep symptomatic students home; 

• Keep siblings of symptomatic students home; 

• Keep students home if they are awaiting a test result or if a household member is awaiting a test result; 

• Keep students home if you believe they have come into close contact with a probable or confirmed positive 
individual and;Follow the recommendation regarding travel from the Cook County Department of Public 
Health available here: https://cookcountypublichealth.org/communicable-diseases/covid-19/covid-19-travel-
guidance/ 

Interruption of School Operations 
  
Technology Outage 
  
I want to take a moment to update parents on the interruption of school operations on Thursday, December 3, and 
Thursday, December 10. On December 3, the school district was the victim of a cyber-attack, the second such attack 
this year. As with the previous attack, with the help of our cyber-insurance team, we immediately reached out to and 
engaged professionals with significant experience in responding to cyber-attacks for assistance in containing, 
remediating, and investigating the incident. We focused, first and foremost, on containing the incident and attempting 
to make sure our systems were no longer at risk from this attacker. Based on our experts' information, we believe the 
incident is now contained, and our systems are not at further risk of compromise related to this attack.  
  
Based on our investigation, we have no reason to believe that our student database or financial software system was 
breached or otherwise compromised. Likewise, based on our investigation, we have no reason to believe that 
personally identifiable student or staff information was breached or otherwise compromised.  
  
Fortunately, our Technology Department put in additional security measures after the first attack that has allowed 
them to restore systems quickly in response to this incident, so we expect any adverse impact on our operations to 
be minimal. Palos 118 is not alone in the fight against cyberattacks. School districts are increasingly targets of 
cyberattacks as technology has become more essential to operating schools amid the ongoing pandemic. We 
continue to work with our outside experts in an effort to harden our information security and reduce the threat against 
these types of attacks in the future. 
  
The cyber-attack on December 3 happened just before the start of school and hampered our ability to provide remote 
services and in-person instruction. 
  

https://www.palos118.org/cf_enotify/linkforward.cfm?mailgun=1&n=1136&u=0&e=0&dest=https%3A%2F%2Finfogram%2Ecom%2F1pk6rx9ydn2v12b9r2vjee1knpb3kjk7g79%3Flive&destkey=862935461502867B3E97ABA219F9653756E14C05D32BD159ADD8888B3A350C8B
https://www.palos118.org/cf_enotify/linkforward.cfm?mailgun=1&n=1136&u=0&e=0&dest=https%3A%2F%2Fcookcountypublichealth%2Eorg%2Fcommunicable%2Ddiseases%2Fcovid%2D19%2Fcovid%2D19%2Dtravel%2Dguidance%2F&destkey=4707522388465A64118DFFB5322DE38D001D6CF8AC1A91293F230040FB9A7138
https://www.palos118.org/cf_enotify/linkforward.cfm?mailgun=1&n=1136&u=0&e=0&dest=https%3A%2F%2Fcookcountypublichealth%2Eorg%2Fcommunicable%2Ddiseases%2Fcovid%2D19%2Fcovid%2D19%2Dtravel%2Dguidance%2F&destkey=4707522388465A64118DFFB5322DE38D001D6CF8AC1A91293F230040FB9A7138


Water Main Break 

On December 10, a water main break occurred in the vicinity of Palos South Middle School. When the break was 
repaired and water service restored, a pump in the lower level of the school failed, resulting in water backing up into 
the school's lower level. The water service to the school had to be shut off in order to repair the failed pump making 
our restrooms inoperable. We cannot operate the school without running water and operable restrooms.  

The failure of the pump was detected just prior to the start of school, requiring a quick decision to close Palos South. 
Asynchronous activities with office hours were delivered in lieu of full remote learning because teachers were unable 
to access their classrooms to utilize technology tools that have become an integral part of teaching remotely. I share 
your stress and frustration regarding these interruptions to instruction. As a school district, we do plan for the 
unexpected, which is why we were able to resume operations within a day of these two incidents occurring. 

This week's metrics: 

• A return to Phase 3 of the Governor's Restore Illinois Plan
Suburban Cook County remains in Phase 4, which allows schools to conduct in-person instruction. Governor
Pritzker's Tier 3 mitigation measures for our region remain in place. Source: Governor's Office

• Outbreaks of confirmed COVID-19 cases in schools
We are unaware of any reported outbreaks in area schools. Staffing shortages have impacted some south
suburban school districts requiring them to remain in adaptive pause. Source: ISC-4 and media reports.

• Confirmed Community Spread
The transmission of COVID-19 is widespread throughout suburban Cook County. Test Positivity is
"substantial." New Cases per 100,000 is "substantial." New Cases are "minimal." Youth Case Increase is
"minimal." The 7-day and 14-day rolling positivity rates are both >=8%. Source: IDPH and Northwestern
University

• Directive from IDPH, CCDPH, ISBE, or the Governor's Office
There have been no new directives. The CDC has issued updated guidance on quarantines, which the
school district will implement if approved by IDPH.

• District 118 Staffing
The school district will monitor staffing closely until winter break. If you are interested in becoming a
substitute teacher, visit the employment page of our website to see if you qualify and to fill out an online
application.

• COVID Dashboard Statistics
The Dashboard has been updated and can be found by visiting our website. Source:www.palos118.org

Sincerely, 

Dr. Anthony M. Scarsella 
Superintendent of Schools

https://www.palos118.org/cf_enotify/linkforward.cfm?mailgun=1&n=1136&u=0&e=0&dest=http%3A%2F%2Femail%2Epalos118org%2Emyenotice%2Ecom%2Fc%2FeJxFkN2OgyAQhZ8GL83AoMiFF1bkNTaIuDX1pxFb49svkDabQM6cITlfOEM9OIcDz6aaAQNKw5UAFHOa8waRcYRGt61sGBAOTzNvntJq23%5Fz5XLrdkzW5XZbsntd9daZoup75KUQdISBlsYKAbaULMRmc30%5FjifBhjAdznme%2DTcvD4FhZceflDlewczT%2Dhi3%5FTT7kNtxIahXgopSAMLKVxijuo8Ozh9hjABPWBEZRaQUiRO1%2D7KSSbzwOLin2Y%5FFrYdPvn%5F5aXU%2DGbWNY%5Fhe2r%2DNNaudnP%2DwHu4KuFZVJStUhxJDcx0qDTegN6FBKtUK3WlkcBNCl1pyIVGrSsumYqgQkXPI9vqanbf3R0z%2DrzfW8QdMBHcv&destkey=4B4825D9FF4816149262C247CDDB15C7C4A37B8E96B0E76B85E2BB8C80D9E4C4
https://www.palos118.org/cf_enotify/linkforward.cfm?mailgun=1&n=1136&u=0&e=0&dest=http%3A%2F%2Femail%2Epalos118org%2Emyenotice%2Ecom%2Fc%2FeJxNkN2KhDAMhZ9GL0vatLZeeGFr%2DxrL2J9VdMZBXcS33yo7sJBwkkDORxKaECMGXo4NAwaU5qwBKBJKeIvIOELrjKlbBgWH92NeNkrVsn6T5xlfyz76SPzyLIemV0rIpOpeYYWSxsuslzT4PiQvVCrnZtj3d4FtwVyO4zjIx49kwzzy6ev2TGdu5vE1pWU9HmsgPj0LdK8CO0oBClb95PLS%2DKchbnsubwATF0JcEHFjLrUf1N3cuHtpimfe49K4jtVaS2dNVaFpea0r4VhXWbAGBdcWJdfAtASHHJXqjLVKGGaNhrpcm3OOmx%2DmMW7%5F%5FnTd9Qtj5WUQ&destkey=DA6B463150790B70B9AA5B70B2063438B253ADAD76250582A8624FA6AE6BDBFD
https://www.palos118.org/fs/resource-manager/view/3371d681-80a4-4f35-bfbc-42e92c83c085
https://www.palos118.org/fs/resource-manager/view/36d469ba-fad2-4327-aeab-3bee045adfc0

