NHCS - Personal Network
Android Instructions

Step 1) Turn off Cellular Data

B S

Bluetooth Do Not Disturb

¥ S

Flashlight Auto-rotate

T e

Mobile data Airplane mode Location
Off
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Step 2) Go to Settings

O

Settings
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NHCS - Personal Network
Android Instructions

Step 3) Go to Network & Internet

Network & internet
Wi-Fi, mobile, data usage, and hotspot

Connected devices
Bluetooth, driving mode, NFC

Apps & notifications
Assistant, recent apps, default apps

Battery
88% - About 1 day, 12 hr left

Display
Styles, wallpapers, screen timeout, font
size

Sound
Volume, vibration, Do Not Disturb

Storage
42% used - 36.86 GB free

Privacy

Permissions, account activity, personal
data

Location
<
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Step 4) Verify there is no VPN or Private DNS by pressing Advanced Options

#88%

Network & internet Q @

Wi-Fi ®

Not connected

Mobile network

Airplane mode

Hotspot & tethering
Off

Data Saver
Off

Advanced
VPN, Private DNS
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Step 4) (Continued)

NHCS - Personal Networke
Android Instructions

#88%

Network & internet Q ®

Wi-Fi

Not connected

Mobile network

Airplane mode

Hotspot & tethering
Off

Data Saver
Off

VPN
None

Private DNS
Off
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Step 5) Press Wi-Fi

NHCS - Personal Network
Android Instructions

#88%

Network & internet Q ®

Wi-Fi )

Not connected

Mobile network

Airplane mode

Hotspot & tethering
Off

Data Saver
Off

Advanced
VPN, Private DNS
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NHCS - Personal Network
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Step 6) Find Join_NHCS_Personal and Press to connect to it

Use Wi-Fi

Join_ NHCS_ Personal

MDM _iPad

NHCS_ Personal

NHCS Private

Staff_iPad

Student_iPad

Add network

Wi-Fi preferences

Saved networks
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NHCS - Personal Network
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Step 7) Once asked to “Sign in” Press the Settings button (Cog Wheel)

2 Android..

Sign in to Wi-Fi network
Join_NHCS_Personal

Join_NHCS_Personal
Tap here to sign in to network

MDM _iPad

NHCS_ Personal

NHCS_Private

Staff_iPad

Student _iPad

Add network

Wi-Fi preferences

Saved networks
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NHCS - Personal Network
Android Instructions

Step 8) Press Advanced Options

10:09 - #88%

& Networkdetails Z2 Q ®

Join_NHCS_Personal

Sign in to network

Signal strength
Good

Frequency
5 GHz

Security
None

Advanced
Network usage, Privacy, Network detail..
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NHCS - Personal Network

Android Instructions
Step 9) Go to Privacy and Press ‘Use Device Mac’

10:10 2 #88%

&  Networkdetails Z2 Q ®

Join_NHCS_Personal

Sign in to network

Signal strength
Good

Frequency
5 GHz

Security
None

Use randomized MAC (default)

Use device MAC

Privacy
Use randomized MAC (default)
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Step 10) The device will reconnect, when it does Press Sign-In

10:10 887%

<&  Networkdetails 2 Q ®

~~

Join_NHCS_Personal

Sign in to network

Signal strength
Good

Frequency
5 GHz

Security
None

Network usage
Detect automatically

Privacy
Use device MAC

New Hanover County Schools
Technology Department

7/6/2020



NHCS - Personal Network
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Step 11) Press the 3 dots in the upper corner

10:10 .

Sign in to Join_NHCS_Personal

connectivitycheck.gstatic.com

ﬁ New Hanover County School:

Please Sign On

Welcome to the NHCS WiFi Portal.
Please sign on with your Active
Directory credentials or the guest
username and password provided to
you.

Username:

Password:
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Step 12) Press ‘Use this network as is’

10:10 #87%

Sign in to Join

D Do not use this network
connectivitycheck.

Use this network as is

Q New Hanover County School:

Please Sign On

Welcome to the NHCS WiFi Portal.
Please sign on with your Active
Directory credentials or the guest
username and password provided to
you.

Username:

Password:
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NHCS - Personal Network
Android Instructions

Step 13) You will receive a message saying you are ‘connected’

¥ Android..

Join_NHCS_Personal
Connected

~~

Join_NHCS Personal

Sign in to network

Signal strength
Good

Frequency
5 GHz

Security
None

Network usage
Detect automatically

Privacy
Use device MAC
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Step 14) Open Chrome and go to neverssl.com

10:11

neverssl.com
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NHCS - Personal Network
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Step 15) You will be redirected to the portal, Login using your NHCS Username and
NHCS Password

12:55 C =« B67%

{0 A portal.nhcs.net:8443/r (@

_Qz New Hanover County School:

Please Sign On

Welcome to the NHCS WiFi Portal.
Please sign on with your Active
Directory credentials or the guest
username and password provided to
you.

Username:

First.Last

Password:
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NHCS - Personal Network
Android Instructions

Step 16) Press Install Certificate

2:22 O =.x 890%

(O A portal.nhcs.net:8443/; (@

_Qz New Hanover County Schodl:

o -

Welcome to the NHCS Device
Configuration Portal

Welcome to the BYOD portal.

Click below to install the required
certificate to connect to the network.

Install Certificate

Once you have installed the certificate,
please click Done below to complete the
process.

Please DO NOT click the blue button below as it will
result in an error.
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NHCS - Personal Network
Android Instructions

Step 16 (Continued) If you use a PIN code to unlock your phone you will be prompted
to enter it. If you use a Fingerprint to unlock your phone you will be prompted to scan it.

Verify your identity

Scan your fingerprint.
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NHCS - Personal Network
Android Instructions

Step 17) Name the Certificate ‘NHCS’ and leave it listed as VPN and Apps and Press
OK

@ X Ix 70%

Name the certificate

Certificate name:

NHCS

Credential use:

VPN and apps v

Note: The issuer of this certificate may
inspect all traffic to and from the device.

The package contains:
one CA certificate

Cancel OK
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NHCS - Personal Network
Android Instructions

Step 18) You will receive a notification at the bottom if it installed correctly

12:59 ® = 870%

(3 A portal.nhcs.net:8443/; (@

0 -

Welcome to the NHCS Device
Configuration Portal

Welcome to the BYOD portal.

Click below to install the required
certificate to connect to the network.

Install Certificate

Once you have installed the certificate,
please click Done below to complete the
process.

Please DO NOT click the blue button below as it will
result in an error.

Done

NHCS is installed.
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NHCS - Personal Network
Android Instructions

Step 19) Press Done *DO NOT PRESS THE BLUE BUTTON*

2:22 C =.x 890%

(> A portal.nhcs.net:8443/f (@)

‘gz New Hanover County Schodl:

o : -

Welcome to the NHCS Device
Configuration Portal

Welcome to the BYOD portal.

Click below to install the required
certificate to connect to the network.

Install Certificate

Once you have installed the certificate,
please click Done below to complete the
process.

Please DO NOT click the blue button below as it will
result in an error.
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NHCS - Personal Network
Android Instructions

Step 20) Close Chrome and go to Setting

2

Settings
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NHCS -Personal Network
Android Instructions

Step 21) Press Network & Internet

Network & internet
Wi-Fi, mobile, data usage, and hotspot

Connected devices
Bluetooth, driving mode, NFC

Apps & notifications
Assistant, recent apps, default apps

Battery
88% - About 1 day, 12 hr left

Display
Styles, wallpapers, screen timeout, font
size

Sound
Volume, vibration, Do Not Disturb

Storage
42% used - 36.86 GB free

Privacy

Permissions, account activity, personal
data

Location
<

New Hanover County Schools
Technology Department

7/6/2020



NHCS - Personal Network
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Step 22) Press Wi-Fi

#88%

Network & internet Q @

Wi-Fi
Join_NHCS_Personal

Mobile network

Airplane mode

Hotspot & tethering
Off

Data Saver
Off

Advanced
VPN, Private DNS
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NHCS - Personal Network
Android Instructions

Step 23) Press the Advanced Setting button (Cog Wheel)

Use Wi-Fi

Join_NHCS_Personal
Connected, no internet

MDM_iPad

NHCS_ Personal

NHCS Private

Staff_iPad

Student_iPad

Add network

Wi-Fi preferences

< -

New Hanover County Schools
Technology Department
716/2020



NHCS - Personal Network
Android Instructions

Step 24) Press Forget

O =ux @70%

Network details ~Z Q ®

Join_NHCS_ Personal

Connected, no internet

Signal strength
Good

Frequency
5 GHz

Security
None

Advanced
Network usage, Privacy, Network detail..
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NHCS - Personal Network
Android Instructions

Step 25) Press NHCS_ Personal from the Wi-Fi Screen

Use Wi-Fi

Join_NHCS Personal

MDM _iPad

NHCS_Personal

NHCS_Private

Staff_iPad

Student_iPad

Add network

Wi-Fi preferences

Saved networks
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NHCS - Personal Network
Android Instructions

Step 26) Under CA Certificate Select ‘Do Not Validate’

@ x 90%

NHCS_Personal
EAP method

PEAP

Phase 2 authentication

MSCHAPV2

CA certificate

Please select

Identity

Anonymous identity

Password

[] Show password
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NHCS - Personal Network
Android Instructions

Step 26) (Continued) Press ‘Do Not Validate’

@ Ax 90%

NHCS_Personal
EAP method

PEAP

Phase 2 authentication

MSCHAPV2

CA certificate

Please select
Use system certificates

Do not validate

ANOIYITIOUS 1aeritLy

Password

[] Show password
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NHCS - Personal Network
Android Instructions

Step 27) Enter your NHCS Username and NHCS Password when finished scroll down

O .« B90%

NHCS_Personal
EAP method

PEAP

Phase 2 authentication

MSCHAPV2

CA certificate

Do not validate

N

Identity

Anonymous identity

Password
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NHCS - Personal Network
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Step 28) Under Advanced Options under Privacy, Select ‘Use Device Mac’

@ x i90%

NHCS_Personal

Password

[J Show password

Advanced options

Metered

Detect automatically

Proxy

None

IP settings
DHCP

Privacy

Use randomized MAC (def..
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Step 28) (Continued)

@ x i 90%

NHCS_Personal

Password

[] Show password

Advanced options
Metered
Detect automatically

Proxy

None

IP settings
DHCP

Privacy

Use randomized MAC (default)

Use device MAC
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Step 29) Press Connect

NHCS - Personal Network

Android Instructions

NHCS_Personal
Password

[] Show password

Advanced options

Metered

Detect automatically

Proxy

None

IP settings
DHCP

Privacy

Use device MAC
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Step 30) YOU DID IT !

O =.x 889%

Q @

Use Wi-Fi

NHCS_Personal
Connected

Join_NHCS_Personal

MDM _iPad

NHCS_Private

Staff iPad

Student_iPad

Test

Add network

Wi-Fi preferences
Wi-Fi doesn't turn back on automatically

Saved networks
< -
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