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Everyone has rights with regard to the way in which their personal data is handled. During the course of
the School's activities it collects, stores and processes personal data about staff, pupils, their parents,
suppliers and other third parties, and it is recognised that the correct and lawful treatment of this data will
maintain confidence in the organisation and will provide for successful business operations.
Those who are involved in the processing of personal data are obliged to comply with this policy when
doing so. Any breach of this policy may result in disciplinary action.
This policy sets out the basis on which the School will process any personal data we collect from data
subjects, or that is provided to us by data subjects or other sources. It does not form part of any
employee's contract of employment and may be amended at any time.
This Policy also makes reference to the principles contained in the Document Retention Policy which should
read in conjunction with this document. The general principle is that all information held by the School
must be legally justifiable and there must be a relevance and purpose in retaining data.







All information held by the School needs to be justifiable by reference to its purpose;
The School is transparent and accountable as to what it holds and understand why;
The School is prepared to respond quickly to subject access requests;
The School is able to amend, delete or transfer data promptly upon receiving a justified request;
Any personal data that is collected should be auditable as far as possible; and
Personal data must be held securely and accessed only by those with reason to view it.

Purpose of the Policy
The School is required to process relevant personal data regarding workers, pupils, parents, governors,
donors, contractors, ex-pupils and visitors as part of its operation and shall take all reasonable steps to do
so in accordance with this Policy and in accordance with the General Data Protection Regulation (to be
changed to Data Protection Act when passed). This Policy sets out how data will be controlled, maintained,
archived and destroyed. This Policy takes into account






Statutory duties and government guidance relating to schools including Safeguarding;
Disclosure requirements for potential future litigation;
Contractual obligations;
The law of confidentiality and privacy; and
Data Protection Legislation / GDPR

This Policy sets out both the minimum and maximum retention periods for personal data but also what to
keep and who should be able to access it.
Data Protection Supervisor
The School has appointed the Bursar as the Data Protection Supervisor who will endeavour to ensure that
all personal data is processed in compliance with this Policy and the Principles of the Data Protection Act
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1998. Any questions about the operation of this policy or any concerns that the policy has not been
followed should be referred in the first instance to the Data Protection Supervisor.
Definitions
For the purposes of this Policy the word ‘record’ means any document or item of data which contains
evidence or information relating to the School, its staff, pupils and parents. It could also refer to visitors
contractors and governors. Some of this material but not all will contain personal data of individuals as
defined in the GDPR.
Personal data means any information that can directly or indirectly identify an individual in this context.
GDPR also defines ‘sensitive personal data as special categories of personal data which is more sensitive
and therefore needs more protection. This includes information about an individual’s:











Race;
Ethnic origin
Politics
Religion
Trade Union membership;
Genetics;
Biometrics (where used for ID purposes)
Health;
Sex life; or
Sexual orientation

This Policy applies to both electronic records and paper documents or records. The format of the record is
less important that its content or the purpose for keeping it.
The Principles
Anyone processing personal data must comply with the eight enforceable principles of good practice as
enshrined within the Data Protection Act 1998. These provide that personal data must be: 









Processed lawfully, fairly and in a transparent manner in relation to individuals;
Collected for specified, explicit and legitimate purposes and not further processed in a manner that
is incompatible with those purposes; further processing for archiving purposes in the public
interest, scientific or historical research purposes or statistical purposes shall not be considered to
be incompatible with the initial purposes;
Adequate, relevant and limited to what is necessary in relation to the purposes for which they are
processed;
Accurate and where necessary kept up to date; every reasonable step must be taken to ensure that
personal data that are inaccurate, having regard to the purposes for which they are processed, are
erased or rectified without delay;
Kept in a form which permits identification of data subjects for no longer than is necessary for the
purpose for which the personal data are processed; personal data may be stored for longer periods
insofar as the personal data will be processed solely for archiving purposes in the public interest,
scientific or historical research purposes or statistical purposes subject to implementation of the
appropriate technical and organisational measures required by the GDPR in order to safeguard the
rights and freedoms of individuals; and
Processed in a manner that ensures appropriate security of the personal data, including protection
against unauthorised or unlawful processing and against accidental loss, destruction or damage,
using appropriate technical or organisational measures.
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Processing of Personal Data
The School's policy is to process personal data in accordance with the applicable data protection laws as set
out above. All staff have a personal responsibility for the practical application of this policy.
Staff should generally not process personal data unless:





The processing is necessary to perform the School's legal obligations or to comply with a contract,
or
The processing is otherwise in the School's legitimate interests and does not unduly prejudice the
individual's privacy; or.
The data subject has explicitly consented to the processing of their personal data; or
it is necessary to protect the life of the Data Subject or other person

When gathering personal data or establishing new data protection activities, staff should ensure that
individuals whose data is being processed receive appropriate privacy notices to inform them how the data
will be used. In any case of uncertainty as to whether a notification should be given, staff should contact
the Data Protection Supervisor.
Sensitive Personal Data
The School may, from time to time, be required to process sensitive personal data regarding a worker or a
student. This type of data could create a more significant risk to an individual’s fundamental rights and
freedoms. Where there need to process data of this nature this must be discussed and agreed with the
Data Protection Supervisor to ensure that the appropriate measures are taken to reduce the risk to the
individual.
Where sensitive personal data is processed by the School and explicit consent is required e.g. access to an
individual’s medical records this consent must be:





freely given;
require a positive action to opt in; consent requests must be prominent, unbundled from other
terms and conditions, concise and easy to understand and be user-friendly
confirmed in words
Able to be withdrawn

The School recognises that due to the nature of the relationship between itself and its employees consent
can rarely be freely given and so this is only used in exceptionally limited circumstances e.g. where the
School requests a medical report from an individual’s GP.
Processing of Credit Card Data
The School complies with the requirements of the PCI Data Security Standard (PCI DSS). Staff who are
required to process credit card data must ensure that they are aware of and comply with the most up to
date PCI DSS requirements. If you are unsure in this regard please seek further guidance from the Bursar.
Accuracy, adequacy, relevance and proportionality
Staff should make sure data processed by them is accurate, adequate, relevant and proportionate for the
purpose for which it was obtained. Personal data obtained for one purpose should generally not be used
for unconnected purposes unless there is a legal basis (as defined in the regulations) for doing so. Where
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there is an entirely new purpose than a new Privacy Notice may need to be issued to the relevant
individuals to make them aware of these changes.
Individuals have the right to the School to correct personal data relating to them which they consider to be
inaccurate or incomplete. This is called the Right of Rectification. If a member of staff receives such a
request they must forward this to the Data Protection Supervisor where the request should be
acknowledged. If the personal data is to be corrected this must take within one month of receipt of the
request and confirmed to this individual. This timeframe can be extended to two months where the
request is complex. Where the School does not agree to action following such a request this must be
explained to the individual stating the reasons why and informing them of their right to complain to the
supervisory authority and to a judicial remedy.
Staff have a responsibility to ensure that personal data held by the School relating to them is accurate and
updated as required. If personal details or circumstances change, staff should inform their line manager,
the HR Manager or the Bursary as appropriate so the School's records can be updated.
Right to Erasure
Also known as the ‘right to be forgotten’ this right enables an individual to request the deletion of removal
of personal data where there is no completing reason for its continued processing. This is not an absolute
right and only applies in specific circumstances. The School can refuse to comply with such a request where
there is an overriding legitimate interest for continuing with the processing.
Right to Object
Individuals have the right to object to processing based on legitimate interests; there are additional legal
basis under which an individual can object but this is the one that is relevant to the School.
For an individual to object they must have an objection on “grounds relating to his or her particular
situation”. Where such a request if received the School must stop processing unless:



It can demonstrate a compelling legitimate grounds for processing, which override the interests,
rights and freedoms of the individual; or
The processing is for the establishment, exercise or defence of legal claims.

Individuals are made aware of their right to object at the point of first communication and as part of the
School’s privacy notice.
Right of Access
Individuals have the right to access their personal data and to be aware of and verify the lawfulness of
processing. Individuals have the right to obtain confirmation that their data is being processed, to access
that data and this includes “other supplementary information”.
The School will provide this information free of charge but reserves the right to charge a ‘reasonable fee’
where a request if manifestly unfounded or excessive. This fee will be based on the administrative costs of
providing the information.
The School will comply within one month of receipt of an access request but this may be extended where a
request is particularly complex or numerous. Where this is the case the individual making the request will
be informed of this in writing within the original one month deadline and provided with an explanation as
to why this extension is necessary.
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Where such a request is made the School will use ‘reasonable means’ to verify the identity of the individual
making that request usually be requesting that ID documentation such as passport or driving licence is
provided with that request. Where the request is received electronically the School will respond
electronically using a commonly used electronic format.
Where the School possess a large quantity of information about an individual they will ask the individual to
specify what information is required. This may take the form of a specific date period or relate to a specific
matter.
Other individual rights
Under the regulations individuals also have the right to be informed about the personal data that the
School is processing. The School provides all individuals with Privacy Notices which set out in a transparent
fair processing information.
The Privacy Notice will contain:














Identity and contact details of the data controller and the data protection supervisor
The purpose of the processing and the lawful basis for it
The legitimate interests of the controller or third party
Categories of personal data
Any recipient or categories of recipients of that personal data
Details of transfers to countries outside of the UK and safeguards in place
Retention periods
The data subject’s rights
The right to withdraw consent
The right to lodge a complaint with a supervisory authority
The sources that the personal data originates from and whether it came from publicly accessible
sources
Whether the provisions of personal data is part of a statutory or contractual obligation and
possible consequences of failing to provide the personal data
The existence of automated decisions making (where applicable)

Individuals also have the right to restrict or block processing in certain limited circumstances. Where
processing has been restricted the School can store personal data but not further process it.
Paper Records
By their very nature paper records can be damaged by damp or poor storage conditions and should
therefore kept in a dry and cool environment with reasonable ventilation away from direct sunlight. They
should not be stored with metal, rubber or plastic which can deteriorate and damage the paper.
Records will be kept securely in an appropriate locked facility where access is strictly limited to those who
have a legitimate and genuine need to do so. Keys to archiving rooms or cupboards will be controlled and
only those who had a legitimate need, as part of their role within the School, to access the data when it
was current will be able to gain admittance. For example staff personal files will only be accessible to the
HR Manager and members of SMT.
GDPR applies to manual filing systems or paper records where personal data is readily accessible and
searchable in the same way as an electronic database may be. Where there is any doubt as to whether a
manual filing system is covered by GDPR the School will assume that it is and ensure that it is treated in line
with the Policy. Any paper records that are print-outs from electronic files have already been processed by
the School and therefore automatically falls under the GDPR.
Data Management
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All staff receive training in basic data protection and therefore will be aware of issues such as security,
recognising and handling sensitive personal data and Safeguarding. Staff who are given specific
responsibility for the management of records will ensure the following:
















That records whether electronic or hard copy are stored securely so that access if only available to
authorised persons.
That records containing personal information whether relating to pupils, parents, staff, visitors or
contractors are not taken home or in respect of digital data carried or kept on portable devices
unless necessary in which case it would be subject to a risk assessment and in line with the current
ICT Policy. Records that contain sensitive personal data will not be taken off site unless it is with
the explicit consent of the Data Protection Manager and relevant member of SMT.
Only relevant key personnel who have received appropriate training are able to delete or erase
data and then only in line with this Policy. The ICT Department will ensure that access to delete
data is strictly controlled.
Regular back-ups of digital personal data will be taken in line with the current ICT Policy.
Where external storage providers are used – whether electronic (in any form but particularly
“cloud based” storage) or physical – the arrangements will be supported by robust contractual
arrangements which detail the providers’ data security provision. All provisions must be in line with
the School’s ICT Policy.
Regular reviews will be held on records to ensure that all information being kept it still relevant and
in the case of personal data still necessary for the purposes for which it is being held. If it is
deemed to still be necessary then it must reviewed to ensure that it is accurate and up to date.
Only staff who have received the relevant training and who have the appropriate level of authority
will be able to destroy or permanently delete records from School databases or centrally held
records. Regular reviews of these systems will be regularly taken place and if required records will
be archived.
Staff members who have created their own records must ensure that they destroy any paper based
records which contain personal information. Documents must be securely disposed of which
means that it must not be in a condition where it can still be read or reconstructed. Records that
contain personal information must not be placed in recycling bins or thrown in general waste bins.
Paper records should be shredded using a cross cutting shredder; CDs / DVDs / diskettes should be
cut into pieces. Hard copy images, AV recordings and hard disks should be dismantled and
destroyed.
Where third party disposal experts are used they will be supervised by an appropriate member of
staff but will under contractual obligations to process and dispose of the information in a manner
appropriate.

Retention of Records
Under the terms of GDPR personal data can only be kept for as long as is necessary for the specific lawful
purpose that it was acquired for. However the School must ensure that it keeps records for a number of
different reasons but primarily as a defence against litigation. Generally speaking the School will be in a
better place to deal with any claims that may arise if it has adequate records in place to support its position
or a decision that has been made. For further information on the retention of records please see the
Retention of Records Policy.
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