NWR7 PRIVACY POLICIES AND STANDARDS

DATA PRIVACY

The Connecticut State Department of Education (CSDE) treats data confidentiality and the privacy of
student educational records very seriously. It complies with all federal laws including Family Educational
Rights and Privacy Act (FERPA), state statutes, and guidelines to protect confidential data.

STUDENT USE OF SOCIAL MEDIA

NWRY7 social media platforms are provided solely for the purpose of carrying out the educational and
operational goals of the Board of Education. Any use of the information systems that is inconsistent with
this purpose is prohibited. Student postings on the District’'s social media platforms are subject to the
District’s policies, including its “Acceptable Use” policies. The District reserves the right to remove any
inappropriate materials from our platforms, and student violators will be subject to discipline, in
accordance with District policies.

STUDENT DATA PRIVACY Regional School District No. 7 3520.13

Public Act 16-189 (An Act Concerning Student Data Privacy) requires contracts entered into, amended or
renewed by a local or regional board of education on and after October 1, 2016 that involve the sharing or
providing of access to student information, student records or student generated content [collectively,
“such student information”] with a contractor be in writing and contain certain terms. All such contracts
must include the following terms: 1. A statement that such student information is not the property of or
under the control of a contractor; 2. A description of the means by which the board of education may
request the deletion of such student information in the possession of the contractor; 3. A statement that
the contractor shall not use such student information for any purposes other than those authorized
pursuant to the contract; 4. A description of the procedures by which a student, parent or guardian of a
student may review personally identifiable information contained in such student information and correct
erroneous information, if any, in such student record; 5. A statement that the contractor shall take actions
designed to ensure the security and confidentiality of such student information; 6. A description of the
procedures that a contractor will follow to notify the board of education when there has been an
unauthorized release, disclosure or acquisition of such student information; 7. A statement that such
student information shall not be retained or available to the contractor upon completion of the contracted
services unless a student, parent or legal guardian of a student chooses to establish or maintain an
electronic account with the contractor for the purpose of storing student-generated content; 8. A
statement that the contractor and the board of education shall ensure compliance with the Family
Educational Rights and Privacy Act; 9. A statement that the laws of the State of Connecticut shall govern
the rights and duties of the contractor and the board of education; and Approved 10/12/2016 Page 1 of 2
Regional School District No. 7 3520.13 DRAFT STUDENT DATA PRIVACY (continued) 10. A statement
that if any provision of the contract or the application of the contract is held invalid by a court of competent
jurisdiction, the invalidity does not affect other provisions or applications of the contract which can be
given effect without the invalid provision or application. Any provision of a contract entered into between a
contractor and a board of education on or after October 1, 2016, that conflicts with any provision of this
Act shall be void; any such contract that does not include the listed contract provisions shall be void,
provided the board of education has given reasonable notice to the contractor and the contractor failed
within a reasonable time to amend the contract to include the provision required by this Act. This Act
further provides that not later than five business days after executing a contract, the board of education



shall provide electronic notice to any student and the parent or guardian of a student affected by this
contract. The notice shall 1) state that the contract has been executed and the date that such contract
was executed, 2) provide a brief description of the contract and the purpose of the contract, and 3) state
what student information may be collected as a result of the contract. The board of education shall post
such notice and the contract on its website. Approved 10/12/2016 Page 2 of 2

PROTECTION OF STUDENT PRIVACYSURVEYS, CERTAIN PHYSICAL
EXAMINATIONS, AND PARENTAL ACCESS TO INFORMATION Regional School
District No. 7 6162.51

The Board of Education is committed to protecting the privacy rights of students in the school
district in a manner consistent with the Protection of Pupil Rights Amendment (PPRA). The
PPRA establishes the parameters that school districts must follow whenever personal
information is collected from students as part of a survey, analysis, evaluation or certain types of
physical examinations. Parents also have the right to inspect surveys and instructional materials
that concern student information of a protected nature. For the purpose of this policy, the term
“parent” includes parents, guardians or other persons standing in loco parentis (such as a
grandparent or stepparent with whom the child lives or a person who is legally responsible for
the welfare of the child). The term also includes students who are age 18 or older, since the
rights of the parent transfer to the student at age 18. I. Student Surveys A. Protected areas of
information The following eight categories are considered “protected areas” for the purpose of
collection of student information by survey, analysis and evaluation: 1. Political affiliations or
beliefs of the student or student’s parent; 2. Mental or psychological problems of the student or
student’s family; 3. Sex behavior or attitudes; 4. lllegal, anti-social, self-incriminating, or
demeaning behavior; 5. Critical appraisals of others with whom respondents have close family
relationships; 6. Legally recognized privileged relationships, such as with lawyers, doctors, or
ministers; 7. Religious practices, affiliations, or beliefs of the student or parents; or 8. Income,
other than as required by law to determine program eligibility. B. Prior written consent for
federally funded surveys revealing protected information Written consent of a parent must be
obtained prior to participation of any student in a survey or evaluation that is funded in whole or
in part by the U. S. Department of Education if the survey elicits information concerning any of
the eight protected areas listed in Section A above. C. Opportunity to opt-out of other surveys
revealing protected information For surveys not funded in any part by the federal government,
parents need not give written consent, but must instead be given prior notice of the survey with
the opportunity to opt their child out of participation if the survey elicits information concerning
any of the eight protected areas listed in Section A above. Approved 3/11/09; Title
Change/Amended/ Approved 01/08/2020 Page 1 of 4 Regional School District No. 7 6162.51
PROTECTION OF STUDENT PRIVACYSURVEYS, CERTAIN PHYSICAL EXAMINATIONS,
AND PARENTAL ACCESS TO INFORMATION II. Collection of student information for
marketing purposes A. Opportunity to opt-out of marketing surveys or data collection The school
district shall offer parents the opportunity to opt their child out of activities involving the
collection, disclosure, or use of personal information collected from students for the purpose of
marketing or for selling that information, or otherwise providing that information to others for that
purpose. “Personal information” is defined as individually identifiable information including: 1) a
student’s or parent’s first and last name; 2) a home or other physical address, 3) a telephone
number; or 4) a social security number. B. Exceptions The requirements concerning these



activities do not apply to the collection, disclosure, or use of personal information collected from
students for the exclusive purpose of developing, evaluating, or providing educational products
or services for or to students or educational institutions, such as the following: 1. College or
other postsecondary education recruitment, or military recruitment; 2. Book clubs, magazines,
and programs providing access to low-cost literary products; 3. Curriculum and instructional
materials used by elementary schools and secondary schools; 4. Tests and assessments used
by elementary schools and secondary schools to provide cognitive; evaluative, diagnostic,
clinical, aptitude, or achievement information about students; 5. The sale by students of
products or services to raise funds for school-related or education-related activities; and 6.
Student recognition programs. lll. Administration of Physical Examinations and Screenings A.
Opportunity to opt-out of certain physical examinations The school district shall offer an
opportunity for parents to opt their child out of participating in any non-emergency, invasive
physical examination or screening that is: 1) required as a condition of attendance; 2)
administered by the school and scheduled by the school in advance; and 3) not necessary to
protect the immediate health and safety of the student, or of other students. An “invasive
physical examination” is defined as any medical examination that involves the exposure of
private body parts, or any act during such examination that includes incision, insertion or
injection into the body, but does not include a hearing, vision, or scoliosis screening. Approved
3/11/09; Title Change/Amended/ Approved 01/08/20 Page 2 of 4

PROTECTION OF STUDENT PRIVACYSURVEYS, CERTAIN PHYSICAL

EXAMINATIONS, AND PARENTAL ACCESS TO INFORMATION Regional
School District No. 7 6162.51 B.

Exceptions This provision does not apply to any physical examination or screening that is
permitted or required by State law, including physical examinations or screening permitted
without parental notification. IV. Parental Access to Information Parents shall have the right to
review, upon request, any survey that concerns one or more of the eight protected areas, any
instructional materials used in connection with any survey that concerns one or more of the
eight protected areas, any instrument used in the collection of personal information for
marketing or sales purposes and any instructional material used as part of the educational
curriculum for the student. “Instructional material” is content that is provided to a student,
regardless of format, including printed or representational materials, audio-visual materials, and
materials in electronic or digital format, but does not include academic tests or academic
assessments. V. Notification 1. Parents will be given notice of their rights under the PPRA and
this policy annually, at the beginning of each school year, and within a reasonable period of time
after any substantive changes are made. 2. Parents shall be provided with reasonable
notification (at the beginning of the school year if the district has identified the specific or
approximate dates of the activities or surveys at that time) and given an opportunity to opt his or
her child out of participation in the following specific activities: 1. Surveys (not funded by the
federal government) that elicit information concerning any of the eight protected areas listed in
Section I(A); 2. Activities involving the collection, disclosure, or use of personal information
collected from students for marketing purposes; 3. Any non-emergency, invasive physical
examination or screening as defined in Section Ill. Approved 3/11/09; Title Change/Amended/
Approved 01/08/2020 Page 3 of 4



PROTECTION OF STUDENT PRIVACYSURVEYS, CERTAIN PHYSICAL
EXAMINATIONS, AND PARENTAL ACCESS TO INFORMATION Regional
School District No. 7 6162.51 VI.

Administrative Regulations The Superintendent of Schools shall develop administrative
regulations - in consultation with parents - to implement this policy including any specific
arrangements to protect student privacy, notification forms and the process for parents to
inspect surveys, instruments for collecting marketing data and instructional materials. Legal
References: 20 U.S.C. 81232h Protection of Pupil Rights Amendment 34 C.F.R. Part 98 (PPRA
regulations) Approved 3/11/09; Title Change/Amended/ Approved 01/08/2020 Page 4 of 4



