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ALUM ROCK UNION ELEMENTARY SCHOOL DISTRICT q {:)“7”
2930 Gay Avenue, San Jose, CA 95127 U

Office of Superintendent of Schools

ITEM REQUIRING ATTENTION - BOARD OF EDUCATION

To the Board of Trustees: Date: October 10, 2019
Agenda Item: ‘Q.Ob
Subject: DISCUSSION/CONSIDERATION/ACTION - Preservation of District

Art (requested by Board Member Andres Quintero)

Recent media reports have highlighted the controversy regarding the destruction of artist
Jose Meza Velasquez’s mural “El Mural de la Raza” on Story Road.

The District has several murals and other artistic works at several school sites and at the
District office. Some of the murals were painted by community members and/or other
volunteers, while others were commissioned by, or donated to, the District.

Currently, the District lacks any policy or regulation prescribing how, when or under what
circumstances and processes such murals and other artistic should be preserved, altered,
moved, modified or destroyed.

Recommendation:

The Board is requested to discuss the status of the murals and other artistic works on
District buildings and provide direction and guidance to the Administration on the
desirability for the development of a Board policy and/or administrative regulation or other
formal action (e.g., resolution) regarding the preservation of the District’s murals and other
artistic works.

To the Board of Trustees: Meeting: October 10, 2019
Speciai Board Meeting

Recommend Approval
Ololy M T

Agenda Placement Hilaria Ead’er Ph.D., Superintendent




ALUM ROCK UNION ELEMENTARY SCHOOL DISTRICT N
2930 Gay Avenue, San Jose, CA 95127 «5/} U ”__,

Office of Superintendent of Schools

ITEM REQUIRING ATTENTION - BOARD OF EDUCATION

To the Board of Trustees: Date: October 10, 2019
Agenda ltem: 9. 0‘1’
Subject: DISCUSSION/CONSIDERATION/ACTION - Discontinue Board

Policy 3547 (Facilities Inspection); Adopt (New) Administrative
Regulation 3547 (Facilities Inspection)

The District subscribes to the form Board policies developed and promulgated by the
California School Boards Association (Gamut). The District’s current Board Policy 3547

(Facilities Inspection) has been discontinued by CSBA and replaced by Administrative
Regqulation 3547.

In addition, at the May 9, 2019, Board meeting, the Board approved agenda item
9.03 as follows:

“Inspections, Testing, and Maintenance of Fire Suppression Systems

(1) All inspection on a Fire Sprinkler System shall be performed by an ASSE
15000 certified Sprinkler Fitter that is registered with the Office of the California
State Fire Marshall;

(2) All testing and/or maintenance performed on any Fire Sprinkler System
shall be performed by an individual whom has graduated from a state approved
apprenticeship program; and

(3) All apprentices working on fire protection systems shall be registered with a
state approved apprenticeship program.”

Attached is a copy of the CSBA form Administrative Regulation 3547 (Facilities Inspection)
incorporating the Board’s May 9 action into the new proposed AR 3547. The addition of the
requirements for inspections, testing and maintenance adopted by the Board on May 9 are
highlighted in blue font in the attached draft AR 3547.

Recommendation: The Board is requested to consider and approve: (1) the
discontinuance and elimination of Board Policy 3547, and (2) the adoption of Administrative
Regulation 3547 in the form presented.

To the Board of Trustees: Meeting: October 10, 2019
Special Board Meeting
Recommend Approvali



| Agenda Placement \Hilarid Bauer, Ph.D., Superintendent
"Q’;J




Administrative Regulation 3517 Business and Noninstructional Operations
Facilities Inspection

The Superintendent or designee shall inspect school facilities to ensure that they are maintained in good
repair. At a minimum, he/she shall assess those facility conditions specified on the facilities inspection
tool developed by the Office of Public School Construction, including, but not limited to, the following:
(Education Code 17002, 35292.5)

1. Gas Leaks: Gas systems and pipes appear and smell safe, functional, and free of leaks.

2. Mechanical Systems: Heating, ventilation, and air conditioning systems, as applicable, are functional
and unobstructed; appear to supply an adequate amount of air to all classrooms, work spaces, and
facilities; and maintain interior temperatures within normally acceptable ranges.

3. Windows and Doors: Windows and doors are intact, functional, and open, close, and lock as designed,
unless there is a valid reason they should not function as designed.

4. Fences and Gates: Fences and gates are intact, functional, and free of holes and other conditions that
could present a safety hazard to students, staff, or others. Locks and other security hardware function as
designed.

5. Interior Surfaces (walls, floors, ceilings): Interior surfaces are free of safety hazards from tears, holes,
missing floor and ceiling tiles, torn carpet, water damage, or other cause. Ceiling tiles are intact. Surfaces
display no evidence of mold or mildew.

6. Hazardous Materials: Hazardous and flammable materials are stored properly. No evidence of
peeling, chipping, or cracking paint is apparent. No indicators of mold, mildew, or asbestos exposure are
evident. There does not appear to be evidence of hazardous materials that may pose a threat to the
health and safety of students or staff.

(cf. 3514 - Environmental Safety)

7. Structures: Posts, beams, supports for portable classrooms and ramps, and other structures appear
intact, secure, and functional as designed. Ceilings and floors are not sloping or sagging beyond their
intended design. There is no visible evidence of severe cracks, dry rot, mold, or damage that undermines
structural components.

8. Fire Safety and Emergency Equipment: Fire sprinklers, fire extinguishers, emergency alarm systems,
and all emergency equipment and systems appear to be functioning properly. Fire alarm pull stations
are clearly visible. Fire extinguishers are current and placed in all required areas, including every
classroom and assembly area. Emergency exits are clearly marked and unobstructed. In addition to any
requirements imposed by federal or state law and regulation, all inspections, testing and maintenance
on the District’s fire sprinkler systems shall be by a state-certified fire sprinkler fitter registered with the
Office of the California State Fire Marshal and who also possesses the current ASSE 15000 Water-Based
Fire Protection Certification. In addition, all apprentices performing any installation, repairs, alterations,
inspection, testing or maintenance on the District’s fire sprinkler systems shall be registered in a state
approved apprenticeship program.



9. Electrical Systems: Electrical systems, components, and equipment, including switches, junction
boxes, panels, wiring, outlets, and light fixtures, are securely enclosed, properly covered and guarded
from student access, and appear to be working properly.

10. Lighting: Interior and exterior lighting appears to be adequate and working properly. Lights do not
flicker, dim, or malfunction, and there is no unusual hum or noise from light fixtures.

11. Pest/Vermin Infestation: No visible or odorous indicators of pest or vermin infestation are evident.

12. Drinking Fountains: Interior and exterior drinking fountains are functional, accessible, and free of
leaks. Drinking water pressure is adequate. Fountain water is clear and without unusual taste or odor,
and moss, mold, or excessive staining is not evident.

13. Restrooms: Restrooms are fully operational, maintained and cleaned regularly, and stocked at all
times with supplies (including toilet paper, soap, and paper towels or functional hand dryers) in
accordance with Education Code 35292.5. The school keeps all restrooms open during school hours
when students are not in classes and keeps a sufficient number of restrooms open during school hours
when students are in classes, except when necessary to temporarily close a restroom for student safety
or to repair the facility.

In addition, in a school serving any of grades 6-8 in which 40 percent or more of the students in the
school or school attendance area are from low-income families, at least 50 percent of the school's
restrooms are stocked with feminine hygiene products, for which students are not charged. (Education
Code 35292.6; 20 USC 6314)

14. Sewers: The sanitary sewer system controls odors as designed, displays no signs of stoppage,
backup, or flooding in school facilities or on school grounds, and appears to be functioning properly.

15. Roofs: Roofs, gutters, roof drains, and downspouts appear to be functioning properly and are free of
visible damage and evidence of disrepair when observed from the ground from inside and outside the
building.

16. Drainage: School grounds do not exhibit signs of drainage problems, such as visible evidence of
flooded areas, eroded soil, water damage to asphalt playgrounds or parking areas, or clogged storm
drain inlets.

17. Playground/School Grounds: Playground equipment (exterior fixtures, seating, tables, and
equipment), school grounds, fields, waikways, and parking iot surfaces are functionai and free of
significant cracks, trip hazards, holes, deterioration that affects functionality or safety, and other health
and safety hazards.

18. Overall Cleanliness: School grounds, buildings, common areas, and individual rooms appear to have
been cleaned regularly and are free of accumulated refuse and unabated graffiti. Restrooms, drinking
fountains, and food preparation or serving areas appear to have been cleaned each day that school is in
session.

In addition, to ensure the health and safety of students, the Superintendent or designee shall provide
for the testing of drinking water on campus and of the soil and painted surfaces of school facilities for
the presence of lead and/or other harmful substances, in accordance with state and federal standards.



The Superintendent or designee shall ensure that any necessary repairs or removal of hazards identified
during the inspection are made in a timely and expeditious manner.

An assessment of the safety, cleanliness, and adequacy of school facilities, including any needed
maintenance to ensure good repair as defined in Education Code 17002, shall be reported on the school
accountability report card. (Education Code 33126)

(cf. 0510 - School Accountability Report Card)

Any complaint alleging a school facility condition that poses an emergency or urgent threat to the health
or safety of students or staff, or alleging that a school restroom is not clean, maintained, or kept open,
shall be addressed in accordance with AR 1312.4 - Williams Uniform Complaint Procedures.

(cf. 1312.4 - Williams Uniform Complaint Procedures)

The Superintendent or designee shall provide the Board with regular reports regarding the district's
facility inspection program and updates of any visits to district schools by the County Superintendent of
Schools.

Legal Reference:

EDUCATION CODE

1240 County superintendent of schools, duties
17002 Definitions

17070.10-17077.10 Leroy F. Greene School Facilities Act of 1998

17565-17591 Property maintenance and control
17592.72 Urgent or emergency repairs, School Facility Emergency Repair Account
33126 School accountability report card

35186 William.;. uniform complaint procedure
35292.5-35292.6 School maintenance

HEALTH AND SAFETY CODE

116277 Lead testing in drinking water

CODE OF REGULATIONS, TITLE 2
1859.300-1859.330 Emergency Repair Program
UNITED STATES CODE, TITLE 20

- 6314 Title | schoolwide program

UNITED STATES CODE, TITLE 42

300f-300j-27 Safe Drinking Water Act



Management Resources:

COALITION OF ADEQUATE SCHOOL HOUSING PUBLICATIONS

Facility Inspection Tool Guidebook, February 2008

STATE ALLOCATION BOARD, OFFICE OF PUBLIC SCHOOL CONSTRUCTION PUBLICATIONS
Facility Inspection Tool: School Facility Conditions Evaluation

WEB SITES

CSBA: http://www.csba.org

California County Superintendents Educational Services Association: http://www.ccsesa.org

California Department of Education, Williams Case: http://www.cde.ca.gov/eo/ce/wc/index.asp

Coalition of Adequate School Housing: http://www.cashnet.org

State Allocation Board, Office of Public School Construction: http://www.opsc.dgs.ca.gov

U.S. Environmental Protection Agency: http://www.epa.gov




ALUM ROCK UNION ELEMENTARY SCHOOL DISTRICT Q ‘O%
2930 Gay Avenue
San José, CA 95127

Office of Superintendent of Schools

ITEM REQUIRING ATTENTION — BOARD OF EDUCATION

To the Board of Trustees:

Subject:  DISCUSSION/ACTION: Board Policy 1114, Second Reading — District Social Media Platform

Staff Analysis:

Attached is the new Board Policy 1114 — District Social Media Platform. Staff recognizes the
value of technology such as social media platforms in promoting community involvement and
collaboration. The purpose of any district social media platform shall be to further the district’s
vision and mission, support student learning and staff professional development, and enhance
communication with students, parents/guardians, staff, and community members.

Recommendation:

Staff recommends approval of second reading.

Submitted by: Hilaria Bauer, Ph.D. Title: Superintendent
To the Board of Trustees: Meeting: October 10, 2019
Recommend Approval Regular Board Meeting
4,0 \Why
Agenda Placement Hilakia éa({er Ph.D., Supermtendent

DISPOSITION BY BOARD OF TRUSTEES

Motion by: Seconded by:

Approved: Not Approved: Tabled:




Alum Rock Union ESD
Board Policy

District Social Media Platform

BP 1114
Community Relations

The Board of Education recognizes the value of technology such as social media platforms in
promoting community involvement and collaboration. The purpose of any district social media
platform shall be to further the district's vision and mission, support student learning and staff
professional development, and enhance communication with students, parents/guardians, staff,
and community members.

Definitions

“Social Media” includes the various online technology tools that enable people to communicate
easily over the internet to share information and resources. Social media can include text, audio,
video, images, podcasts, and other multimedia communications. These websites and applications
not only provide information, but allows for interaction during this informational exchange
through user-generated content.

“District Technology” includes, but is not limited to, computers, the district's computer network
including servers and wireless computer networking technology (wi-fi), the Internet, web
resources, email, USB drives, wireless access points (routers), tablet computers, smartphones and
smart devices, telephones, cellular telephones, personal digital assistants, pagers, cameras,
copiers, MP3 players, wearable technology, any wireless communication device including
emergency radios, and/or future technological innovations, whether accessed on or off site or
through district-owned or personally owned equipment or devices.

“District Technology” is that which is owned or provided by the district.
“Personal Technology” is non-district technology.

(cf. 0000 - Vision)

(cf. 0440 - District Technology Plan)

(cf. 1100 - Communication with the Public)

(cf. 1112 - Media Relations)

(cf. 1113 - District and School Web Sites)

(ct. 4040 - Employee Use of Technology)

(ct. 6020 - Parent Involvement)

(cf. 6145.5 - Student Organizations and Equal Access)
(cf. 6163.4 - Student Use of Technology)



The Superintendent or designee shall develop content guidelines and protocols for official
district social media platforms to ensure the appropriate and responsible use of these resources
and compliance with law, Board policy, and regulation.

Requirements for Social Media Platform

1. Platform must be secure and require individual logins, no anonymous posting allowed.

2. Social media platform must be age appropriate and users must abide by the social media terms
of use. z

3. Must allow for more than one teacher or administrator to monitor, moderate and suspend posts
and comments. ;

4. Direct conversations can only be educational and must use district supported platforrns

5. Student and teacher profiles must not be made public and searchable online.

Teacher Expectations

1. Teachers must use their district email when establlshlng a soc1a1 medla account involving any
ARUESD students. :

2. Each social media platform must be co-moderated by at least two staff members, including the
teachers and/or administrator.

3. Before implementing a social media platform in class, teachers need to communicate with
school administration and obtain approval. -

4. Direct conversations with students can only be educational and must use district supported
platforms. ’

5. Obtain parent approval pI‘lOI‘ toa student creating an account via the Acceptable Use
Agreement.

6. Provide an alternative for students who do not participate in social media platforms.

7. Daily monitoring when group is active.

8. Immediate removal of inappropriate posts and reporting of any cyberbullying to school
administration-and-taw-entorcement.

9. Offer parents the option to participate and view activity, and provide a handout with
instructions.

10. Must be used excluswely for communicatlon of educational or school related purposes.

11. Only district staff, enrolled students and their parents can have access.

12. AH images and comments must represent the school in a professional manner.

13. Use the mo“st restrictive security and privacy settings

biased, dero gatory, disparaging or bullying comments toward or about any student or employee
on any website is prohibited and may be subject to discipline.

Staff Expectations
1. All non-certificated staff should only have access to the school's social media platform upon

approval of administration.
2. All staff shall follow the District's Acceptable Use Agreement.



Student Expectations

1. Must abide by all school rules and district policies.

2. Posting inappropriate, threatening (This may involve law enforcement), harassing, racist,
biased, derogatory, disparaging or bullying comments toward or about any student or employee
on any website is prohibited and may be subject to discipline.

3. Communication is limited to educational or school related activities only.

4. Direct conversations with teachers can only be educational and must use district supported
platforms.

5. Notify teacher or parent of any inappropriate behavior or posts.

Parent Expectations

1. Monitor their children's online activity and only allow them to register for platforms supported
by the school.

2. Communicate internet safety and cyberbullying with their child consistent with district
provided training.

3. Model positive online etiquette and behavior.

4. If discovered, report to school administration postings that are inappropriate, threatening,
harassing, racist, biased, derogatory, disparaging or bullying comments toward or about any
student or employee on any website.

School Administration Expectations

1. Review teacher's social media platform requests prior to approval.

2. Be aware of all social media activity connected to your school site.

3. Review with teachers the district's expectations annually (see above).

4. Maintain yearly copies (digitally or on paper) of Acceptable Use Agreement.

5. Immediate removal of inappropriate posts and reporting of any cyberbullying to school
administration-and-law-enforcement.

6. School administration shall have access to social media post and/or edit rights as a moderator
asneeded.

Guidelines for Content

Official district social media platforms shall be used only for their stated purposes and in a
manner consistent with this policy and administrative regulation. By creating these sites and
allowing for public comment, the Board does not intend to create a limited public forum or
otherwise guarantee an individual's right to free speech.

Inappropriate postings may be documented by taking and printing screen shots or downloading
them onto a flash drive. Evidence should be collected with the permission of the site
administrator for the sole purpose of the investigative process and stored in a secured location.
This evidence may be used in conference with the employee(s) or associated persons in question.
Caution: Do not download or print images of minors or any content that may be considered child



pornography. Law enforcement should gather evidence of child pornography, not a District
employee.

(cf. 5145.2 - Freedom of Speech/Expression)
(cf. 6145.5 - Student Organizations and Equal Access)

The Superintendent or designee shall ensure that the limited purpose of the district social media
platforms is clearly communicated to users. Each site shall contain a statement that specifies the
site's purposes along with a statement that users are expected to use the site only for those
purposes. Each site shall also contain a statement that users are personally responsible for the
content of their posts.

District social media platforms may not contain content that is obscene, libelous, or so incites
students as to create a clear and present danger of the commission of unlawful acts on school
premises, violation of school rules, or substantial disruption of the school's orderly operation.
Any images of students posted on any District Social Media platforms shall have the written
permission from the parent/guardian.

(cf. 5131 - Conduct)

All activity on social media platforms must be for educational purposes or support school related
activities. All users should conduct themselves according to the same standards set forth in the
Acceptable Use Agreement. Communication regarding student performance shall not be
discussed or posted in open forums. It is recommended that a disclaimer is posted on your social
media page stating "The views on this page do not reflect the views of Alum Rock Union
Elementary School District."

Teachers and staff should keep personal social media accounts separate from work related
accounts. When a student or minor wishes to link to the employee's personal page they should be
redirected to the school approved page. Any attempt to communicate privately needs to be
redirected to public posts. Any school-related social media pages must have the capability of
being monitored or viewed by the school site administrator and/or Educational Technology Staff.

Staff or students who post prohibited content shall be subject to discipline in accordance with
district policies and administrative regulations.

(cf. 4040 - Employee Use of Technology)

(cf. 4118 - Suspension/Disciplinary Action)

(ctf. 4119.21/4219.21/4319.21 - Professional Standards)
(cf. 4218 - Dismissal/Suspension/Disciplinary Action)
(cf. 5144 - Discipline)

(cf. 5144.1 - Suspension and Expulsion/Due Process)
(cf. 6163.4 - Student Use of Technology)

Users of official district social media platforms should be aware of the public nature and
accessibility of social media and that information posted may be considered a public record



subject to disclosure under the Public Records Act. The Board expects users to conduct
themselves in a respectful, courteous, and professional manner.

(cf. 1340 - Access to District Records)
(cf. 9012 - Board Member Electronic Communications)

Privacy

The Superintendent or designee shall ensure that the privacy rights of students,
parents/guardians, staff, Board members, and other individuals are protected on official district
social media platforms.

Board policy pertaining to the posting of student photographs and the privacy of telephone
numbers, home addresses, and email addresses, as specified in BP 1113 - District and School
Web Sites, shall also apply to official district social media platforms.

(cf. 5125.1 - Release of Directory Information)

Social media and networking sites and other online platforms shall not be used by district
employees to transmit confidential information about students, employees, or district operations.
Information gathered through the district Social Media Platform will only pertain directly to
school or student safety. The district will provide students access to any information about the
student obtained from social media. Information gathered will be maintained in our records
within one year of the students turning 18 or discontinuing attendance, whichever is sooner.

If any third party is used to monitor student activity the information gathered will only satisfy the
terms of the contract. The contract will include restrictions from selling or sharing the
information with outside persons or entities and restrictions on the destruction of information by
the third party.

(cf. 4119.23/4219.23/4319.23 - Unauthorized Release of Confidential/Privileged Information)
(cf. 5022 - Student and Family Privacy Rights)
(cf. 5125 - Student Records)

Legal Reference:

EDUCATION CODE

32261 School safety, definitions of bullying and electronic act
35182.5 Contracts for advertising

48900 Grounds for suspension and expulsion

48907 Exercise of free expression; rules and regulations
48950 Speech and other communication

49061 Definitions, directory information

49073 Release of directory information



49073.6 Collection of Student Information from Social Media

60048 Commercial brand names, contracts or logos

GOVERNMENT CODE

3307.5 Publishing identity of public safety officers

6250-6270 Public Records Act, especially:

6254.21 Publishing addresses and phone numbers of officials

6254.24 Definition of public safety official

54952.2 Brown Act, definition of meeting

UNITED STATES CODE, TITLE 17

101-1101 Federal copyright law

UNITED STATES CODE, TITLE 20

1232g Federal Family Educational Rights and Privacy Act

UNITED STATES CODE, TITLE 29

157 Employee rights to engage in concerted, protected activity

794 Section 503 of the Rehabilitation Act of 1973; accessibility to federal web sites
CODE OF FEDERAL REGULATIONS, TITLE 34

99.1-99.67 Family Educational Rights and Privacy

COURT DECISIONS

Page v. Lexington County School District, (2008, 4th Cir.) 531 F.3d 275
Downs v. Los Angeles Unified School District, (2000) 228 F.3d 1003
Aaris v. Las Virgenes Unified School District, (1998) 64 Cal.App.4th 1112
Perry Education Association v. Perry Local Educators' Association, (1983) 460 U.S. 37
Board of Education, Island Trees Union Free School District, et.al. v. Pico, (1982) 457 U.S. 853
NATIONAL LABOR RELATIONS BOARD DECISIONS

18-CA-19081 Sears Holdings, December 4, 2009

Management Resources:

FACEBOOK PUBLICATIONS

Facebook for Educators Guide, 2011

WEB SITES

CSBA: http://www.csba.org

California School Public Relations Association: http://www.calspra.org
Facebook in Education: http://www.facebook.com/education

Facebook for Educators: http://facebookforeducators.org

Facebook, privacy resources: http://www.facebook.com/fbprivacy

Policy = ALUM ROCK UNION ELEMENTARY SCHOOL DISTRICT
adopted: October 10,2019 San Jose, California



ALUM ROCK UNION ELEMENTARY SCHOOL DISTRICT q Oq
2930 Gay Avenue
San José, CA 95127

Office of Superintendent of Schools

ITEM REQUIRING ATTENTION - BOARD OF EDUCATION

To the Board of Trustees:

Subject:  DISCUSSION/ACTION: Board Policy 4040, Second Reading — Employee Use of Technology

Staff Analysis:

Attached is the Board Policy 4040 — Employee Use of Technology. Staff recognizes that
technological resources can enhance employee performance by offering effective tools to assist
in providing a quality instructional program; facilitating communications with
parents/guardians, students, and the community; supporting district and school operations;
and improving access to and exchange of information. The Board expects all employees to learn
to use the available technological resources that will assist them in the performance of their job
responsibilities. As needed, employees shall receive professional development in the
appropriate use of these resources.

Recommendation:
Staff recommends approval of second reading.

Submitted by: Hilaria Bauer, Ph.D. Title: Superintendent
To the Board of Trustees: Meeting: October 10, 2019
Recommend Approval . Regular Board Meeting
Agenda Placement Hilawa er, Ph.D., Superintendent

DISPOSITION BY BOARD OF TRUSTEES

Motion by: Seconded by:

Approved: Not Approved: Tabled:




Alum Rock Union ESD

Board Policy
Employee Use 0Of Technology

BP 4040
Personnel

The Board of Trustees recognizes that technological resources can enhance employee
performance by offering effective tools to assist in providing a quality instructional programs-;_
facilitating communications with parents/guardians, students, and the communitys-; supporting
district and school operations:-: and improving access to and exchange of information. The Board
expects all employees to learn to use the available technological resources that will assist them in
the performance of their job responsibilities. As needed, employees shall receive professional
development in the appropriate use of these resources.

(cf. 0440 - District Technology Plan)

(cf. 1100 - Communication with the Public)
(cf. 1113 - District and School Web Sites)
(cf. 1114 - District-Sponsored Social Media)
(cf. 4032 - Reasonable Accommodation)
(ctf. 4131 - Staff Development)

(cf. 4231 - Staff Development)

(cf. 4331 - Staff Development)

(el 61634 —Student-Use-of 1echnology)

Employees shall be responsible for the appropriate use of technology and shall use the district's
technological resources primariy-for purposes related to their employment.

(cf. 0410 - Nondiscrimination in District Programs and Activities)

(cf. 4119.11/4219.11/4319.11 - Sexual Harassment)

(cf. 4119.21/4219.21/4319.21 - Professional Standards)

(cf. 4119.23/4219.23/4319.23 - Unauthorized Release of Confidential/Privileged Information)
(cf. 4119.25/4219.25/4319.25 - Political Activities of Employees)

(cf. 5125 - Student Records)

(cf. 5125.1 - Release of Directory Information)

(cf. 6162.6 - Use of Copyrighted Materials)

(cf. 6163.4 - Student Use of Technology)

District technology includes, but is not limited to, computers, the district's computer network
including servers and wireless computer networking technology (wi-fi). the Internet. web
resources, email, USB drives, wireless access points (routers), tablet computers. smartphones and
smart devices, cameras, copiers. telephones, cellular telephones, personal digital assistants,
pagers, MP3 players, wearable technology, any wireless communication device including
emergency radios. and/or future technological innovations, whether accessed on or off site or




through district-owned or personally owned equipment or devices.
District technology is that which is owned or provided by the district.

Personal technology is non-district technology.

Impersonating includes knowingly and without consent creating or accessing an account under
another person’s name for purposes of harming. intimidating, threatening. or defrauding an
individual or entity. (Penal Code § 528.5)

The Superintendent or designee shall establish an Acceptable Use Agreement which outlines
emplovee obligations and responsibilities related to the use of district technology. Upon
employment and whenever significant changes are made to the district's Acceptable Use
Agreement, employees shall be required to acknowledge in writing that they have read and
agreed to the district's Acceptable Use Agreement.

Emplovees shall not use district technology to access. post, submit, publish. or display harmful
or inappropriate matter that is threatening. obscene. disruptive. sexually explicit, or unethical or
that promotes any activity prohibited by law. Board policy, or administrative regulations.

Harmful matter includes matter, taken as a whole, which to the average person, applying
contemporary statewide standards. appeals to the prurient interest and is matter which depicts or
describes, in a patently offensive way. sexual conduct and which lacks serious literary, artistic,

political. or scientific value for minors. ( Penal Code 3 13)

The Superintendent or designee shall ensure that all district computers with Internet access have
a technology protection measure that prevents-protects against access to visual depictions that are
obscene, e¢-child pornography. or harmful to minors and that the operation of such measures is
enforced. The Superintendent or designee may disable the technology protection measure
during use by an adult to enable access for bona fide research or other lawful purpose. (20 USC
6777; 47 USC 254)

The Superintendent or designee shall annually notify employees in writing that they have no
reasonable expectation of privacy in the use of any equipment or other technological resources
provided by or maintained by the district, including, but not limited to. computer files. email, text
messages, instant messaging, and other electronic communications, even when provided their
own password.

To ensure proper use, the Superintendent or designee may monitor employee usage of district




technologyical resourees. including the-aceessing ofFemailand-stored-iles—— Monitoring-may-

eceur at any time without advance notice or consent and for any reason allowed by law. When-
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In addition, employees shall be notified that records maintained on any personal device or
messages sent or received on a personal device that is being used to conduct district business
may be subject to disclosure. pursuant to a subpoena or other lawful request.

Employee(s) shall be prohibited against impersonating other user accounts.

Employees shall report any security problem or misuse of district technology to the
Supermtendent or desmnee

Inappropriate use of district technology may result in a cancellation of the employee's user

privileges. disciplinary action. and/or legal action in accordance with law, Board policy, and
administrative regulation.




(cf. 4118 - Suspension/Disciplinary Action)
(cf. 4218 - Dismissal/Suspension/Disciplinary Action)

Legal Reference:

EDUCAHON-COBE

S1870-31874  Hdueation technology

52270-52272  Lducation technology-and professional development grants
32205.10-32295.55  Implementation of lsnhancing Education-Through -Technology grant
program

GOVERNMENT CODE

3543.1 Rights of employee organizations

6250-6270 California Public Records Act

PENAL CODE

502 Computer crimes, remedies

632 Eavesdropping on or recording confidential communications

VEHICLE CODE

23123 Wireless telephones in vehicles

23123.5 Mobile communication devices; text messaging while driving

23125 Wireless telephones in school buses

UNITED STATES CODE, TITLE 20

7101-7122 Student Support and Academic Enrichment Grants

7131 Internet safety

6751-6777 bnbkancing bducation Throush Fechnology Act, Title Hi Part- Do espectally:
6777 —Internet-safety

UNITED STATES CODE, TITLE 47

254 Universal service discounts (E-rate)

CODE OF FEDERAL REGULATIONS, TITLE 47

54.520 Internet safety policy and technology protection measures, E-rate discounts
COURT DECISIONS

City of San Jose v. Superior Court (2017) 2 Cal.5th 608

City of Ontario v. Quon et al. (2010) 000 U.S. 08-1332

Management Resources:

WEB SITES

CSBA: http://www.csba.org

American Library Association: http://www.ala.org
California Department of Education: http://www.cde.ca.gov
Federal Communications Commission: http://www.fcc.gov
U.S. Department of Education: http://www.ed.gov
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ALUM ROCK UNION ELEMENTARY SCHOOL DISTRICT
2930 Gay Avenue
San José, CA 95127

Office of Superintendent of Schools

ITEM REQUIRING ATTENTION — BOARD OF EDUCATION

To the Board of Trustees:

Subject:  DISCUSSION/ACTION: Exhibit 4040, Second Reading — Employee Use of Technology

Staff Analysis:

Attached is the new Exhibit 4040 — Employee Use of Technology. The Alum Rock Union
Elementary School District authorizes district employees to use technology owned or otherwise
provided by the district as necessary to fulfill the requirements of their position. The use of
district technology is a privilege permitted at the district's discretion and is subject to the
conditions and restrictions set forth in applicable Board policies, administrative regulations, and
this Acceptable Use Agreement.

Recommendation:

Staff recommends approval of second reading.

Submitted by: Hilaria Bauer, Ph.D. Title: Superintendent
To the Board of Trustees: Meeting: October 10, 2019
Recommend Approval \Regular Board Meeting
Agenda Placement Hilar‘gﬁM‘, Ph.D., Superintendent

DISPOSITION BY BOARD OF TRUSTEES

Motion by: Seconded by:

Approved: Not Approved: Tabled:




Alum Rock Union ESD

Exhibit
Employee Use of Technology

E 4040
Personnel

ACCEPTABLE USE AGREEMENT
AND RELEASE OF DISTRICT FROM LIABILITY (EMPLOYEES)

The Alum Rock Union Elementary School District authorizes district employees to use
technology owned or otherwise provided by the district as necessary to fulfill the requirements of
their position. The use of district technology is a privilege permitted at the district's discretion
and is subject to the conditions and restrictions set forth in applicable Board policies,
administrative regulations, and this Acceptable Use Agreement. The district reserves the right to
suspend access at any time, without notice, for any reason.

The district expects all employees to use technology responsibly in order to avoid potential
problems and liability. The district may place reasonable restrictions on the sites, material, and/or
information that employees may access through the system.

The district makes no guarantee that the functions or services provided by or through the district
will be without defect. In addition, the district is not responsible for financial obligations arising
from unauthorized use of the system.

Each employee who is authorized to use district technology shall sign this Acceptable Use
Agreement as an indication that he/she has read and understands the agreement.

Definitions

District technology includes, but is not limited to, computers, the district's computer network
including servers and wireless computer networking technology (wi-f1), the Internet, web
resources, email, USB drives, wireless access points (routers), tablet computers, smartphones and
smart devices, cameras, copiers, telephones, cellular telephones, personal digital assistants,
pagers, MP3 players, wearable technology, any wireless communication device including
emergency radios, and/or future technological innovations, whether accessed on or off site or
through district-owned or personally owned equipment or devices.

District technology is that which is owned or provided by the district.

Personal technology is non-district technology.

Impersonating includes knowingly and without consent creating or accessing an account under.



another person’s name for purposes of harming, intimidating, threatening, or defrauding an.

individual or entity. (Penal Code § 528.5)

Employee Obligations and Responsibilities

Employees are expected to use district technology safely, responsibly, and for work-related
purposes. Any incidental personal use of district technology shall not interfere with district
business and operations, the work and productivity of any district employee, or the safety and
security of district technology. The district is not responsible for any loss or damage incurred by
an employee as a result of his/her personal use of district technology. “ :

The employee in whose name district technology is issued is responsible for its proper use at all
times. Employees shall not share their assigned online services account information, passwords,
or other information used for identification and authorization purposes, and shall use the system
only under the account to which they have been assigned. Employees shall not gain unauthorized
access to the files or equipment of others, access electronic resources by using another person's
name or electronic identification, or send anonymous electronic communications. Furthermore,
employees shall not attempt to access any data, documents, emails, or programs in the district's
system for which they do not have authorization.

Employees are prohibited from using district technology for improper purposes, including, but
not limited to, use of district technology to:

I Access, post, display, or otherwise use material that is discriminatory, defamatory,
obscene, sexually explicit, harassing, intimidating, threatening, or disruptive

2. Disclose or in any way cause to be disclosed confidential or sensitive district, employee,
or student information without prior authorization from a supervisor

3. Engage in personal commercial or other for-profit activities without permission of the
Superintendent or designee

4. Engage in unlawful use of district technology for political lobbying

5. Infringe on copyright, license, trademark, patent, or other intellectual property rights
6. Intentionally disrupt or harm district technology or other district operations (such as
destroying district equipment, placing a virus on district computers, adding or removing a
computer program without permission, changing settings on shared computers)

7. Install unauthorized software

8. Engage in or promote unethical practices or violate any law or Board policy,



administrative regulation, or district practice

9. Impersonating other user accounts.

Privacy

Since the use of district technology is intended for use in conducting district business, no
employee should have any expectation of privacy in any use of district technology.

The district reserves the right to monitor and record all use of district technology, including, but
not limited to, access to the Internet or social media, communications sent or received from
district technology, or other uses within the jurisdiction of the district. Such
monitoring/recording may occur at any time without prior notice for any legal purposes
including, but not limited to, record retention and distribution and/or investigation of improper,
illegal, or prohibited activity. Employees should be aware that, in most instances, their use of
district technology (such as web searches or emails) cannot be erased or deleted.

All passwords created for or used on any district technology are the sole property of the district.
The creation or use of a password by an employee on district technology does not create a
reasonable expectation of privacy.

Personally Owned Devices

If an employee uses a personally owned device to access district technology or conduct district
business, he/she shall abide by all applicable Board policies, administrative regulations, and this
Acceptable Use Agreement. Any such use of a personally owned device may subject the contents
of the device and any communications sent or received on the device to disclosure pursuant to a
lawful subpoena or public records request.

Records

Any electronically stored information generated or received by an employee which constitutes a
district or student record shall be classified, retained, and destroyed in accordance with BP/AR
3580 - District Records, BP/AR 5125 - Student Records, or other applicable policies and
regulations addressing the retention of district or student records.

Reporting

If an employee becomes aware of any security problem (such as any compromise of the
confidentiality of any login or account information) or misuse of district technology, he/she shall
immediately report such information to the Superintendent or designee.

Consequences for Violation

Violations of the law, Board policy, or this Acceptable Use Agreement may result in revocation



of an employee's access to district technology and/or discipline, up to and including termination.
In addition, violations of the law, Board policy, or this agreement may be reported to law
enforcement agencies as appropriate.

Employee Acknowledgment

I have received, read, understand, and agree to abide by this Acceptable Use Agreement, BP
4040 - Employee Use of Technology, and other applicable laws and district policies and
regulations governing the use of district technology. I understand that there is no expectation of
privacy when using district technology or when my personal electronic devices use district
technology. I further understand that any violation may result in revocation of user pr1v1leges
disciplinary action, and/or appropriate legal action.

I hereby release the district and its personnel from any and all claims and damages arising from
my use of district technology or from the failure of any technology protection measures
employed by the district.

Name: Position:
(Please print)
School/Work Site:
Signature: Date:
Exhibit ALUM ROCK UNION ELEMENTARY SCHOOL DISTRICT

adopted: October 10, 2019 San Jose, California



ALUM ROCK UNION ELEMENTARY SCHOOL DISTRICT @, l ‘
2930 Gay Avenue
San José, CA 95127

Office of Superintendent of Schools

ITEM REQUIRING ATTENTION — BOARD OF EDUCATION

To the Board of Trustees:

CONSIDERATION/DISCUSSION: Board Policy 6163.4, First Reading — Student Use of
Subject:  Technology

Staff Analysis:

Attached is the Board Policy 6163.4 — Student Use of Technology. The Alum Rock Union
Elementary School District intends that all district technological resources be used in a safe,
responsible, ethical, legal, and proper manner in support of the instructional program and for
the advancement of student learning. The use of District technology is a privilege permitted at
the District's discretion and is subject to the conditions and restrictions set forth in this Board
policy and other applicable Board policies, administrative regulations, and the Acceptable Use
Agreement. All students using these resources shall receive instruction on their proper and
appropriate use.

Recommendation:
Staff recommends approval of first reading.

Submitted by: Hilaria Bauer, Ph.D. Title: Superintendent
To the Board of Trustees: Meeting: October 10, 2019
Recommend Approval __ Regular Board Meeting

9.1 A

\
Agenda Placement WBMn Ph.D., Superintendent

DISPOSITION BY BOARD OF TRUSTEES

Motion by: Seconded by:

Approved: Not Approved: Tabled:




Alum Rock Union ESD _

Board Policy
Student Use 0Of Technology BP

6163-4¢a)

BP 6163.4
BP 6163 4
Instruction

access —provided-by-the distriet-be used in a safe; _responmble ethlgal’ 1é¢

proper-manner in support of the instructional program and for ,I;he advam:’ement of student

learning. All students using these resources shall recewe mstruction 011 thcir proper and
appropriate use. %, %,

(cf. 0440 - District Technology Plan) 7
(cf. 1113 - District and School Web Sites)
(cf. 1114 - District-Sponsored Soual Medla}

(cf. 4040 - Employee Use of Technology)

feb S5 —Conduect) -
(cf. 6163.1 - Library Medla Centers)

Teachers, administrators, andfor hbf&w-mema—speelahstsdesmnated staff are expected to
review/prescreen the techn_q!pglcal resources and online sites that will be used later in the

classroom or assigned to students in order to ensure that they are appropriate for the intended
purpose and the a € of the students

eﬁgﬂeeﬁkwmeﬂ%ﬂéeﬂ%aﬂd—pa%@mdimﬁbe&%amhmdm

Definitions |

(eﬁ—ﬂ%ﬁ%%eiémg—@rades—gtpbm&eﬂmkpt%

District technology includes. but is not limited to. computers. the district's computer network
including servers and wireless computer networking technology (wi-fi), the Internet, Internet




hotspots, web resources, email, USB drives, wireless access points (routers), tablet computers,
smartphones and smart devices, cameras, copiers, telephones, cellular telephones, personal
digital assistants, pagers, eameras—copiers-MP3 players, wearable technology, any wireless
communication device including emergency radios, and/or future technological innovations,
whether accessed on or off site or through district-owned or personally owned equipment or
devices.

District technology is that which is owned or provided by the district.

Personal technology is non-district technology.

Harmful matter includes matter, taken as a whole, which to the average
contemporarv statew1de standardb, appeals to the prurient mtexest/"'

7

DOlllILal or scientific value for minors. (Penal Code § 3_13)

Impersonating includes knowingly and without consentgreatmg 0; acdessmg ‘an account under
another person’s name for purposes of harming, lnltmldaﬁj‘;g threatemné Zor defrauding an
individual or entity. (Penal Code § 528.5) 7

Notice to Students and Parents/Gﬁﬁrd;ang

At the beginning of each mstructlonal year.’or unon student enrollment. the Superintendent or
designee shall notify students and parents/guardians about authorized uses of district technology,
user obligations and responsibilitiés, and consequences for unauthorized use and/or unlawful
activities in accordance with this Boatd policy, Exhibit 6163.4, the district's Student Use of

Technology Acceptable Use Agteement and Release of District from Liability (Students)
referred to as "Aeceptable Use A_greement other Board polrcles administrative regulatlons. and

Befdr'e a studenf is autharlzed to use district technology-the-distriet's-technological resoeurces, the
student and his/her parent/guardian shall sign and return the Acceptable Use Agreement-
speeifyinguserobligations-and responsibilities. In that agreement, the student-and-his/her-
parent/ guardlan shall agree not to hold the district or any district staff responsible for the failure
of any technology protection measures, violations of copyright restrictions, or user mistakes or
negligence and shall —Fhey-shall-alse agree to indemnify and hold harmless the district and
district personnel for any damages or costs incurred.

(cf. 6162.6 - Use of Copyrighted Materials)




As per the Children’s Internet Protection Act (CIPA) federal law, the district reserves the right to
monitor student use of technology within the jurisdiction of the district without advance notice or
consent. Students shall be informed that their use of district technology, including, but not
limited to, computer files. email, text messages. instant messaging, social media activity, and
other electronic communications, is not private and may be accessed by the district for the
purpose of ensuring proper use. Students have no reasonable expectation of privacy in use of the
district technology. Students' personally owned devices shall not be searched except in cases
where there is a reasonable suspicion, based on specific and objective facts, that'the search will
uncover evidence of a violation of law, district policy, or school rules and \&‘hen the search is
reasonably related to the objectives of the search and not excessively lgtrusﬁ'f in lighto
student’s age, gender, and/or the nature of the infraction. 7%

(cf. 5145.12 - Search and Seizure)

The Superintendent or designee may gather and mamtaln/mforgatmg nertgmmg dllrectly to
school safety or student safety from the social media aénwty of Ei’jw dr_s;rlct Student in
accordance with Education Code 49073.6 and BP/AR 5 125 Studefg_’ Reéords.

(cf. 5125 - Student Records)

Whenever a student is found to have v1olafed Board DOli(fY or thé district's Acceptable Use
Agreement, the principal or designee:ma 3y cance] or limit/ ‘a student's user privileges or increase
supervision of the student's use of the distfict's cqmpm_q:__lt “and all other technological resources.

as appropriate. [nappropriate use also’ may, result in‘disciplinary action and/or legal action in
accordance with law and Board policy.” 2

cf. 5125.2 - Wlthholdm y (Jrades Dmloma o Transcripts)

(cf. 5144 - Discipline)

(cf.5144.1 - Suspenswn and. Expulsmnf[)ue Process) BEOLO3 e
(cf. 5144.2 - SusDensmn énd EXpulsmnfDue Process (Students with Disabilities))

The Leg@lure finds thgl the” lise bv any person, including a pupil, of any electronic listening or
lecordmg deviee in a:mf classtoom of the elementary and secondary schools without prior
consent of the teg_cher and the principal of the school given to promote an educational purpose
disrupts and impairs the teaching process and discipline in the elementary and secondary schools,
and such use is prohibited. Any person. other than a pupil, who willfully violates this section
shall be guiltyof a misdemeanor. _Any pupil violating this section shall be subject to appropriate
disciplinary action. This section shall not be construed as affecting the powers, rights, and
liabilities arising from the use of electronic listening or recording devices as provided for by any
other provision of law. (Education Code 51512)

The Superintendent or designee, with input from students and appropriate staff, shall regularly
review and update this policy. the accompanying exhibit, and other relevant this-peliey-the-

ae%mﬁawmﬁmnﬁ%m%weﬂgtﬂaﬁaﬂ—aﬂd—ﬂﬂwwmaﬁ&procedures to enhance the safety and

security of students using technological resources on or off district property-the-distriet's-
technological resources— and to help ensure that the district adapts to changing technologies and




circumstances.

Internet Safety Hse-of DistrictComputers-for-Online Serviees nternet- Aceess

The Superintendent or designee shall-ensure-that-all-districtcomputers-with-Internet-access-have-
shall ensure that all district computers with Internet access have a -technology protection
measure that filtersprotects against bleeks-orfilters-Internet-access to visual deplctlons that are
obscene, —ehild-child pornographyy, or harmful to minors and that the opergﬂ’ﬁn of such
measures is enforced. (20 USC 6777, 47 USC 254, 47 CFR 54.520) 7 »

To reinforce these measures, the Superintendent or designee shall im Ilemeﬁt ruleSf@glgi 7
procedures designed to restrict students' access to harmful or mapprOprlaﬁe,t;laﬁer on the Internet
and to ensure that students do not engage in unauthorlzed or unfa wiul 61;}1116 ac les Statt

3
£rs)

The district's Acceptable Use Agreepiétit s shdli "offtlmc app”oprlate student conduct when using
the Internet or other forms of electfonic commuﬁ;patio% including, but not limited to,
prohibitions against: % » 4

e
i

i 7 Accessing, postmwmlttma publlshlmz or displaying harmful or inappropriate matter
on any social media platform or websﬁe that is threatening, obscene, disruptive, or
sexually explicit. or that could be construed as harassment or disparagement of others
based on theit’ raoe[e_:_t,hmcntv. national origin, sex, gender, sexual orientation, age,
dlsabllltv, téligion, or Dg,htlcal beliefs

(cf. 5131 Conduct’)' 7

(cf. 5131.2 - Bullvmg)

(cf. 5145 3 - Nondiscrimination/Harassment)
7 ~Sexual’ Harassment)

(cf. 5145.9 = Hate-Motivated Behavior)

(cf. 1114 - District Social Media Platform)

2. Intentionally uploading, downloading. or creating computer viruses and/or maliciously
attempting to harm or destroy district equipment or materials or manipulate the data of
any other user, including so-called "hacking"

3. Disclosing, using, or disseminating personal identification information (such as name,
address, telephone number, Social Security number, or other personal information) of
another student, staff member, or other personsDistributing-personal-identification-




iformation-ineluding the name-address-telephone number-Social Security-number-or
otherpersonally-identifiable-information—of anotherstudent—staff memberor-other
persen-with-the- intent-to-impersonates-threaten—intimidate -harass—ridicule-or-otherwise-
harm-that-person

4, Bullying. harassing, intimidating, or threatening other students. staff, or other individuals

("cyberbullying')

5. Impersonating other user accounts

6. Engaging in or promoting any practice that is unethical or vmlates arw Idw Gr Bpard
policy. administrative regulation. exhibit. or District nracuce K Z %,

The Superintendent or designee shall provide age-appropnate mstruct’ ion regardmg safe and
approprlate behavior on social networking sites, chat rooms, eleCtI'leL communication,

messaging. and other Internet services. Such mstructlon shall include, but not be limited to, the
dangers of posting one's own personal identificatiofi mfonnatlon onIme misrepresentation by
online predators, how to report inappropriate or offensive content or threats, behaviors that
constitute cyberbullying, and how to respond when subjected to cyberbullying.

Legal Reference:

EDUCATION CODE

49073.6 Student records: social media

51006 Computer education and resources

51007 Programs to strengthen technological skills
SH70-5187 4 bdueationtechnology

60044 Prohibited instructional materials

PENAL CODE

313 Harmful matter

502 Computer crimes, remedies

632 Eavesdropping on or recording confidential communications
653.2 Electronic communication devices, threats to safety




SB 1411
UNITED STATES CODE, TITLE 15
6501-6506 Children's Online Privacy Protection Act
UNITED STATES CODE, TITLE 20
6751-6777 Enhancing Education Through Technology Act, Title II, Part D, especially:
6777 Internet safety
UNITED STATES CODE, TITLE 47
254 Universal service discounts (E-rate)
CODE OF FEDERAL REGULATIONS, TITLE 16
312.1-312.12 Children's Online Privacy Protection Act
CODE OF FEDERAL REGULATIONS, TITLE 47 ’ v %,
54.520 Internet safety policy and technology protection measures, E—rate dlscounls
COURT DECISIONS W Z %,
New Jersey v. T.L..O., (1985) 469 U.S. 325
Management Resources:
CSBA PUBLICATIONS 7%y,
Cyberbullying: Policy Considerations for Boards, Pohcy Br;cf July 2007
FEDERAL TRADE COMMISSION PUBLICATIONS 7, /
How to Protect Kids' Privacy Online: A Guide for Teachers, December 2000
Y- SPACECOM PUBLICAHONS
qu-(-)mcmm%ehem%mmm-% Gul{ie—t&binde%%aﬂdm-gaMgrSpa«:eaﬂé Resolving Social
Networking Issues
WEB SITES
CSBA: http://www.csba.org : / ny
American Library Association: http//www.ala.org’”
California Coalition for Children's Internet Safety; http://www.cybersafety.ca.gov
CaliforniaDepartment-of- Education—http/Ayyww-ede-cagov
Center for Safe and Responsible Internet Use: http://csriu.org BP-6163.4e)
Federal Communications Commission: http://www.fcc.gov
Federal Trade Commission, Children’s Online Privacy Protection:
http://www.fic.gov/privacy/privacyinitiatives/childrens.html
U.S. Department of Education: hitp://www.ed.gov
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ALUM ROCK UNION ELEMENTARY SCHOOL DISTRICT q \ [’Z‘
2930 Gay Avenue
San José, CA 95127

Office of Superintendent of Schools

ITEM REQUIRING ATTENTION - BOARD OF EDUCATION

To the Board of Trustees:

Subject: CONSIDERATION/DISCUSSION: Exhibit 6163.4, First Reading — Student Use of Technology

Staff Analysis:

Attached is the Exhibit 6163.4 — Student Use of Technology. The Alum Rock Union Elementary
School District authorizes students to use technology owned or provided by the District for
instructional purposes. The use of District technology is a privilege permitted at the District's
discretion and is subject to the conditions and restrictions set forth in applicable Board policies,
administrative regulations, and this Acceptable Use Agreement.

Recommendation:

Staff recommends approval of first reading.

Submitted by: Hilaria Bauer, Ph.D. Title: Superintendent
To the Board of Trustees: Meeting: October 10, 2019
Recommend Approval ; Regular Board Meeting
Qi \ WAl
Agenda Placement I'\\ap{a\Bm"er Ph.D., Superintendent

DISPOSITION BY BOARD OF TRUSTEES

Motion by: Seconded by:

Approved: Not Approved: Tabled:




Alum Rock Union ESD

Exhibit
Student Use of Technology

E 6163.4
Instruction E-6163-4(a)

%, Y, /,:/’
The Alum Rock Union Elementary School District @)is/./ 3‘_ atifforizes students to use
technology owned or provided by the Dmggict for mstngﬁ(ihal Qumoscs The use of District
technology is a privilege permitted at the Distric's discrétion and is subject to the conditions and
restrictions set forth in Board Pollcff 61 63, 4 Student Use of Technology.Beard-pelicies:
administrative regulations: —and-this Exhibit 6163 _ﬂ_,__he district's Student Use of Technology
Acceptable Use Agreement aan_ Releas’ejgf‘ Distr ct from Liability (Students) referred to as
“Acceptable Use Agreement. other Board polic s, administrative regulations, and exhibits
relating to the use of District technology, and ;applicable state and federal laws.Aceeptable Use-
Agreement: The Dlsjﬁé‘t has the” f},ght to stop access at any time, without notice, for any reason.

reasonable reéfmctlm;g on the sﬂ’es material. and/or mformatlon that students may access through
the sgsterﬁg i

acﬁ Student who is authorlzed to use District technology and his/her parent/guardian shall sign

this Accgp_gble Usé, Agreement#&g;reemem—) Signing the Acceptable Use Agreement means
it has been’ rﬂad and understood.

Definitions

District technology includes, but is not limited to, computers, the District's computer network
including servers and wireless computer networking technology (wi-fi). the Internet. Internet
hotspots, web resources, email, USB drives, wireless access points (routers), tablet computers,
smartphones and smart devices, cameras, copiers, telephones, cellular telephones. personal
digital assistants, pagers, eameras.-eopiers-MP3 players, wearable technology. any wireless
communication device including emergency radios, and/or future technological innovations,




whether accessed on or off a school site or through District-owned or personally owned
equipment or devices.

Impersonating includes knowingly and without consent creating or accessing an account under
another person’s name for purposes of harming. intimidating, threatening, or defrauding an
individual or entity. (Penal Code § 528.5)

//,f/’
ﬁ

Since the use of District technology is only intended for educational DM stuiﬁfr/ffs,shall not
have any expectation of privacy in any use of District technology. The use of Dj
shall constitute express consent to being monitored. This consent & héri
representatives to monitor, without prior notification or conserit,_ all’t
including, but not limited to. Internet or social media, emails ancffmhef ﬁgmmlfﬁfﬁﬁtl ons sent or
received from District technology. audios or visual mater il 1
information and deleted information or files. Any use ifi support of.illéfal activities must be

reported to the authorltles Such revnewmgz’recordérg may %cur at érw tiffie without notice for

Privacy

erased or deleted.

All passwords created for or Atsed on }{; letriétxlechnolo gy are only the property of the District.
The creation or use of a nﬁ’&“s’m)rd by a studént on District technology does not create a
reasonable expectatxon@l‘i privacy, nor does it prevent the District from
lmpcrsonatmg/rcvne{gi_ng/recmdmg@‘tudent s account and its usage.

Y
4"'

'///,

7 7/":7-';.
igatior ang Resﬁonsnblhtles

Studeng§_zire exp Jgﬁ_gd’ to use Dls’mct technology safely. responsibly, and for educational
purpf/)ges only/ The stlg_dent in whose name District technology is issued is responsible for its
proper use at. all’ tamcs Under Education Code Section 48904, the District can be reimbursed for
willful degg‘ilctlon ‘6f instructional materials and property. and diplomas, transcripts, ete.. can be
withheld ufitil damages are paid. _Students shall not share their assigned online services account
information, passwords. or other information used for identification and authorization purposes.
Students shall use the system only under the account to which they have been assigned.

Students cannot use District technology for improper purposes. Improper uses include, but are
not limited to:

1. Accessing. posting, submitting. publishing, or displaying harmful or inappropriate matter
on any social media platform or website that is threatening, obscene, disruptive, or
sexually explicit, or that could be construed as harassment or disparagement of others




based on their race/ethnicity, national origin. sex. gender, sexual orientation, age,

d1sab111ty, rel 1g_0n, or pollncal behefsAeeessmg—pes%me—dtsalawﬂg—eHmw&eﬂal—

2. Bullying, harassing, intimidating, or threatening other students, staff, or other individuals
("cyberbullying")

3. Disclosing, using, or disseminating personal identification mformatlon, ( such as name,
address, telephone number, Social Security number. or other perso mformanon) of
another student, staff member. or other persons f// Wy,

Y Y Y,
,/,;/,, '-5 ’ ’///// 9
4. Infringing on copyright, license. trademark. patent. or othg mtelfe’ f fights
,;///4; ¥ A

”f”///f?;f,

tnétx,tec ils

materials or téschange data’e,f the District or other users

""// i
/-‘// T ’%/x ,7

87. Impersénat{ﬁg other usér»accounts

///

¢ any practice that is unethical or violates any law or Board
v,fadmm_a,%tratwef regulation, exhibit, or District practice

'f;/‘,_'

Personally Owned Devices

If a student uses a personally owned device to access District technology. the student shall follow
all applicable Board policies. administrative regulations. and this Acceptable Use Agreement.




Any use of a personally owned device may subiject the contents and use of the device to
disclosure because of a lawful subpoena or public records request. Inappropriate use of a
personally owned device at school may lead to discipline.

Reporting

If a student becomes aware of any security problem (such as any compromise of the
confidentiality of any login or account information) or misuse of District technoloav. the student
shall immediately report such information to the teacher or principal.

Consequences for Violation

could lead to the Distrlct notlfvmg

Disclaimer:

Alum Rock Union Elementary School Di 1ct is gof fgponﬁhj&ffor any damages suffered
by the student, including those arising fr 'in non-deliveries; misdeliveries, service
interruptions, unauthorized use, loss of dgta, agd e)fg'cisure to potentially harmful or
inappropriate material or people./AUse of 4y infornidtion obtained through the Internet
or communications technologies’is a is’ at the stll_tfgllt’ S OW n risk. The District specifically denies
any responsibility for the accuracv or QM— in formation obtained through the Internet.
The District assumes no fél.‘nh for pér onﬁ’l:’ hno!ogv. includin_g computers. smart

amaged, lostor stélen. _The student and his/her parent/guardian shall indemnify and

hol:f Alum Rock’ Unmn Elementary School District harmless from any losses sustained as
the result ‘of use or’ ‘misuse of the District’s technology resources by the student, or the loss
or damage’ of personal technology.

%,
%

Student Acknowledgment

I have received, read, understand, and agree to follow this Acceptable Use Agreement, the
Student/Parent Information Handbook, Board Policy 6163.4, Student Use of Technology. and
other applicable laws and District policies, regulations. and exhibits relating to the use of District
technology. I understand that the student named below has no expectation of privacy when using




District technology. and I understand that any violation may result in loss of user privileges.
disciplinary action, and/or appropriate legal action.

Name: Grade:
(Please print)

(Pleaseprint)

School:

Signature:

Parent or Legal Guardian Acknowledgment

If the student is under 18 vears of age, a parent/gy%rd:an ﬁ!‘g}st also /)’;gad/ and sign the
aAcceptable Use Agreement. My, %, //

%,
7
/19/

As the parent/guardian of the above-nam ig,s”tﬁdent Thaye f”':zfzafc_lA understand and agree that my
child shall comply with the terms of this egcp;@ble U’s/a Agrcemcnt

,/

I release and agree to indemnify ar@;l_gpld harmff%s the;Dnstnct its personnel. governing board,

and any affiliated persons or institutio ﬁ'ﬁm ny aqg all costs incurred. claims, damages of any
g ’s use of, or 'mz.rab1l1fii_-to use, the Internet or the District’s computers,
network, or other technologtés or technology‘gevices including. but not limited to, claims that
may arise from the lgj_ulhonze& purchase of products or services, failure of any District
technology or Intemﬂi protectlon measures copyright infringement. user mistakes or negligence,
h y harmful orinappropriate material or behavior. I understand that I can
be held liable for é_m_ges causéd by my child’s intentional or unintentional misuse of the
Internet o, Distf;gt cﬁmputers___gg_fwork technologies, or technology devices. Further, I accept

full re onélbllmf fo’r suﬁggvls’ ng my child's use of his/her access account when such access is
not !fl the schoe,;settmig‘_ .

///
&
/,ﬂ(

:’f

‘_.7/

I understand 1f my child breaks any of these rules or uses the District computer system. District

technologies. or network in an inappropriate way. his/her privilege to use these technologies may
be taken away. | may be called, and my child may be subject to discipline.

STUDENT USE OF TECHNOLOGY(eontinued) E-6163.4(e)
i L= B AN




By signing this Acceptable Use Agreement, I give permission for my child to use the District’s

network, computer systems, cloud services and other technology and agree to the terms and
conditions in the Acceptable Use Agreement.

Name: Date:
(Please print)

Signature:

7
% W,
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Exhibit









ALUM ROCK UNION ELEMENTARY SCHOOL DISTRICT
2930 Gay Avenue

San José, CA 95127 q , %

Office of Superintendent of Schools

ITEM REQUIRING ATTENTION — BOARD OF EDUCATION

To the Board of Trustees:

Subject: Board will reconsider setting the January 2020 Board Meeting to January 16, 2020.

Submitted by: Hilaria Bauer Title: Superintendent

To the Board of Trustees: Meeting: October 10, 2019
Regular Board Meeting

.13 W

Discussion/Action
N \
A ) ?jfl x\ / /\
\ k WV L

Agenda Placement Hilaria B ér, Ph.D., Superintendent

DISPOSITION BY BOARD OF TRUSTEES

Motion by: Seconded by:

Approved: Not Approved: Tabled:




ALUM ROCK UNION ELEMENTARY SCHOOL DISTRICT
2930 Gay Avenue, San Jose, CA 95127

0. Ol

Office of Superintendent of Schools

ITEM REQUIRING ATTENTION - BOARD OF TRUSTEES

To the Board of Trustees: Date: September 26, 2019

Subject: Resolution No. 20-18/19 UPDATE
Agreement Between the Governing Board of the Alum Rock Union
Elementary School District and the Santa Clara County
Superintendent of Schools Regarding Necessary Revisions for
Compliance with Statutory Budget Requirements in Conjunction with
the Local Control Accountability Plan (Education Code § 42127 and
52070)

At a regular board meeting held on December 13, 2018, the board adopted RESOLUTON NO.
20-18/19, a resolution establishing agreement between the governing board of the Alum Rock
Union Elementary School District (ARUSD) and the Santa Clara County Superintendent of
Schools regarding necessary revisions for compliance with the statutory budget requirements
in conjunction with the Local Control Accountability Plan (LCAP). As a result, the District is
required to comply with the recommendations and necessary revisions as outlined in said
resolution. Staff will provide a status update to the board on a monthly basis.

ﬁ)

**INFORMATION/UPDATE**

v

Approved by: Kolvira Chheng T|t|e Assistant Superintendent, Business Services

To the Board of Trustees: Meeting: October 10, 2019
« Regular Board Meeting
INFORMATION/UPDATE
10, Ol \Wan
Agenda Placement |Iér Bauer Ph.D., Superintendent

DISPOSITION BY BOARD OF TRUSTEES

Motion by: Seconded by:

Approved: Not Approved: Tabled:
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- ALUM RoOCK
Ve UNION ELEMENTARY SCHOOL DISTRICT

/0,
ollas uo!

2930 Gay Avenue, San José, CA 95127 - Phone: 408-928-6800 +  Fax: 408-928-6416 - www.arusd.org

To: Hilaria Bauer, Ph.D., Superintendent
From: Kolvira Chheng, Assistant Superintendent, Business Services
Re: Resolution No. 20-18/19 Update

Date: October 10, 2019

At a regular board meeting held on December 13, 2018, the board adopted RESOLUTON NO.
20-18/19, a resolution establishing agreement between the governing board of the Alum Rock
Union Elementary School District (ARUSD) and the Santa Clara County Superintendent of
Schools regarding necessary revisions for compliance with the statutory budget requirements in
conjunction with the Local Control Accountability Plan (LCAP). As a result, the District is
required to comply with the recommendations and necessary revisions as outlined in said
resolution. Staff will provide a status update to the board on a monthly basis.

Below are updates at the October 10, 2019 Board Meeting

Pursuant of RESOLUTION NO. 20-18/19, the District is required to comply with the following
items:

1. Starting in January 2019 and continuing at a minimum through January 2020, the District
will present to the board a monthly report of certificated FTE. The monthly report of FTE
will be reconciled monthly with payroll to ensure the accuracy of the count. The monthly
report of FTE will be compared to the current budgeted FTE to ensure the budget is on
track.

Status
Completed and ongoing. Attachment A includes the position control report and payroll
register report for the month of September.

2. Starting in January 2019 and continuing at a minimum through January 2020, the District
will present to the board a monthly report of cash reconciliation for all funds.

Status
Completed and ongoing. Attachment B includes cash reconciliation for the all funds for
July and August.
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A






