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State of New York

 

to strengthen controls intended to safeguard district assets.

this report.

State of New York
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State of New York

EXECUTIVE SUMMARY

for two network support specialists to provide technical assistance and support for the District’s 
network and other information technology (IT) functions. The District also pays the high school and 
intermediate school principals a stipend to oversee the software applications used for the student 

contact for IT issues within the school buildings.
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identify who was responsible for various aspects of the District’s IT environment. Without these 

contractors understand their responsibilities to ensure that the District’s IT assets are secure. 

We also found that the District did not keep an inventory of software licenses and its hardware inventory 

were not included in the inventory system. Without an accurate inventory of computer and technology 

could access inappropriate websites and put the District’s network at risk.

generally agreed with our recommendations and plan to take corrective action. 
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comprises seven elected members. The Board is responsible for 

educational affairs. 

The District Treasurer is responsible for accounting for the District’s 

Educational Services (BOCES) for two network support specialists to 
provide technical assistance and support for the District’s computer 
network and other information technology (IT) functions. The District 
also pays the high school and intermediate school principals a stipend 
to oversee the software applications used for the student management 

level of support and contact for IT issues within the school buildings.

The objective of our audit was to determine whether the District’s 

areas in need of improvement concerning the oversight of IT 
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certain vulnerabilities are not discussed in this report but have been 

corrective action.

We conducted our audit in accordance with generally accepted 

standards and the methodology used in performing this audit are 

The results of our audit and recommendations have been discussed 

generally agreed with our recommendations and plan to take 
corrective action. 

The Board has the responsibility to initiate corrective action. Pursuant 

recommendations in this report should be prepared and provided to 
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over IT resources that include policies and procedures designed 

accurate inventory record that is periodically reviewed and updated. 

are secure. 

Policies and procedures over IT are part of the internal control structure 

a school district. Effective protection of computing resources and 
data include the adoption of an acceptable use policy that informs 

and restoring operations should a disaster occur and an asset disposal 
policy for the proper and timely sanitization and disposal of IT assets. 
The Board should periodically review and update these policies as 

environment. Computer users need to be aware of security risks and 

threats to the network.

the District has loaned to middle and high school students and some 
building staff. Because the use of the tablets is not addressed in the 
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systems and data. 

Computer Security – The Board has not developed a written computer 

District’s IT assets are more susceptible to loss or misuse when users 
are not aware of security risks and practices necessary to reduce 
those risks. The Board was not aware that it should create a computer 
security plan.

Disaster Recovery – The Board has not adopted a comprehensive 
disaster recovery plan to address potential disasters. This occurred 

or to appropriately recover data. Without a comprehensive disaster 

suffer a serious interruption in District operations.

 – The Board has not adopted 
procedures for sanitizing hard drives and other electronic media before 
disposing of them. Because the District has not provided guidance for 

or disclosed by unauthorized individuals with access to the discarded 

 – The Board has not adopted a policy 
to ensure that network users are provided with IT security training 
to ensure they understand the security measures designed to protect 
the District’s network and their responsibilities for protecting the 

out their email passwords during an email phishing attack and spam 
was sent out from their accounts. The District’s email accounts were 

have been prevented if users were aware of IT security concerns 
through security awareness training. Creating security awareness 
through training also helps to ensure that everyone understands his 

District’s IT assets are more vulnerable to loss and misuse because 
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network users are not aware of security risks and practices needed to 
reduce those risks.

there should be a written agreement between the District and the 

performance targets so that there is a mutual understanding of the 

The District has a written agreement with BOCES for the service 
of two network support specialists to provide technical assistance 
and support for the District’s network and other IT functions. One 

duration of services and biweekly onsite hours for the network 

could contribute to a lack of individual accountability for various 

data and computer resources are at greater risk for unauthorized 

records of IT assets and perform a periodic physical inventory. 
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has been misplaced or stolen. 

The District’s IT hardware inventory records were incomplete and 
inaccurate. The District’s stores clerk keeps an inventory list of 

items that should have been tagged and entered into the inventory 
system and traced them to the District’s inventory records.  Eighteen  

Without an accurate inventory of computer and technology 

be unable to provide the insurance company with an accurate list 

replace. 

The purpose of a software license is to grant an end user permission 
to use one or more copies of the software program. When a software 

manufacturer that authorizes the purchaser to use a certain number 
of copies of the software. Organizations must obtain licenses 
commensurate with the number of copies in use. Implementing a 
complete and comprehensive software inventory list is crucial to 
safeguard IT assets from potential unlicensed software being installed 

owned software installed on computers and the number of copies 

reviewing all computers owned by the District to ensure that all 
software programs installed are properly approved and licensed and 
that District staff is in compliance with the District’s acceptable use 
policy.1 

inventory record of software programs installed on computers. The 
District also did not have a list of the approved software programs 

review of the software installed on machines. 

1 The District developed an acceptable use policy to provide employees with 

through the building principals and purchased through IT management.
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2  

to determine if the software installed was authorized and properly 

support the licensing for three software programs.4 Because District 

list of software installed on machines and perform regular reviews of 

programs were authorized by IT management and licenses were 

sometimes discovered random software when he was working on 
District computers or when a staff member called with an issue 

specialist reimaged the computers to ensure that all computers had 
the appropriate software. The network support specialist no longer 
allows users to install software on their computers. 

that it is a nearly indispensable resource for conducting legitimate 

can be infected by malicious software

Web Filters

2

how the samples were chosen. To determine our population without a reliable 

4

was no documentation inside the packaging to show that the software programs 
were purchased by the District.

rootkits and other forms of invasive contaminating software. It can be introduced 

and networks.
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and password information. Hackers can later use this information to 

risk of loss. Internet browsing increases the likelihood that users will 

6

relating to the domains visited. We reviewed a usage report of the top 

anonymously. The site was not blocked because it was listed under 

  

The District allowed “unknown” sites because many of them are 

could access inappropriate websites and put the District’s network at 
risk.

6 Spam is irrelevant or inappropriate messages sent on the Internet to a large 
number of recipients. 

 Malware is software that is intended to damage or disable computers and 
computer systems.
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computers.

• Computer security.

• Disaster recovery.

• 

4. Establish a written agreement with BOCES that states the 

service to be provided by the network support specialists.

periodic physical inventories. Someone separate from the 
recordkeeping process should perform the periodic physical 
inventories and investigate any differences.

of all software that the District owns.

District computers and compare the results to the District’s 
inventory list.

which shows the number of licenses for each software item or 
package purchased.

9. Ensure that District IT personnel monitor Internet usage in the 
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APPENDIX A

RESPONSE FROM DISTRICT OFFICIALS
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APPENDIX B

AUDIT METHODOLOGY AND STANDARDS 

obtain an understanding of the District’s IT operations.

• We obtained a list of staff in each of the school buildings categorized by class subject. From 

to obtain a list of all software installed on each machine. We reviewed the installations for 

the District authorized all software and whether the District maintained proper licensing for the 
software installed on each of the machines reviewed.

the IT assets to the District’s inventory records and physically located the IT assets that were 
not in the inventory records.

• We reviewed the District’s agreement with BOCES for the services of their network support 
specialists. 

We conducted this performance audit in accordance with generally accepted government auditing 

conclusions based on our audit objective.
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APPENDIX C

HOW TO OBTAIN ADDITIONAL COPIES OF THE REPORT
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APPENDIX D
OFFICE OF THE STATE COMPTROLLER

DIVISION OF LOCAL GOVERNMENT
AND SCHOOL ACCOUNTABILITY

LOCAL REGIONAL OFFICE LISTING

BINGHAMTON REGIONAL OFFICE

44 Hawley Street

BUFFALO REGIONAL OFFICE

GLENS FALLS REGIONAL OFFICE

One Broad Street Plaza

HAUPPAUGE REGIONAL OFFICE

NEWBURGH REGIONAL OFFICE

ROCHESTER REGIONAL OFFICE

The Powers Building

SYRACUSE REGIONAL OFFICE

STATEWIDE AUDITS

44 Hawley Street 


