Competency Statements: 11.1003 Computer and Information Systems Security/Information Assurance (2023)

Information Technology Fundamentals

Information Protection (Data Access,
Maintenance), Laws, Ethics & Governance

Risk Assessment, Threat Detection,
Communications, Response, Recovery, &
Business Environment Awareness/Training

Demonstrate knowledge of the hardware
components and software applications, perform
installation and updates to multiple operating
systems, proprietary, and open-source software. A1

Describe and employ communication and network
protections (data-at-rest and data-in-transit) B1

Continually research, identify, and document
collected event data, threats, and asset (internal and
external) vulnerabilities. C1

Career Ready Practices*
Refer to the Career Ready Practices tab for standards and
performance indicators

Demonstrate problem solving skills consistently and
independently

Identify and compare new IT trends and
technologies to build an understanding of their
potential influence on industry practices. A2

Configure policy to protect assets through
removal, transfers, and disposition. B2

Identify threats, vulnerabilities (unauthorized
personnel, connections, devices, and software),
likelihoods, and impacts to determine risk to
business operations. C2

Demonstrate collaboration skills consistently and
independently

Demonstrate knowledge of device cross-platform
development, User Experience (UX), User Interface
(Ul), and responsive design. A3

Perform data backups and integrity checks
(software, firmware, data); develop and test
(sandbox) solutions. B3

Detect and document malicious and unauthorized
code (local, remote, mobile, web). C3

Demonstrate personal management skills consistently
and independently

Utilize solutions (version control, data backup,
cloud, etc.) to maintain data integrity. A4

Prioritize resources (e.g., hardware, devices, data,
software, both external/internal) based on their
classification, criticality, and business value. B4

Describe organizational risk tolerance and potential
financial impact from downtime, data loss, or theft.
c4

Demonstrate communication skills consistently and
independently

Recognize and analyze potential IT security threats
to develop and maintain security requirements. A5

Perform and log maintenance (local, remote)
repair of organizational assets in a timely manner
with approved and controlled tools. B5S

Describe the importance of response plans (incident
response and business continuity) and recovery
plans (incident Recovery and Disaster Recovery),
including personnel roles and order of operations;
before, during, and after an event. C5

*Required for ALL CTE programs. Not reported in CTEIS.
Monitored through CIP Self-review and TRAC review.

Demonstrate knowledge of network integrity
protection by incorporating network segregation
where appropriate using various network topologies
and solutions. A6

Describe cybersecurity roles and responsibilities
for the entire workforce and third-party
stakeholders (e.g., suppliers, customers, partners)
to ensure accountability. B6

Communicate information (when incident occurs)
with internal and external stakeholders to achieve
broader cybersecurity situational awareness. C6

Identify and describe quality assurance concepts to
develop an understanding of the requirements for
IT products and services. A7

Develop a plan for infrastructure lifecycle
(implementation. reliability testing, scheduled
preventative maintenance, and end-of-life). B7

Identify response to contain, categorize (risk
acceptance), and mitigate incidents and identified
vulnerabilities. C7

Interpret documentation, author, and analyze logs
and data to identify issues. A8

Define and modify access permissions (local and
remote) incorporating the principles of least
privilege and separation of duties. B8

Describe the impact of technical supply chain
challenges on business operations and risk. C8

Orange Font = PCC Competency Code
(A1 = PCC A, Competency Statement 1)

Implement quality control systems and software
testing practices to ensure quality products and
services. B9

Identify and communicate the organization's
mission, objectives, and roles to stakeholders
(internal and external) to ensure critical services are
delivered. C9

Identify the legal and regulatory requirements
regarding cybersecurity - including privacy and
civil liberties obligations. B10

Justify the need for periodic cybersecurity risk
awareness training of all business stakeholders.
Cc10

Demonstrate positive cyber citizenry through
ethical best practices and behaviors. B11

Develop professional portfolio related to seeking and
applying for employment in IT Career Pathway. C11

Identify governance and risk management policies
to address cybersecurity risks. B12

Demonstrate diversity, equity, inclusion, and
accessibility (DEIA) best practices. B13
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Competency Problem Solving (PS) Competency Collaboration (CL) Competency Personal Management (PM) Competency Communication (CM)
PS Demonstrate problem solving skills CL Demonstrate collaboration skills PM Demonstrate_ personal management skills cm Demonstrate communication skills
Competency consistently and independently Competency consistently and independently Competency consistently and independently Competency consistently and independently
Statement Statement Statement Statement
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PS2B L p ely imp 9 CL2A being a member of a community and demonstrate PM2A career goals and regularly act on a plan to attain Use technology to enhance productivity
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technologies, and materials and their impact on Be conscientious of the impact of decisions on Understand personal interests, preferences, and ERIID (D PIEElED D Gl iy el e
PS2C LI Ry . p CL2B . p PM2B p [P : CM2A technology to accomplish workplace tasks and
the environment, social condition and the others and the environment goals
L solve workplace problems
organization
Identify the near-term and long-term consequences Display perspective regarding the career pathways
PS3 Utilize critical thinking to make sense of of actions and seeking to act in ways that contribute available and the time, effort, experience, and other Flexible and adaptive in acquiring and using new
g o CL2C ; ; PM2C ) - ) CM2B
Standard |problems & persevere in solving them to the betterment of the team, family, community, requirements to pursue each, including the path of technology
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Recognize problems in the workplace, Be reliable and consistent in going beyond the Frernrn e dm e e
PS3A understanding the nature of the problem and CL2D minimum expectations and participating in activities PM2D 9 T P CM2C Proficient with ubiquitous technology applications
L . and experiential process
devising effective plans to solve the problem that serve the greater good _ _
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in the workplace as appropriate






